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Chapter 1: ComProbe Hardware & Software

Frontline Test Equipment ComProbe family of protocol analyzers work with the following technologies.
o Classic Bluetooth

e Bluetooth low energy

o Dual Mode Bluetooth (simultaneous Classic and low energy)
o Bluetooth Coexistence with 802.11

e Bluetooth HCI (USB, SD, High Speed UART)

o NFC

o 802.11 (Wi-Fi)

« SD

« USB

o HSU (High Speed UART)

The ComProbe hardware interfaces with your computer that is running our robust software engine called the
ComProbe Protocol Analysis System or ComProbe software. Whether you are sniffing the air or connecting dir-
ectly to the chip Frontline analyzers use the same powerful ComProbe software to help you test, troubleshoot,
and debug communications faster.

ComProbe software is an easy to use and powerful protocol analysis platform. Simply use the appropriate
ComProbe hardware or write your own proprietary code to pump communication streams directly into the
ComProbe software where they are decoded, decrypted, and analyzed. Within the ComProbe software you
see packets, frames, events, coexistence, binary, hex, radix, statistics, errors, and much more.

This manual is a user guide that takes you from connecting and setting up the hardware through all of the
ComProbe software functions for your ComProbe hardware. Should you have any questions contact the Front-
line Technical Support Team.

1.1 What is in this manual

The ComProbe User Manual comprises the following seven chapters. The chapters are organized in the
sequence you would normally follow to capture and analyze data: set up, configure, capture, analyze, save. You
can read them from beginning to end to gain a complete understanding of how to use the ComProbe hardware
and software or you can skip around if you only need a refresher on a particular topic. Use the Contents, Index,
and Glossary to find the location of particular topics.

o Chapter 1 ComProbe Hardware and Software. This chapter will describe the minimum computer
requirements and how to install the software.

o Chapter 2 Getting Started. Here we describe how to set up and connect the hardware, and how to apply
power. This chapter also describes how to start the ComProbe software in Data Capture Methods. You
will be introduced to the Control window that is the primary operating dialog in the ComProbe software.
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o Chapter 3 Configuration Settings. The software and hardware is configured to capture data. Con-
figuration settings may vary for a particular ComProbe analyzer depending on the technology and net-
work being sniffed. There are topics on configuring protocol decoders used to disassemble packets into
frames and events.

o Chapter 4 Capturing and Analyzing Data. This Chapter describes how to start a capture session and
how to observe the captured packets, frames, layers and events.

o Chapter S Navigating and Searching the Data. Here you will find how to move through the data and
how to isolate the data to specific events, often used for troubleshooting device design problems.

o Chapter 6 Saving and Importing Data. When a live capture is completed you may want to save the cap-
tured data for future analysis, or you may want to import a captured data set from another developer or
for use in interoperability testing. This chapter will explain how to do this for various data file formats.

o Chapter 7 General Information. This chapter provides advanced system set up and configuration inform-
ation, timestamping information, and general reference information such as ASCII, baudot, and EBCDIC
codes. This chapter also provides information on how to contact Frontline's Technical Support team
should you need assistance.

1.2 Minimum System Requirements

o PC with Windows XP 32 bit, (Service Pack 2 or higher), Windows 7 (32 or 64 bit)
o Pentium 2 GHz processor

o« RAM Requirements: 2 GB minimum, 4 GB recommended

o 100 MB free Hard Disk Space

o USB 2.0 High Speed enabled port
1.3 Software Installation
1.3.1 From CD:

Insert the ComProbe installer disc into your DVD drive. Click on the Install CPAS shortcut and follow the dir-
ections.

1.3.2 From Download:

Download the latest CPAS installer from FTE.com. Once downloaded, double-click the installer and follow the
directions.


http://fte.com/products/default.aspx
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Chapter 2: Getting Started

In this chapter we introduce you to the ComProbe hardware and show how to start the ComProbe analyzer soft-
ware and explain the basic software controls and features for conducting the protocol analysis.

2.1 802.11 Hardware
2.1.1 Attaching Antennas

When you remove the ComProbe 802.11 from the box, the first step is to attach the antennas (Figure 1).

e SO 2.1 1

BO2.11 a/b/g/n PRoOTOCOL AMALYZER

Figure 1. Front Panel

1. Attach an antenna to each front panel connector.

Figure 2. ComProbe 802.11 with both antennas attached

2.1.2 Connecting/Powering the ComProbe 802.11

Once you have attached the antennas, the next step is to power up and connect the ComProbe 802.11 to the
computer.
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1. Insertthe power cable (DC connector) from the 12 volt AC adapter into the Power port on the
ComProbe 802.11 back panel (Figure 3).

Qe 8O 2.1 1

BOZ.11 a/b/g/n ProTooow AMALYZER

Probe l

o

Figure 3. Back Panel - Power

2. Plug the 12 volt AC adapter into the AC power source. The front panel Power light illuminate
(Figure 1).

3. Insertthe USB cable into the USB port on the ComProbe 802.11 back panel (Figure 4).

Ceeey SO 2.1 1

BOZ.01 &/h/4'n ProTooow AMALYIER

[’ch!x-m I

A

Figure 4. Back Panel - USB
4. Insertthe other end of the USB cable into the PC.

5. It may take as long as thirty seconds for Windows to recognize that the ComProbe 802.11 hard-
ware is connected to the PC. The Activity light on the ComProbe 802.11 front panel (Figure 1
will blink during this period, when the light is steady, the ComProbe 802.11 hardware is ready to
communicate with the ComProbe software.

2.1.3 Setting Up for ProbeSync™

The ComProbe 802.11 hardware has ProbeSync™ which allows for synchronization of ComProbe hardware
clocks and timestamping. One ComProbe device will act as the master device by providing the clock to the
slave device receiving the clock. Do not confuse "master" and "slave" with Bluetooth device master and slave
relationships. When using the ComProbe 802.11 with a ComProbe BPA 600 the BPA 600 must always be the
master ProbeSync device. Refer to the following table.



802.11 ProbeSync Relationships
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Master

Slave

No. 1 ComProbe 802.11

No. 2 ComProbe 802.11

ComProbe BPA 600

ComProbe 802.11

1. Using a CAT 5 Ethemet cable (less than 1.5 meters (4.9 feet)) insert one end to the master

ComProbe device OUT jack.

2. Insert the other end of the cable into the slave ComProbe device IN jack.

¥ Note: The ComProbe BPA 600 device must always be the master node in ProbeSync mode.

Figure 5. Back Panel - ProbeSync with BPA 600

out

2.2 Data Capture Methods

This section describes how to load Frontline Test Equipment, Inc ComProbe Protocol Analysis System software,
and how to select the data capture method for your specific application.

2.2.1 Opening ComProbe® Data Capture Method

POWER

TRIGGER

MASTER

DIGITAL I/0 USB

Probe[ T3 I

SLAVE

On product installation, the installer creates a folder on the windows desktop labeled "Frontline ComProbe Pro-

tocol Analysis System <version#>".

1. Double-click the "Frontline ComProbe Protocol Analysis System" desktop folder

This opens a standard Windows file folder window.
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#[ 4y » Frontline ComProbe Protocol Analysis Systern 12,11.662.0 »
- Include in library « Share with + Burn MNew folder
Jites i Mame .
sktop = J Development Tools
wnloads , Documentation
cent Places , Maintenance Tools
ogle Drive {all Capture File Viewer
E‘ﬂ ComProbe 80211 with Wireshark
ries @ Frontline ComProbe Protocol Analysis Systern
cuments '

e Docuemerts

Selectto open
Capture Methods

Figure 6. Desktop Folder Link

2. Double-click on Frontline ComProbe Protocol Analysis System and the system displays the
Select Data Capture Method dialog.

¥ Note: You can also access this dialog by selecting Start > All Programs > Frontline ComProbe
. Protocol Analysis System (Version #) > Frontline ComProbe Protocol Analysis System

This dialog lists all the methods ComProbe supports in a tree control. See Protocol List

Three buttons appear at the bottom of the dialog; Run, Cancel, and Help. When the dialog first opens, Cancel
and Help are active, and the Run button is inactive (grayed out).

LY starts the selected protocol stack.

closes the dialog and exits the user back to the desktop.
takes the user to this help file as does pressing the F1 key.

3. Expand the folder and select the data capture method that matches your configuration.

4. Click on the Run button and the ComProbe Control Window will openconfigured to the selected
capture method.

¥ Note: If you don't need to identify a capture method, then click the Run button to start the ana-
lyzer.
Fa

Creating a Shortcut

A checkbox labeled Create Shortcut When Run is located near the bottom of the dialog. This box is un-
checked by default. Select this checkbox, and the system creates a shortcut for the selected method, and
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places it in the "Frontline ComProbe Protocol Analysis System <version#>" desktop folder and in the start menu
when you click the Run button. This function allows you the option to create a shortcut icon that can be placed
on the desktop. In the future, simply double-click the shortcut to start the analyzer in the associated protocol.

Supporting Documentation

The Frontline ComProbe Protocol Analysis System directory contains supporting doucmentation for devel-
opment (Automation, DecoderScript, application notes), documentation (Quick Start Guides and User Manual),
and maintenance tools.

2.2.2 ComProbe® 802.11 Air Sniffing Data Capture Methods

Select Data Capture Method...
=3 80211 Aa Srifing
& 8N
=13 Virtual Sniffing
£ FTS Side
& IEEEN073+
[re )

80211 A Sniffing.

Connected Devices

este Shotcut When Run

802.11

o Requires one ComProbe 802.11 hardware.

o Captures 802.11 data on the selected channel.
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e 802.11 Double

o Requires two ComProbe 802.11 hardware.

c==>802.11

I p———

o 802.11 Triple
o Requires three ComProbe 802.11 hardware.
« 802.11 with USB
o Requires one ComProbe 802.11 and one ComProbe USB hardware.

o 802.11 with USB and SD
o Requires one ComProbe 802.11, one ComProbe USB, and one ComProbe SD hardware.

2.2.3 Bluetooth®/802.11 Air Sniffing Data Capture Methods

ComProbe” Protocol Analysis System has different data capture methods to accommodate various applications.

Select Data Capture Method.... % |

53 Blustooth/B02.11 Air Shitfing » | Bluetoath and 802,11 Air Sniffing,
L4 80211 AMP
0 802,11 AMP. Interlaced Page Scan
£ 80211, Interlaced Page Scan
&3 802 11/Bluetonth Coesistence
55 Classic/low energy &t Sriffing
a Comnbined Cannection [Classiclaw energy)
53 Classic/low energy/802.11 Air Shiffing
0 802.11/Classic/low eneigy Coexistence
0 Two 802.11 and One BPA 500
53 High Speed Serial Sniffing

D M W2
5 NFC |2 f
4D HFC &M
453 5010 Sriffing S
- Bluetooth SDID <«
-4 5D 20
55 1USB Sriffing
&3 Bluetonth HCI
£ use
25 Virtual Sriffing
L4 FTS Side
-4 IEEE11073+ >
1 [T s

Run Cancel Help Create Shortcut wWhen Run
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o 802.11 AMP
o Requires one ComProbe FTS4BT and one ComProbe 802.11 hardware.
o This method is used for Bluetooth v3.0 +HS analysis.

o Captures Bluetooth and 802.11 data, including AMP Manager and displays both in the Frame Dis-
play and Coexistence View.

e 802.11AMP, Interlaced Page Scan
o Requires two ComProbe FTS4BT and one ComProbe 802.11 hardware.

o This method captures Bluetooth and 802.11 data, including AMP Manager and displays both in the
Frame Display and Coexistence View.

o Syncs to the Bluetooth piconet using interlaced page scan to increase consistency of syncing with
chips that employ interlaced page scan.

e 802.11, Interlaced Page Scan
o Requires two ComProbe FTS4BT and one ComProbe 802.11 hardware.

o This method captures Bluetooth and 802.11 data and displays both in the Frame Display and Coex-
istence View.

o Syncs to the Bluetooth piconet using interlaced page scan to increase consistency of syncing with
chips that employ interlaced page scan.

o 802.11/Bluetooth Coexistence
o Requires one ComProbe FTS4BT and one ComProbe 802.11 hardware.
o This method is for Bluetooth/802.11 coexistence analysis.

o Captures Bluetooth and 802.11 data and displays both in the Frame Display and Coexistence View.

2.2.4 Virtual Sniffing

The Virtual Sniffer is a live import facility within ComProbe software that makes it possible to access any layer in
a stack that the programmer has access to and feed this data into the Virtual Sniffer. Please refer to the “Show
Live Import Information” button on the Virtual Sniffer Datasource window in ComProbe software. More
information is available in the Live Import Developer's Kit located in the Development Tools folder in Frontline
ComProbe Protocol Analysis System desktop folder, and a white paper is available at Bluetooth Virtual Sniffing

o FTS Side

o No hardware required.

o ComProbe software acquires data via user-developed software.
- IEEE 11073+

o No hardware required

o for sniffing data virtually from the continua Enabling Software Library (CESL) IEEE 11073 tester.


http://www.fte.com/docs/FTS4BT_Virtual_Sniffing_white_paper.pdf
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2.2.5 Determining Master and Slave

In Bluetooth , the device that initiates the connection is always the master at connection time. You only need to
know the master and slave at connection time when setting up the I/O Settings. Afterward a role switch may
occur, but the analyzer automatically follows the role switch.

¥ Note: You do not have to identify a Master address if you are using Firmware Version 62 or

newer.
F ewel

Role Switches

After the connection has been made, a role switch can take place. A good example of why this happens would
be when a mouse connects to the PC. The mouse initiates the connection, so it is the master. After the con-
nection is made, a role switch occurs so that the PC becomes the master and the mouse becomes a slave. The
role switch takes place because the PC may be working with multiple devices at the same time, and as such, the
PC would not be a slave of more than one device.

Let us say that a link exists between a PC and a keyboard with the PC a master. If the mouse wants to become a
member of the link it initiates the connection. Since the mouse initiated the connection, it is the master of a
new link and the PCis the slave. The PC is still the master of the link between the PC and keyboard. A role
switch now occurs between the PC and the mouse, and the PC is now the master of a link with two slaves: the
mouse and keyboard.

2.3 Control Window

The analyzer displays information in multiple windows, with each window presenting a different type of inform-
ation. The Control window opens when the Run button is clicked in the Capture Method window. The Control
window provides access to each ComProbe analyzer functions and settings as well as a brief overview of the
data in the capture file. Each icon on the toolbar represents a different data analysis function. A sample Control
Window is shown below.

&4 ComProbe Protocal Analysis System - 502,11 EI = IEI
File View Live Options Window Help

G ¥ LPhw B Ve

Configuration: <Mo Device >
Capture file : C: Users\Public\Documents\Frontine Test EquipmentyMy Capture Files\Capture-2013-05-23_075126.cfa
Capture Status: Paused (Capture to Single Filz) <1% used Packets omhjw: 0

Fer Help Press F1 Packet Decoder (0 pps) #) - 100%
Because the Control window can get lost behind other windows, every window has a Home icon that

brings the Control window back to the front. Just click on the Home icon to restore the Control window.

2.3.1 Control Window Toolbar

Toolbar icon displays vary according to operating mode and/or data displayed. Available icons appear in color,
while unavailable icon are not visible. Grayed-out icons are available for the ComProbe hardware and software
configuration in use but are not active until certain operating conditions occur. All toolbar icons have cor-
responding menu bar items or options.

10
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Open File - Opens a capture file.
I/0O Settings - Opens settings

Start Capture - Begins data capture to disk

Stop Capture - Available after data capture has started. Click to stop data capture. Data can be
reviewed and saved, but no new data can be captured.

Save - Saves the file the capture file.
Clear - Clears or saves the capture file.
Event Display - (framed data only) Opens a Event Display, with the currently selected bytes

highlighted.

Frame Display - (framed data only) Opens a Frame Display, with the frame of the currently
selected bytes highlighted.

Cascade - Arranges windows in a cascaded display.
Coexistence View - Opens the Coexistence View dialog.

Wi-Fi Error Statistics - Opens the Wi-Fi Error Statistics dialog.

2.3.2 Configuration Information on the Control Window

The Configuration bar (just below the toolbar) displays the hardware configuration and may include 1/O set-
tings. It also provides such things as name of the network card, address information, ports in use, etc.

ICDnFiguratiDn: Displays hardware configuration, network cards, address information. ports in use. efc. _|!I

2.3.3 Status Information on the Control Window

The Status bar located just below the Configuration bar on the Control window provides a quick look at cur-
rent activity in the analyzer.

|Ca|:|ture Skatus: @ Mok Active (Capture bo Single File)  Mf&  used) Utilization: 0% Host | 0% Control | Ewents: 0

« Capture Status displays Not Active, Paused or Running and refers to the state of data capture. It will also
display whether you are capturing to a series of files or capturing to a single file.

o Not Active means that the analyzer is not currently capturing data.

11
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o Paused means that data capture has been suspended.
o Running means that the analyzer is actively capturing data.
e % Used

The next item shows how much of the buffer or capture file has been filled. For example, if you are cap-
turing to disk and have specified a 200 Kb capture file, the bar graph tells you how much of the capture file
has been used. When the graph reaches 100%, capture either stops or the file begins to overwrite the old-
est data, depending on the choices you made in the System Settings.

« Utilization/Events

The second half of the status bar gives the current utilization and total number of events seen on the net-
work. This is the total number of events monitored, not the total number of events captured. The analyzer is
always monitoring the circuit, even when data is not actively being captured. These graphs allow you to
keep an eye on what is happening on the circuit, without requiring you to capture data.

2.3.4 Frame Information on the Control Window

Frame Decoder information is located just below the Status bar on the Control window. It displays two pieces
of information.

IFl:ur Help Press F1 Frame Decoder (233 fps)  BEakes=iBREs ini

« Frame Decoder (233 fps) displays the number of frames per second being decoded. You can toggle this
display on/off with Ctrl-D, but it is available only during a live capture.

o #132911 displays the total frames decoded.

« 100% displays the percentage of buffer space used.

2.3.5 Drop-Down Menus

The menus that you see on the Control Window and dialogs like Frame Display and Event Display vary
depending on whether the data is being captured live or whether you are looking at a .cfa file. You will see
File, Edit, View, Filter, Bookmarks, Live, Options, Window, and Help. Most of the options are self explan-
atory.

o Many of the File/Edit menu items are standard Windows type commands: Open, Close, Save, Recent
Files, etc. There are, however, several of these menu items that have unique functionality:

« Recreate Companion File: This option is available when you are working with decoders. If you
change a decoder while working with data, you can use Recreate Companion File to recreate the ".frm
file", the companion file to the ".cfa file". Recreating the ".frm file" helps ensure that the decoders will
work properly.

» Reload Decoders: When clicked, the plug-ins are reset and received frames are decoded again.

12
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o Under the View menu you can choose which Frontline windows are available to open.
« Live contains commands that are used in capturing data.

« Under Options you have opportunities to set/modify various system settings. These include:
o Hardware Settings
o I/O Settings
o System Settings

o Check for New Releases at Startup: When this is enabled, the application automatically checks for
the latest Frontline releases. If a new version is detected, a dialog appears similar to the sample
below . The system and version will vary dependent upon the ComProbe® hardware being used.

o The Window menu displays the open Frontline dialogs and standard options like Cascade, Minimize,
Tile, etc.

o Within the Help menu you can open the electronic Help file, About <hardware.where <hardware> if the
specific ComProbe capture method, e.g. "About BPA 600".

2.3.6 Minimizing Windows

Windows can be minimized individually or as a group when the Control window is minimized. To minimize win-
dows as a group:

1. Go to the Window menu on the Control @ window

2. Select Minimize Control Minimizes All. The analyzer puts a check next to the menu item, indic-
ating that when the Control window is minimized, all windows are minimized.

3. Select the menu item again to deactivate this feature.

4. The windows minimize to the top of the operating system Task Bar.

13
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Chapter 3: Configuration Settings

In this section we show how to configure each of the Frontline ComProbe analyzer using the ComProbe soft-
ware for capturing data .

3.1 802.11 Configuration
3.1.1 ComProbe 802.11 Hardware Settings

The Hardware Settings dialog provides the ability to select a device to sniff/scan. The dialog only lists devices
with a MAC address that match the Frontline devices. To access the Hardware Settings dialog:

1. Select Hardware Settings from the Options menu on the 802.11 Control window.

Wi-Fi Scanner Hardware Settings = i

Sniffer:  |ComProbe 802,171 [SH: 0102120052 ﬂ Refresh List

OF. | Cancel | Help |

Figure 7. 802.11 Hardware Settings Dialog

2. Select a device from the drop-down list.
3. Select OK

If no devices are found, the list is blank.
¥ Note: Upon launching the Air Sniffer, the first device in the drop-down is the default device.

F

3.1.2 802.11 I/O Settings

1. Select I/0 Settings from the Options menu on the Control window.

14
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I/O Settings | = |
Settings ] Status l Capture Fitters | Fimware Update
ComProbe 802 11 Seral Mumber 0102120052
Channel  |2412 MHz (1) | Scanner
Extension Channel |0 -
FCS Fitter |AJI Frames ﬂ
QK Cancel Help

Figure 8. 802.11 I/0O Settings Dialog

There are several things to remember about I/O Settings:

o The I/O Settings are specific to the device selected in the Hardware Settings.

Two 802.11 devices attached to a computer have different settings.

Changing the settings changes the devices’ default settings.

If a parameter is changed (e.g. Channel 1 is changed to 6), the new setting appears the next time the I/O

Settings dialog is opened for the device.

The settings are saved when the OK button is pressed.

3.1.2.1 Settings

15
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|'\

1/O Settings | X

Settings ]Status ] Capture Fiters ] Fimmware Update

ComProbe 202.11 Seral Mumber 0102120052

Channel | 2412 MHz (1) -] Seanner

Bxtension Channel |0 -

FCS Filter |AII Frames ﬂ

QK Cancel Help

Figure 9. 802.11 /0 Settings Settings Tab

The Settings dialog allows you to change and observe basic configuration values. These include the Channel,
Extension Channel, FCS Filter and Capture Type.

o Channel - Select the channel from the drop-down list. Channels have been extended to the 5Ghz range.
« Extension- allows you to extend the range of channels available

o 0 = Standard 1-14 Wi-Fi channels

o -1 = Expanded channels below the standard range

o +1 = Expanded channels above the standard range

o FCS Filter - The Frame Check Sequence filter indicates if the device should capture frames with an
invalid FCS. Select All Frames or Valid Frames

Clicking on the Scanner button will open the Wi-Fi Scanner dialog. This action is useful if you do not know the
channel to sniff. Once you have selected a channel in the Wi-Fi Scanner dialog and confirmed your selection
the selected channel will appear in Channel.

16
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3.1.2.2 Status

[ /O Settings @1

Settings  Status | Capture Fiters ] Firmware Update

ComProbe 802 11 Serial Number 0102120052

Hardware Irformation: Software Version:

Clock Source: Source FPGA. 2.2

Capture Media Indicator:  OK Application: 0.4
Interfface: 1.3

Data Capture Information:

Total Packets Captured: Total Bytes Captured:
Packets Bytes

Packets Mot Yet Read by PC: Bytes Not Yet Read by PC:
Count Bytes

oK | Cancel Help

Figure 10. 802.11 I/O Settings Status Tab

The Status dialog provides current information about the ComProbe device. There are no settings for this dia-
log.

3.1.2.3 Capture Filters

The Capture Filters dialog allows you create, modify, and delete capture filters. The dialog initially displays the
existing MAC address Capture Filters.

o To activate the capture filters and to be able to create/modify additional filters, you first must select the
Enable MAC Address Capture Filters check box.

e You can select/deselect which filters are active by checking/unchecking the Enable checkbox in the first
column in the table.

e You can also select to ignore Management, Control, Data, and Reserved frame types by selecting one
or more the checkboxes.

17
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I/ Settings | 28 |

Settings ] Status  Capture Fiters l Firmware Update

[v Enable MAC Address Capture Fitters

Enable | Mac Address | Mode: | Fields Add New Address

Remove Address

Mowve Address Up

|
|
Edit Address ‘
|
|

Move Address Down

Frame types to ignore:

[~ Management [ Cortral [ Data [ Reserved

OK Cancel Help

Figure 11. 802.11 1/O Settings Capture Filters Tab
To create a key, select one of the following options:

o Add New Address - displays a text box where you can enter the address

Add MAC Address [ = |

e.g. 0014bf72b3as

= Indude Field In MAC Frame

" Exdude [+ Address 1 (Receive)
¥ Address 2 (Transmit)
¥ Address 3
[ Address 4

[+ Implicit Transmit
(e.g. Transmitting an ACK)

OK. Cancel

Figure 12. 802.11 I/O Settings Capture Filters Add New Address Dialog

18
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. Enter a MAC Address in the text field.

Select the Include radio button to only capture packets with this MAC address.

Select the Exclude radio button to capture packets with other filters, but not ones with this MAC
address.

Select one or more check boxes to identify which fields in the MAC Frame to include.

The MAC header for an 802.11 frame can contain up to 4 address fields. Most frames do not have
that many. In general, the first address is the intended receiver and the second address is the
device that transmits the frame. The third and fourth address fields depend on the context of the
frame. Some of the control type frames do not include the transmitter address but they may be
determined from previous frames.

Select OK to close the dialog.

Once you have MAC addresses on the main dialog, you can modify them using four options.

o Remove Address - Highlight an address that you want to delete and select Remove Address to remove
it from the list.

« Edit Address - Highlight an address that you want to edit and select Edit to bring up a dialog where you can
edit the address. The address and any of the prior settings may be changes. Click OK to save and close.

- 1
Edit Mac Address [
e.0. 0014bf72b3a6
001a70ddec7a
= Indude Field In MAC Frame
) Exedude [+ Address 1 (Receive)
[+ Address 2 (Transmit)
v Address 3
¥ Address 4

[+ Implicit Transmit
{e.g. Transmitting an ACK)

oK | Cancel

Figure 13. 802.11 1/0O Settings Capture Filters Edit MAC Address Dialog

o Move Address Up - moves the selected address up in the queue.

o Move Address Down - moves the selected address down in the queue.

3.1.2.4 Firmware Update

This tab displays the current firmware version in the hardware. You can check for the firmware updates by first
noting the current version and then clicking on the Check For Updates button.
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[ YO settings = |

Settings ] Status ] Capture Fiters Fimware Update

Current fimmware versions in hardware:

FPGA Version: 2.2
Application Version: 04 Interface Version: =3

Check For Updates

oK | Cancel | Help |

Figure 14. 802.11 1/O Settings Firmware Update Tab

The Check for Updates dialog will open. If an update is available you can install it by clicking on the Start
Update button.

The update process will begin and when finished the dialog will show a list of all completed actions. Upon com-
pletion of the update you will be notified of successful installation and returned to the Firmware Update dialog.

The 1/O Settings dialog Firmware tab will open and show the old firmware version. At this point, the
ComProbe 802.11 is rebooting. You will notice the Activity LED blinking on the ComProbe hardware. Click OK
on the /O Settings dialog.

An error message will appear. Ignore the message and click on the Cancel button. Completely exit the
ComProbe software by selecting Exit the ComProbe Protocol Analysis System from the Control window
File menu.

Wait for a solid Activity LED on the ComProbe hardware .

Important: Remove power from the ComProbe 802.11 hardware, and reapply power. Wait until the Activity
LED comes back on and resume normal ComProbe operation.
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Check For Updates . B
Famware Update Fle{s) [ Image Type I File verson(s) [ MW versonls) |
comprobe_BIZ11_fogs_revB.fwu FPGA Image i 21
comprobe_B0211_sop_reva.fi AFP Image 0.4/1.3 0.4/1.3
comprobe_B0211_ff_rev.fau FLF image 0.2
comprobe_B0211_pexB&0-4_reve.fieu FEXSE04 mage 0.2
comprobe_B0211_ath_revB. fmu ATH image 0.2
comprobe_B0211_athik_rev. fam ATHS mage 0.2
comprobe_BO211_stvdk_hw_revE. vy ATHIK HW image: 0.2
comprobe_B0211_athak_common_revE. fnu ATHE COMMON mage 0.2

[ ——— | Fie [ Deserpbon

Informational  comprobe_S0211_foga_reve.fisu  Fle Viersion ( 2.1 ) is same as currently installed H/W verson [ 2.1)
Informationsl  eomprebe_BO211_spn_revB.fau  Fle Version [ 0.4/1.3 ) is sheme as currently istalled HW version (0,4/1.3)

swtupdate | o concel

Figure 15. 802.11 I/O Settings Firmware Update Version List
3.1.2.5 Security

Wi-Fi security settings are discussed in detail in the Decoder Parameters section .

3.1.2.6 Device Scanner

3.1.2.6.1 Wi-Fi Device Scanner

1. On the I/O Settings dialog click on the Settings tab, and then click on the Scanner button. The Wi-
Fi Device Scanner dialog will open.

) Wi-Fi Device Scanner [=@] = |
File Configure Contiol Help
F MAC Address 5510 Type Channel | Frequency RSSI First Seen Last Seen
Start Cancel Help
Status: Inactive Devices Found: 0 Sniffer: ComProbe 80211 [SN: 0102120052

802.11 Device Scanner with no Devices Detected

2. On the Wi-Fi Device Scanner dialog Select the Start button or select Start Scanning from the
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Control menu to begin populating the list .

The Wi-Fi Device Scanner dialog displays a list of discoverable Wi-Fi devices in a table. The devices
are identified by:

o« MAC Address
« SSID

o Type

o Channel

o Frequency

. RSS

« First Seen

e Last Seen

Note: You can select the Stop or Stop Scanning from the Configure menu anytime
to stop the device search.

File Configure Control Help

L] MAC Address SSID Type Charnel | Frequency RSSI First Seen Last Seen

L OC-DR0Z 34 BBA westell 1674 AP ] 2437 0 15:0-4:48 1520454
L2 | ssimdeecas | FlEGuest | a4 ] 6 | 2497 | 10 |

3 0ICOEREES2 FTEAPN AP 4 427 X 15:04:50 1504252

4 3C:4%:8E B DB.C2 Direct 4 2427 41 15:04:51 15:04:51
""" FTE-Guaest

] smo | e
ISlmm 5080 MHz (16) (Scam range: 2417 to 5190 MHzZ) | Devices Found: 4 Sniffer: ComProbe 802.11 [5M: 0142110040]

802.11 Device Scanner with Devices Detected

3. Selectthe device.
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where <no> is the channel num- Confirm sniffing channel

-
]

ber selected. The Confirm Sniff-
ing Channel confirmation will
appear. Click on Yes will close the
Wi-Fi Device Scanner and the
ComProbe analyzer will used the
selected channel.

| Do you want to sniff on Channel 10 (Access Point: FTE-Test_Systerns)?

3.1.2.6.1.1 File Menu

Under the File menu you can select Export to file which converts the information in the table to a text file.

1. Select Export to CSV file. The Save As menu appears

2. Select where you want to save the file in Save in.

3. Enter a File Name.

4. Select Save.

3.1.2.6.1.2 Configure

From the Configure menu you can select, ,Hardware Settings and I/O Settings

3.1.2.6.1.3 ComProbe 802.11 Hardware Settings

The Hardware Settings dialog provides the ability to select a device to sniff/scan. The dialog only lists devices
with a MAC address that match the Frontline devices. To access the Hardware Settings dialog:

1. Select Hardware Settings from the Options menu on the 802.11 Control window.

Wi-Fi Scanner Hardware Settings

= 2|

Sniffer: | ComProbe 802,17 [SM: 0102120052]

0K

j Refresh List

Cancel | Help |

Figure 16. 802.11 Hardware Settings Dialog

2. Select a device from the drop-down list.

3. Select OK

If no devices are found, the list is blank.

¥ Note: Upon launching the Air Sniffer, the first device in the drop-down is the default device.
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3.1.2.6.1.4 Wi-Fi Device Scanner - I/O Settings

The Device Scanner I/O Settings dialog is used to set a listening time and to activate a probe request. To access
the 1/0 Settings dialog:

1.

Select I/0O Settings from the Configure menu on the Wi-Fi Device Scanner window.

Scan channels from | 2417 MHz (2) j up to | 51590 MHz (38) j

Channel listen time 1000 (ms)

Send probe requests to discover SSID (if necessary )  |No

Cancel | Help |

Figure 17. Wi-Fi Device Scanner I/O Settings Dialog

Scan Channels from: Pick a lower and upper limit to scan a specific subset of frequencies. By
default all channels are selected. Choosing a subset of frequencies to scan saves time and can be
used when the user is interested in scanning only a certain range of frequencies.

Enter an amount, in msecs, for Channel listen time.

Channel listen time is how long ComProbe® 802.11 will listen on a channel to discover devices
before moving on to the next channel.

Select Yes or No to choose whether to send a probe sync request.

Sometimes an Access Point will intentionally not send it’s SSID in a beacon to conceal it’s identity.
Selecting Yes for this option will send the MAC address, the SSID will be part of the Probe Response
it sends back.

Select OK to save the options and close the dialog or Cancel to close the dialog without saving your
choices.

3.1.2.6.1.5 Device Scanner RSSI Values

The 802.11 specification does not provide a relationship between the RSSI value and the actual power value.
Here are the definitions from the specification.

1.

RSSI in FHSS PHY: The RSSI is an optional parameter that has a value of 0 through RSSI Max.
This parameter is a measure by the PHY of the energy observed at the antenna used to receive the
current PPDU. RSSI shall be measured between the beginning of the SFD and the end of the
PLCP HEC. RSSI is intended to be used in a relative manner. Absolute accuracy of the RSSI read-
ing is not specified.
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2. RSSIin DSSS PHY: The RSSI shall be a measure of the RF energy received by the DSSS PHY.
RSSI indications of up to 8 bits (256 levels) are supported.

3. RSSI in OFDM PHY': The allowed values for the RSSI parameter are in the range from 0 through
RSSI maximum. This parameter is a measure by the PHY of the energy observed at the antenna
used to receive the current PPDU. RSSI shall be measured during the reception of the PLCP pre-
amble. RSSI is intended to be used in a relative manner, and it shall be a monotonically increas-
ing function of the received power.

Different vendors implement these value in their own way. The ComProbe 802.11 uses an Atheros chipset
which provides RSSI values in the range of 0 to 128. The radio hardware in the ComProbe 802.11 has two
receive chains (one for each antenna). Each received packet has RSSI values for both antennas as well as the
combined value.

The hardware provides the following five values:
1. rssi_ant00: Receive signal strength indicator of control channel chain 0.
2. rssi_ant01: Receive signal strength indicator of control channel chain 1.
3. rssi_antl0: Receive signal strength indicator of extension channel chain 0.
4. rssi_antll: Receive signal strength indicator of extension channel chain 1

5. rssi_combined: Receive signal strenth indicator of combination of all active chains on the control
and extension channels.

All five of these values are shown in the PHY layer decoder for every packet. The Wi-Fi scanner shows the com-
bined value.

3.1.2.7 Wi-Fi Device - MAC Address Editor
If you know the MAC Address of the device you can enter it manually.
1. From the I/O Settings dialog select the "Edit" button.

2. On the MAC Address Editor enter the MAC Address for the device.

x|
MAC Address: (e.q. 0014bf72b3a6) Listen Channel: {(e.g. 1, 6, 0r 11)
| 0014bf72h3a6 | &
OK Cancel | Help

Figure 18. Wi-Fi Direct MAC Address Editor
3. Enter a channel number in Listen Channel.
4. Select "OK".

The MAC Address appears on the 1/0 Settings dialog.

Once you close the dialog, the last MAC Address shown will appear when you reopen the dialog.
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3.2 Decoder Parameters

Some protocol decoders have user-defined parameters. These are protocols where some information cannot
be discovered by looking at the data and must be entered by the user in order for the decoder to correctly
decode the data. For example, such information might be a field where the length is either 3 or 4 bytes, and
which length is being used is a system option.

There may be times when the context for decoding a frame is missing. For example, if the analyzer captures a
response frame but does not capture the command frame, then the decode for the response may be incom-

plete. The Set Initial Decoder Parameters window allows you to supply the context for any frame. The dialog
allows you to define any number of parameters and save them in a template for later use

The decoder template function provides the capacity to create multiple templates that contain different para-
meters. This capability allows you to maintain individual templates for each Bluetooth network monitored.
Applying a template containing only those parameters necessary to decode transmissions particular to an indi-
vidual network, enhances the efficiency of the analyzer to decode data.

If you have decoders loaded which require decoder parameters, a window with one tab for every decoder that
requires parameters appears the first time the decoder is loaded.

For help on setting the parameters, click the Help button on each tab to get help information specific to that
decoder.

If you need to change the parameters later,

« Choose Set Initial Decoder Parameters... from the Options menu on the Control and Frame Display win-
dows.

Options | Window  Help

Hardware Settings r
/O Settings »
Systern Settings... Alt+Enter
Directories...

v Check for New Releases at Startup

Side Mames...

Protocol Stack...
Set Initial Decoder Parameters...
Set Subsequent Decoder Parameters...

v Automatically Request Missing Decoding Infarmation

Figure 19. Select Set Initial Decoder Parameters... from Control window

The Set Initial Decoder Parameters window opens with a tab for each decoder that requires parameters.
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Set Initial Decoder Parameters

9‘ - E % ‘Template

|AVDTP | Secuity | L2CAP | RFCOMM | A2DP | USB | IPX | TCP | UDP |

Figure 20. Tabs for each decoder requiring parameters.

o Each entry in the Set Initial Decoder Parameters window takes effect from the beginning of the capture
onward or until redefined in the Set Subsequent Decoder Parameters dialog.

Override Existing Parameters

The Set Subsequent Decoder Parameters dialog allows the user to override an existing parameter at any
frame in the capture where the parameter is used.

If you have a parameter in effect and wish to change that parameter
o Select the frame where the change should take effect

o Select Set Subsequent Decoder Parameters... from the Options menu, and make the needed
changes. You can also right-click on the frame to select the same option.
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Options | Window Help

Directories...
v Check for New Releases at Startup

Side Mames...

Protocol Stack...
] Set Initial Decoder Parameters...
i Set Subsequent Decoder Parameters...
v Automatically Request Missing Decoding Information

Figure 21. Set Subsequent Decoder Parameters... from Control window

OOE#aeeO D ™ KRB AR
Unfiltered ] Info ] Configured BT low energy devices ] Errors l
Baseband | LMP | PreConnection-FHS | Bluetooth FHS | L2CAP | SDP W—
B.. Framef Fiole Addr. DLCI Channel  Frame Type PAF Bt Cmd.. Cmd Type =
50 Master 1 0x00 a SABM 1
51 Slave 1 0x00 a 1Y 1
h2 bd aster 1 0«00 ] UIH 0 Com... Param. Meg.
R3 Slave 1 0x00 1] UIH 0 Res.. Param. Neg.l o

Set Subsequent Decoder Parameters

#52. RFECOMM

Rules in effect from frame #52 onward urtil redefined here for a later frame:
(On the Slave side, with Server Channel 13, RFCOMM is camying Hands Free { Overmidden by user )

Change the Selected temto Camy | Hands Free -

o]

Figure 22. Example: Set Subsequent Decode for Frame #52, RFCOMM

« Each entry in the Set Subsequent Decoder Parameters dialog takes effect from the specified frame
onward or until redefined in this dialog on a later frame.

o The Remove Override button will remove the selected decode parameter override.
o The Remove All button will remove all decoder overrides.

If you do not have decoders loaded that require parameters, the menu item does not appear and you don't
need to worry about this feature.

3.2.1 Decoder Parameter Templates

3.2.1.1 Select and Apply a Decoder Template
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1. Select Set Initial Decoder Parameters... from the Options menu on the Control @ window or

the Frame Display EI window.

2. Click the Open Template 6 icon in the toolbar and select
the desired template from the pop up list. The system displays
the content of the selected template in the Initial Connections
list at the top of the dialog

3. Click the OK button to apply the selected template and
decoders' settings and exit the Set Initial Decoder Parameters
dialog.

3.2.1.2 Adding a New or Saving an Existing Tem-

plate

Add a Template

ﬁ m x |Tn.=-.r‘r1p|atv.=_- F

Frontlinel
p_l

Frontline2
o Frontline?_1
the Frontline3
t'h‘E Frontlines

A template is a collection of parameters required to completely decode communications between multiple
devices. This procedure adds a template to the system and saves it for later use:

. ape Template Manager |
1. Click the Save E button at the top of the Set Initial e
Decoder Parameters dialog to display the Template
Manager dlalog Mame To Save Template &z
Frontlined
2. Enter a hame for the new template and C|iCk OK Currently Saved Templates For This Object Type:

The system saves the template and closes the Template
Manager dialog.

3. Click the OK button on the Set Initial Decoder Para-
meters window to apply the template and close the dia-
log.

Frontline

Frontline5

Save Changes to a Template

This procedure saves changes to parameters in an existing template.

1. After making changes to parameter settings in a user defined template, click the Save E but-
ton at the top of the Set Initial Decoder Parameters window to display the Template Manager

dialog.

2. Ensure that the name of the template is listed in the Name to Save Template As text box and

click OK.

3. The system displays a dialog asking for confirmation of the change to the existing template. Click the

Yes button.

The system saves the parameter changes to the template and closes the Save As dialog.
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4. Click the OK button on the Set Initial Decoder Parameters window to apply the template and
close the window.

3.2.1.3 Deleting a Template
1. After opening the Set Initial Decoder Parameters window click the Delete X button in the tool-
bar.
The system displays the Template Manager dialog with a list of saved templates.
2. Select (click on and highlight) the template marked for deletion and click the Delete button.
The system removes the selected template from the list of saved templates.
3. Click the OK button to complete the deletion process and close the Delete dialog.

4. Click the OK button on the Set Initial Decoder Parameters window to apply the deletion and
close the dialog.

3.2.2 Wi-Fi Security Decoder Parameters

On the Set Initial Decoder Parameters dialog, the security tab allows specifying a key for software decryption of
802.11 frames.

To access this dialog:
1. In the Options menu on the Control window and choose Set Initial Decoder Parameters.
2. Select the Security tab.
There are three types of types of encrypted data on the security tab, each one selectable via a radio button.

o WPA2 (Wi-Fi Protected Access), and WEP (Wired Equivalent Privacy) data that is transmitted over a
802.11 communications link. There are two values you have to enter for the WPA2 and WEP to be
decrypted properly. Click here to see additional WEP settings in the I/O Settings dialog.

o The Bluetooth® alternative MAC/PHY (AMP) enables Bluetooth to support data rates up to 24Mbps by
using additional wireless radio technologies.

o The third method is to specify the pre-shared key in its raw hex forum a 32-byte hex number.

Depending on which Encrypted Data type you select, the options for entering data on the rest of the dialog var-
ies.
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| AvDTF | Securty | L2caP | RFcomm | Azor [use [Ix [ Tce | upp |
Encrypted Data WPAZ
@ Wpa2 SSID:

) Blustooth AMP

) Pre-Shared Key Passkey:

Bluetooth AMP
BR/EDR Link Key:

Pre-Shared Key
Raw Hex Key:

WEFP

S51D:

Passkey:

Figure 23. Security (WPA2/WEP) Decoder Tab

Set the WPA2 or WEP parameters.
1. Selectthe WPAZ2 radio button. This activates the WPA2 and WEP text boxes.
2. There are two values to set for the WPA2 and WEP keys.

a. WEP SSID (Service Set Identifiers) - the station ID of the 802.11 communications
link.

b. WEP Passkey - .the shared passkey phrase used in communications.

3. Select OK to save the settings and close the dialog.

Set the Bluetooth AMP parameters.

Bluetooth AMP parameters are used when capturing 802.11 alternative MAC/PHY (AMP) frames for Bluetooth
High Speed.

1. Select the Bluetooth AMP radio button to activate Bluetooth AMP and WEP text boxes
2. Enter a hexadecimal value for the BR/EDR Link Key (Basic Rate or Extended Data Rate) .
3. There are two values to set for the WEP key.

a. WEP SSID (Service Set Identifiers) - the station ID of the 802.11 communications
link.

b. WEP Passkey - .the shared passkey phrase used in communications.

Note: When capturing both Bluetooth and 802.11 data using the 802.11 AMP cap-
ture selection, Frontline uses the link from the BR/EDR connection. To auto-

A matically decode 802.11 AMP frames in this case, select the Bluetooth AMP
encryption type but leave the link key blank.

4. Select OK to save the settings and close the dialog.

Set the Pre-Shared Key parameters.
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The third way to set encrypted data is to specify the pre-shared key in its raw hex forumas a 32-byte hex num-
ber.

¥ Note: The other ways of specifying the WPA2 key automatically generate this value.

1. Select the Pre-Shared Key radio button - activates the Pre-Shared Key and WEP text boxes.
2. Enter a 32-byte hex number inthe Pre-Shared Key Raw Hex Key text box.
3. There are two values to set for the WEP key.

a. WEP SSID (Service Set Identifiers) - the station ID of the 802.11 communications
link.

b. WEP Passkey - .the shared passkey phrase used in communications.

##Note: When capturing both Bluetooth and 802.11 data using the 802.11 AMP cap-
ture selection, Frontline uses the link from the BR/EDR connection. To auto-
A matically decode 802.11 AMP frames in this case, select the Bluetooth AMP
encryption type but leave the link key blank.

4. Select OK to save the settings and close the dialog.

3.2.3 Adding or Changing TCP/UDP Port Assignments

TCP and UDP are Transport layer protocols in the IP protocol suite. These transport layer protocols use ports to
establish communication between application layer protocols. For example, all Web traffic uses the HTTP pro-
tocol. HTTP is an application layer protocol that uses the standard TCP/UDP port 80. The Internet Assigned Num-
bers Authority (IANA) is responsible for maintaining the list of standard port numbers and their assignments.
For an up-to-date listing of all standard TCP/UDP port assignments, visit www.iana.org.

When the analyzer reads a TCP, UDP or IPX packet, it infers the upper layer protocols by using pre-defined rules
of traversal. For example, if the packet has a TCP source or destination port number 80, then the upper layer
protocol is HTTP. These rules, which are built in to the software, determine the upper layers of the protocol
stack based on the source or destination port numbers in the packet. The built-in rules are based on the stand-
ard port assignments. However, it is quite common to come across network systems in which upper layer pro-
tocols use user-defined port numbers for both standard and custom protocols. In such cases, the analyzer users
can tell the software which port numbers are assigned to which protocols.

The analyzer autotraverses the stack from TCP, UDP and IPX based on the source or destination port number.
Many systems use user-defined port numbers for both standard and custom protocols. Here’s how to tell the
analyzer about a custom port assignment on the system you are monitoring.

3.2.3.1 Add a New Port Assignment

1. Choose Set Initial Decoder Parameters from the Options menu on the Control @ window.
2. Click the TCP tab (or UDP or IPX for those protocols).
3. Choose the Single Port radio button

4. Enter the port number in the Port Number box.
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5. In the Protocol drop-down list, choose the protocol to traverse to.
6. Click the Add button.

The system adds the new entry to the bottom of the port number list.

3.2.3.2 Modify an Existing Port Assignment
1. Choose Set Initial Decoder Parameters from the Options menu on the Control window.
2. Click the TCP tab (or UDP or IPX for those protocols).
3. Select (click on and highlight) the port assignment to modify.
4. Change the port number and/or choose the protocol to traverse to.

5. Select the Port Range radio button and specify the starting and ending port numbers. The range
is inclusive.

6. Click the Modify button.
The system displays the changes in port assignment.
3.2.3.3 Delete a Port Assignment
1. Choose Set Initial Decoder Parameters from the Options menu on the Control window.
2. Click the TCP tab (or UDP or IPX for those protocols).
3. Select (click on and highlight) the port assignment to delete.
4. Select Delete.
The system deletes the port assignment.
3.2.3.4 Move a Port Assignment

If you need to move an entry to ensure it is processed before or after another entry, select the entry in the list
and then click the Move Up or Move Down buttons.

3.2.3.5 Port Assignment Considerations
o The analyzer traverses an entry if either the source or destination port match.

o The analyzer processes port number entries in order from top to bottom.
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Chapter 4: Capturing and Analyzing Data
The following sections describe the various ComProbe software functions that capture and display data packets.

4.1 Capture Data
4.1.1 Capturing Data to Disk

¥ Note: Capture is not available in Viewer mode.

1. Click the Start Capture icon L to begin capturing to a file. This icon is located on the Control,
Event Display, and Frame Display windows.

Files are placed in My Capture Files by default and have a .cfa extension. Choose Directories from
the Options menu on the Control window to change the default file location.

Note: For the Dashboard, when you capture to series of files, the window displays the data from the
beginning of the first capture, even when a new file in the series is created. This is because the Dash-
board is a "Session Monitor", which means that even if you capture to a series of files, the data from
the first file is always displayed. The display does not refresh when a new capture file in a series is
created.

2. Watch the status bar on the Control window to monitor how full the file is. When the file is full,
it begins to wrap, which means the oldest data will be overwritten by new data.

3. Click the Stop icon - to temporarily stop data capture. Click the Start Capture icon again to
resume capture. Stopping capture means no data will be added to the capture file until capture is
resumed, but the previously captured date remains in the file.

Ef
4. To clear captured data, click the Clearicon ==

o Ifyou select Clear after selecting Stop, a dialog appears asking whether you want to save the
data.

o You can click Save File and enter a file name when prompted .
o Ifyou choose Do Not Save, all data will be cleared.
o If you choose Cancel, the dialog closes with no changes.
o Ifyou select the Clear icon while a capture is occurring:
o The capture stops.

o A dialog appears asking if you want to save the capture

34



fcontline

Debug Communications Faster™

o You can select Yes and save the capture or select No and close the dialog. In either case,
the existing capture file is cleared and a new capture file is started.

o Ifyou choose Cancel, the dialog closes with no changes.

To see how to capture to a single file, choose System Settings from the Options menu on the Control window.

When live capture stops, no new packets are sniffed but there can still be packets that were previously sniffed
but not yet read by the ComProbe analyzer. This happens when packets are being sniffed faster than the
ComProbe analyzer can process them. These packets are stored either on the ComProbe hardware itself or in a
file on the PC. If there are remaining packets to be processed when live capture stops the Transferring Pack-
ets dialog below is displayed showing the packets yet to be read by the ComProbe analyzer. The dialog shows
the name of each ComProbe hardware device, its process id in square brackets, and the number of packets
remaining. These stored packets are read until they’re exhausted or the user clicks the Discard button on the
dialog.

Unlike 802.11, Bluetooth packets never come in faster than the datasource can process them. However,
Bluetooth packets must still be stored so that they can be read in chronological order with the 802.11 packets.

Transferring Packets ... E|

Current Packet Transfer Statistics:

Hardware Packets on hardware
ComProbe 802,11 [6120] 71,084
BPA 500 [2720] 3
Total 21,087

Live capture has stopped but there are packets buffered on the ComProbe Hardware that
hawe not been decoded. These packets will continue ko be kransferred and decoded unkil
complete.

Press the "Discard"” button to stop packet transfer and discard all untransferred packets

Transfer iz 26% complete (0 seconds remsining))

’ Discard ] [ Help |

Figure 24. Packet Transfer Dialog
4.1.2 ComProbe® 802.11 with Wireshark®

4.1.3 Capturing Using Frontline Wi-Fi Datasource

Click on the "ComProbe 802.11 with Wireshark" short cut to launch and start capturing the Wi-Fi packets. If you
do not see any packets on the Wireshark window then check the status message indication on the Wi-Fi Data-

source window to see if sniffing has stopped. Click on the Start @ button .
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stopped by clicking the Stop button

Wi-Fi Datasourc W=
File Sniffing Miew Help

I

Stopped sniffing 802.11 packets

Number of 802.11 packets sent to Wireshark: 366

Ready ﬂ

Figure 25. Datasource Stopped Sniffing

Wi-Fi Datasourc EE0
File Sniffing View Help

@Il &

Sniffing 802.11 packets

Number of 802.11 packets sent to Wireshark: 428

Ready 4

Figure 26. Datasource Sniffing

~
i The Wireshark Network Analyzer [Wireshark 1.8.3 (SVN Rev 45256 from /tru

File Edit View Go Capture Analyze Statistics Telephon! Tools I

@_ “ @_ @ @ B Interfaces... Cti+l b & & ’%" )§
) Ctrl+K
Filter: Ctrl+E [

Ctrl+E
Ctrl+R

80211 Channel:

vore ovlost Popular

Version 1.8.3 (SVN Rev 45256 from

Figure 27. Wireshark Capture Dialog
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Note: Whenever you give Start Capture command on Wireshark, the status message on the
i-Fi Datasource window should display "Please START capturing on the Wireshark." If it is
_ displaying a different message then you can use the Reset button on the Wi-Fi Datasource win-
F, dow or select Reset | 't or in the Sniffing menu to get back to this message.

Eile Sniffing Miew Help

®il|H @B

~— Reset
™ (Shown inactive) | |

' Stop )
| (Shown inactive) |

Figure 28. Wi-Fi Datasource Toolbar

File View Help

Start '

G Stop
Hardware Settings
I0 Settings
| Reset

Figure 29. Wi-Fi Datasource Sniffing Menu
Once the Wi-Fi Datasource starts capturing packets and sending them to Wireshark, you can pause and resume

capturing using the Stop 0 and Start @ toolbar buttons on the Wi-Fi Datasource toolbar or the Sniffing
menu. Note that the Restart command on the Wireshark window does not function. The workaround is to click

Reset '* on the Wi-Fi Datasource then click Start on the Wireshark Capture menu. Also the Wireshark Cap-
ture Filters menu does not function, but you can use |10 Settings menu on the Wi-Fi Datasource window or Sniff-
ing menu for setting filters.

4.1.3.1 Known Issues with Wireshark

o In Real Time capture mode (when you select Update list of packets in real time check-box in the Capture
Options dialog), if you move the Wireshark window around on the desktop or click on anything on the Wire-
shark window, it freezes the desktop. You can unfreeze it by bringing up Windows Task Manager by pressing
Ctrl+Alt+Delete.
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u Wireshark: Capture Options = B =R |
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [B] Buffer [ME] 1 »
Broadcom NetXtreme Gigabit Et...
[T] teBo-acTzcasebabaers: Ethemet enabled  default 1
1521680159
\\\pipe\capture-using-fte-comp... Ethemet enabled default 1 =
€ I v
(=] Capture on all interfaces Manage Interfaces

Capture all in promiscuous mode

Capture File(s)

File:

[T] Use multiple files
Mext file every

Mext file every

Ring buffer with

1
1
2 | files
1

Stop capture after - file(s)
Stop Capture ...
[ ... after
[ ... after
[F] ... after

Use pcap-ng format
~ | megabyte(s)

minutefs]

packet(s)
megabyte(s)

minute(s)

Display Opticons

Browse...

Update list of packets in real time
Automatic scrolling in live capture

Hide capture info dialog
Name Resolution

Enable MAC name resolution
[] Enable network name reselution

Enable transport name resolution

Figure 30. Wireshark Capture Options
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o If you capture more than a few millions of packets, e.g. 4 million, Wireshark crashes.

4.1.4 Combining BPA 600, 802.11, and HSU with ProbeSync

ProbeSync™ allows multiple ComProbe analyzers to work seamlessly together and to share a common clock.
Clock sharing allows the analyzers to precisely synchronize communications stream and to display resulting
packets in a single shared view.

BPA 600 is always the "master" device and the first device in the chain, if being used.

The ComProbe BPA 600, ComProbe 802.11, and ComProbe HSU analyzers have ProbeSync capability allowing
timestamp synchronization of captured data. Synchronizing the clock for these ComProbe devices used in com-
bination requires attention to the sequence of hardware connection. It is important to remember the following

ComProbe devices are connected serially in a daisy-chain fashion. The combined length of all cables in
the chain cannot exceed 1.5 meters (4.5 ft.).

The "master" ComProbe device provides the clock to the other devices. All other ComProbe devices are
"slaves" and received the clock from the "master" device.

On ComProbe devices with an OUT and IN connector, the function of these connectors is dependent on
if they are a "master" or a "slave".

o "master" device: OUT connector provides the clock to all "slave" devices. IN connector is not used.

o "slave" device: IN connector receives the clock from the OUT connector of the prior device in the
chain. The OUT connector is just a pass-through connector on a "slave" device.
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o HSU is always the last "slave" device in the chain, if being used.
o HSU maximum capture data rate is 6 Mbit/sec.

Connecting ComProbe BPA 600, ComProbe 802.11, and ComProbe HSU devices in ProbeSync takes place in the
following steps.

1. Connect the ComProbe BPA 600 OUT connector to the ComProbe 802.11 IN connector.
2. Connect the ComProbe HSU Cat 5 cable to the ComProbe 802.11 OUT connector.

Each device datasource is setup individually to sniff their respective link. Should the hardware be connected
incorrectly, thatis IN to IN or OUT to OUT, an error message will appear. Follow the instructions in error mes-
sage. To continue click on the OK button. The ComProbe device datasource Status window will also display a
warning message suggesting information sources.

BPA& 600 datasource @

A Probe Sync setup emor has been detected!

The Probe Sync cable should be connected to the "OUT" port of one BPA
and the "IN" port on the other BPA.

W IMPORTANT - Please follow these steps in the exact order listed!
1) Comectly connect the Probe Sync cable between the two BPAs.
2) Close CPAS - YOU MUST DO THIS STEP!

3) Restart CPAS.

I necessary, please refer to the Quick Start Guide for further information.

Figure 31. Incorrect ProbeSync Hardware Connection Error

4) Reconnect the USE cable for both BF As. -
5) Restart CPAS.
=cessary, please refer to the Quick Start Guide for further information. -

Figure 32. Incorrect ProbeSync Hardware Connection Message In Datasource Status

The BPA 600 datasource dialog Start Sniffing & button initiates the capture for all connected ComProbe
802.11 and HSU devices. On the 802.11 and HSU receiving the clock—cable connected to IN— the Start Sniff-
ing button is disabled when using ProbeSync. In each ComProbe device's Control window status window will
announce the synchronizing function.
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Quenying far fimmware ids. -
Finished querying for fimmware ids.
Probe Sync cable connected to "OUT" part. -

Figure 33. ProbeSync Synchronizing Device Status Message

Premium Maintenance will expire on August 16, 2014, -

CGuerying for fimmware ids.
rnb& _ [s3 cabl&cnnected to "IM" part. -

Figure 34. ProbeSync Synchronized Device Status Message

Data captured in the synchronized device will appear in the Frame Display, Event Display, Bluetooth

Timeline, Bluetooth low energy Timeline, and Coexistence View. Data saved as a capture file will include data

captured on each devices. Within these dialogs the packets identified as link 1, 2, and 3 were captured on the

synchronizing device that provides the clock. Those packets captured on the synchronized device carry link 4, 5,

and 6 identifiers.

4.1.5 Extended Inquiry Response

Extended Inquiry Response (EIR) is a tab that appears automatically on the Frame Display window when you

capture data.
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Figure 35. Frame Display Extended Inquire Response
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EIR displays extensive information about the Bluetooth devices that are discovered as data is being captured.
Before the EIR tab was created, this type of information was not available until a connection was made to a
device. Therefore, EIR can be used to determine whether a connection can/should be made to a device prior

to making the connection.

¥ Note: If a Bluetooth device does not support Extended Inquiry Response, the tab displays
Received Signal Strength Indication (RSSI) data, which is less extensive than EIR data.

F

4.2 Protocol Stacks
4.2.1 Protocol Stack Wizard

The Protocol Stack wizard is where you define the
protocol stack you want the analyzer to use when
decoding frames.

To start the wizard:

1.

Choose Protocol Stack from the
Options menu on the Control window or

click the Protocol Stack icon on

the Frame Display.

Select a protocol stack from the list, and
click Finish.

Most stacks are pre-defined here. If you have special
requirements and need to set up a custom stack, see
Creating and Removing a Custom Stack on page 42.

1.

Select a Protocol Stack &
Select a protocol stack:
__ Build Your Own __ -
802.11 MAC
802.11 Radio
Air Sniffer

BlueCore Serial Protocol (BCSP from Cambridge Silicon Radio) with autotraverse =
Bluetooth HCI UART {H4) with autotraverse
Bluetooth HCI USE with autotraverse
Bluetooth virtual transport with autotraverse
Fictitious Protocol with autotraverse

H4DS with autotraverse

jwt_Protocol

LEBB

MWS Wireless Coenistence Inteface 2

Cument Protocol Stack emove Selected ltem From List

Bluetooth Virtual Transport with Autodraverse

If you select a custom stack (i.e. one that was defined by a user and not included with the ana-
lyzer), the Remove Selected Item From List button becomes active.

Click the Remove Selected Item From Listbutton to remove the stack from the list. You cannot
remove stacks provided with the analyzer. If you remove a custom stack, you need to define it

again in order to get it back.

If you are changing the protocol stack for a capture file, you may need to reframe. See Reframing on page 43
for more information.

You cannot select a stack or change an existing one for a capture file loaded into the Capture File Viewer (the
Capture File Viewer is used only for viewing capture files and cannot capture data). Protocol Stack changes can
only be made from a live session.
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4.2.2 Creating and Removing a Custom Stack

To create a custom stack:

1.

Select Protocols

1.

5.

Choose Protocol Stack from
the Options menu on the Con-
trol window or click the Pro-

tocol Stack icon % on the
Frame Display toolbar.

Select Build Your Own from
the list and click Next.

The system displays an inform-
ation screen that may help you
decide if you need to define
your own custom stack. Defin-
ing a custom stack means that
the analyzer uses the stack for

every frame. Frames that do q

fte.com
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-

Select a Protocol Stack

SS)

Select a protocaol stack:

I e -

802.11 MAC
802.11 Radio
Air Sniffer

H4DS with autotraverse
jwt_Protocal
LE BB

BlueCore Serial Protocol (BCSP from Cambridge Silicon Radio) with autotraverse
Bluetooth HCI UART {H4) with autotraverse
Bluetooth HCI USE with autotraverse
Bluetooth virtual transport with autotraverse
Fictitious Protocol with autotraverse

MWS Wireless Coexdstence Interface 2

m

Cument Protocol Stack:

< Back

not conform to the stack are
decoded incorrectly. Click
Next to continue.

Select a protocol from the list
on the left.

Click the right arrow button to
move it to the Protocol
Decode Stack box on the
right, or double-click the pro-
tocol to move it to the right.

To remove a protocol from the
stack, double-click it or select
it and click the left arrow but-

ton. .

If you need to change the
order of the protocols in the

Select a Protocol Stack

Choose one at a time by
double clicking or by using
the select button:

AMP Manager
ARP

AVCTP

AVDTP Media

AVDTP Recover

AVDTFP Report

AVDTP Signaling
RCP

AVRCP Browsing

Baseband

BCCMD

BIP

BlueCore Seral Protocal ™
« [om | +

ATT |4

@ can be determined
automatically.

" stack layers.

Protocol Decode Stack:

All additional stack layers | Baseband
. AVDTP
- There are no additional
ove Lp
Add To Predefined List
[ <Back || Fnish | [ Cancel

stack, select the protocol you want to move, and click on the Move Up and Move Down buttons
until the protocol is in the correct position.

The lowest layer protocol is at the top of the list, with higher layer protocols listed undermeath.

Auto-traversal (Have the analyzer Determine Higher Layers)

If you need to define just a few layers of the protocol stack, and the remaining layers can be determined based
on the lower layers:
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1. Click the All additional stack layers can be determined automatically button.

2. Ifyour protocol stack is complete and there are no additional layers, click the There are no addi-
tional stack layers button.

3. Ifyou select this option, the analyzer uses the stack you defined for every frame. Frames that do
use this stack are decoded incorrectly.

Save the Stack

1. Click the Add To Predefined List button.

2. Give the stack a name, and click Add.
In the future, the stack appears in the Protocol Stack List on the first screen of the Protocol Stack wizard.
Remove a Stack

1. Select it in the first screen and click Remove Selected Item From List.

2. If you remove the stack, you must to recreate it if you need to use it again.

¥ Note: If you do not save your custom stack, it does appear in the predefined list, but applies to
r the frames in the current session. However, it is discarded at the end of the session.

4.2.3 Reframing

If you need to change the protocol stack used to interpret a capture file and the framing is different in the new
stack, you need to reframe in order for the protocol decode to be correct. You can also use Reframe to frame
unframed data. The original capture file is not altered during this process.

¥ Note: You cannot reframe from the Capture File Viewer (accessed by selecting Capture File

. Viewer or Load Capture File to start the software and used only for viewing capture files).

To reframe your data, load your capture file, select a protocol stack, and then select Reframe from the File
menu on the Control window. Reframe is only available if the frame recognizer used to capture the data is dif-
ferent from the current frame recognizer.

In addition to choosing to Reframe, you can also be prompted to Reframe by the Protocol Stack Wizard.

1. Load your capture file by choosing Open from the File menu on the Control window, and select
the file to load.

2. Select the protocol stack by choosing Protocol Stack from the Options menu on the Control win-
dow, select the desired stack and click Finish.

3. Ifyou selected a protocol stack that includes a frame recognizer different from the one used to cap-
ture your data, the Protocol Stack Wizard asks you if you want to reframe your data. Choose
Yes.

4. The analyzer adds frame markers to your data, puts the framed data into a new file, and opens the
new file. The original capture file is not altered.

See Unframing on page 44 for instructions on removing framing from data.
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4.2.4 Unframing

This function removes start-of-frame and end-of-frame markers from your data. The original capture file is not
altered during this process. You cannot unframe from the Capture File Viewer (accessed by selecting Capture
File Viewer or Load Capture File to start the software and used only for viewing capture files).

To manually unframe your data:

1. Select Unframe from the File menu on the Control window. Unframe is only available if a pro-
tocol stack was used to capture the data and there is currently no protocol stack selected.

In addition to choosing to Unframe, you can also be prompted to Unframe by the Protocol Stack Wizard.
1. Load your capture file by choosing Open from the File menu on the Control window.
2. Select the file to load.
3. Choose Protocol Stack from the Options menu on the Control window
4. Select None from the list

5. Click Finish. The Protocol Stack Wizard asks you if you want to unframe your data and putitinto a
new file.

6. Choose Yes.

The system removes the frame markers from your data, puts the unframed data into a new file, and opens the
new file. The original capture file is not altered.

See Reframing on page 43 for instructions on framing unframed data.

4.2.5 How the Analyzer Auto-traverses the Protocol Stack

In the course of doing service discovery, devices ask for and receive a Protocol Descriptor List defining which
protocol stacks the device supports. It also includes information on which PSM to use in L2CAP, or the channel
number for RFCOMM, or the port number for TCP or UDP. The description below talks about how the analyzer
auto-traverses from L2CAP using a dynamically assigned PSM, but the principle is the same for RFCOMM chan-
nel numbers and TCP/UDP port numbers.

The analyzer looks for SDP Service Attribute Responses or Service Search Attribute Responses carrying protocol
descriptor lists. If the analyzer sees L2CAP listed with a PSM, it stores the PSM and the UUID for the next pro-
tocol in the list.

After the SDP session is over, the analyzer looks at the PSM in the L2CAP Connect frames that follow. If the PSM
matches one the analyzer has stored, the analyzer stores the source channel ID and destination channel ID, and
associates those channel IDs with the PSM and UUID for the next protocol. Thereafter, when the analyzer sees

L2CAP frames using those channel IDs, it can look them up in its table and know what the next protocol is.

In order for the analyzer to be able to auto-traverse using a dynamically assigned PSM, it has to have seen the
SDP session giving the Protocol Descriptor Lists, and the subsequent L2CAP connection using the PSM and identi-
fying the source and channel IDs. If the analyzer misses any of this process, it is not able to auto-traverse. It stops
decoding at the L2CAP layer.
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For L2CAP frames carrying a known PSM (0x0001 for SDP, for example, or 0x0003 for RFCOMM), the analyzer
looks for Connect frames and stores the PSM along with the associated source and destination channel IDs. In

this case the analyzer does not need to see the SDP process, but does need to see the L2CAP connection pro-
cess, giving the source and destination channel IDs.

4.2.6 Providing Context For Decoding When Frame Information Is
Missing

There may be times when you need to provide information to the analyzer because the context for decoding a
frame is missing. For example, if the analyzer captured a response frame, but did not capture the command
frame indicating the command.

The analyzer provides a way for you to supply the context for any frame, provided the decoder supports it. (The
decoder writer has to include support for this feature in the decoder, so not all decoders supportit. Note that
not all decoders require this feature.)

If the decoder supports user-provided context, three items are active on the Options menu of the Control win-
dow and the Frame Display window. These items are Set Initial Decoder Parameters, Automatically
Request Missing Decoding Information, and Set Subsequent Decoder Parameters. (These items are not
present if no decoder is loaded that supports this feature.)

Set Initial Decoder Parameters is used to provide required information to decoders that is not context
dependent but instead tends to be system options for the protocol.

Choose Set Initial Decoder Parameters in order to provide initial context to the analyzer for a decoder. A dia-
log appears that shows the data for which you can provide information.

If you need to change this information for a particular frame :
1. Right-click on the frame in the Frame Display window
2. Choose Provide <context name>.
Alternatively, you can choose Set Subsequent Decoder Parameter from the Options menu.
3. This option brings up a dialog showing all the places where context data was overridden.

4. If you know that information is missing, you can't provide it, and you don't want to see dialogs
asking for it, un-check Automatically Request Missing Decoding Information.

5. When unchecked, the analyzer doesn't bother you with dialogs asking for frame information that
you don't have. In this situation, the analyzer decodes each frame until it cannot go further and
then simply stop decoding.

4.3 Analyzing Byte Level Data
4.3.1 Event Display
To open this window click the Event Display icon p on the Control window toolbar.

The Event Display window provides detailed information about every captured event. Events include data
bytes, data related information such as start-of-frame and end-of-frame flags, and the analyzer information,
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such as when the data capture was paused. Data bytes are displayed in hex on the left side of the window, with

the corresponding ASCII character on the right.

&) Event Display - Homer.cfa |ﬂ|
File Edit View Format Bookmarks Opticnr- Window Help
Event Mumber 2 E 4 a8 10) 11 12] 13/ 14 15 -
4321 Slave
000152803 & R 4a 04 a5 23 6bbe 00 00 01 ™ Master
4337 F 46 56 o0 23 Slave
2. 26 23 6bbe 00 00 01 M Mazter
4353 DB 00 0B 00 M Slave
Captured Byte W aster
4363 Slave
B 1b b4 c0 23 0b 8d 52 00 01 07 17 ™ B 21 50 Master
4385 Slave
di 2300 2d 5c 0001 52 01 & B 34 50 £0 23 0b Master
440 B 37 68 £0 23 0k 94 Slave i
Event 4,338 of 4,831 {Frame 138) 5/3/2011 1:48:58.604388 PM
Source ASCIT Hex Dec Oct Binary Errors
Master ' 27 |33 47 00100111 -‘::-.-
For Help Press F1 ~ Captured Byte Information

Figure 36. Event Display

Click on an event to find out more about it. The three status lines at the bottom of the window are updated with
information such as the time the event occurred (for data bytes, the time the byte was captured), the value of
the byte in hex, decimal, octal, and binary, any errors associated with the byte, and more.

Events with errors are shown in red to make them easy to spot.

When capturing data live, the analyzer continually updates the Event Display as data is captured. Make sure the

Lock icon ’El is displayed on the toolbar to prevent the display from updating (Clicking on the icon again will
unlock the display). While locked, you can review your data, run searches, determine delta time intervals
between bytes, and check CRCs. To resume updating the display, click the Lock icon again.

5
You can have more than one Event Display open at a time. Click the Duplicate View icon . to create a
second, independent Event Display window. You can lock one copy of the Event Display and analyze your
data, while the second Event Display updates as new data is captured.

Event Display is synchronized with the Frame Display and Mesage Sequence Chart dialogs. Selecting a byte
in Event Display will also select the related frame in the Frame Display and the related message in the Mes-

sage Sequence Chart.

4.3.2 The Event Display Toolbar

@

6 Home — Brings the Control window to the front.
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Start Capture - Begins data capture to disk.

Stop Capture - Closes a capture file and stops data capture to disk.

Save - Prompts user for a file name. If the user supplies a name, a .cfafile is saved.

Clear- Discards the temporary file and clears the display.

Lock - In the Lock state, the window is locked so you can review a portion of data. Data cap-
ture continues in the background. Clicking on the Lock icon unlocks the window.

Unlock - In the Unlock state, the screen fills in the data captured since the screen lock and
moves down to display incoming data again. Clicking on the Unlock icon locks the window.

Duplicate View - Creates a second Event Display window identical to the first.

Frame Display - (framed data only) Brings up a Frame Display, with the frame of the cur-
rently selected bytes highlighted.

Display Capture Notes - Brings up the Capture Notes window where you can view or add
notes to the capture file.

Add/Modify Bookmark - Add a new or modify an existing bookmark.
Display All Bookmarks - Shows all bookmarks and lets you move between bookmarks.
Find - Search for errors, string patterns, special events and more.

Go To - Opens the Go To dialog, where you can specify which event number to go to.

CRC - Change the algorithm and seed value used to calculate CRCs. To calculate a CRC, select
a byte range, and the CRC appears in the status lines at the bottom of the Event Display.

Mixed Sides - (Serial data only) By default, the analyzer shows data with the DTE side above
the DCE side. This is called DTE over DCE format. DTE data has a white background and DCE
data has a gray background. The analyzer can also display data in mixed side format. In this
format, the analyzer does not separate DTE data from DCE data but shows all data on the
same line as it comes in. DTE data is still shown with a white background and DCE data with a
gray background so that you can distinguish between the two. The benefit of using this

47



fcontline

Debug Communications Faster™

format is that more data fits onto one screen.

A Character Only - The analyzer shows both the number (hex, binary, etc.) data and the char-
acter (ASCII, EBCDIC or BAUDOT) data on the same screen. If you do not wish to see the hex
characters, click on the Character Only button. Click again to go back to both number and
character mode.

Number Only - Controls whether the analyzer displays data in both character and number
1 format, or just number format. Click once to show only numeric values, and again to show
both character and numeric values.

All Events - Controls whether the analyzer shows all events in the window, or only data
bytes. Events include control signal changes and framing information.

Timestamping Options — Brings up the timestamping options window which has options for
&) customizing the display and capture of timestamps.

4.3.3 Opening Multiple Event Display Windows

g
Click the Duplicate View icon ﬁ from the Event Display toolbar to open a second Event Display window.

You can open as many Event Display windows as you like. Each Event Display is independent of the others
and can show different data, use a different radix or character set, or be frozen or live.

The Event Display windows are numbered in the title bar. If you have multiple Event Displays open, click on

the Event Display icon p on the Control window toolbar to show a list of all the Event Displays currently
open. Select a window from the list to bring it to the front.

4.3.4 Calculating CRCs or FCSs

The cyclic redundancy check (CRC) is a function on the Event Display window used to produce a checksum.
The frame check sequence (FCS) are the extra checksum characters added to a frame to detect errors.

1. Open the Event Display 6@ window.

2. Click and drag to select the data for which you want to generate a CRC.
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, . ) )
3. Click on the CRC icon . T X
4. In the CRC dialog box, click on the down arrow to show
the list of choices for CRC algorithms. Choose an lgif'm z ok |
algorithm to use. Choose CRC 32 (Ethernet). Choose CRC Sum 1's comp
32 (Ethernet) for Ethemet data or the appropriate CRC Sum 2's cop
¢ LRC [<DR Hel
type for serial data. XDH[ﬁs CD]mp
\— =0R 2's comy
5. Enter a Seed value in hexadecimal if desired. CRCA1 Bre
CRCCOITT
6. Click OKto generate the CRC. It appears in the byte EEE:&B‘E'BV

information lines at the bottom of the Event Display win-
dow. Whenever you select a range of data, a CRC using
the algorithm you selected is calculated automatically.

Calculating CRC for interwoven data

Frontline calculates the CRC for either side of the interwoven data. Which side it calculates is determined by
the first byte selected. If the first byte is from one side, then Frontline calculates the CRC for just the bytes on
that side. If the first byte is from the other side, then Frontline calculates the CRC for just the bytes on that side.

Incorrect results with CRC16 for serial data

If you are calculating CRCs using the CRC16 algorithm and the CRCs do not match what you know they should
be, try CRC16rev. What hardware often calls CRC16 is what software calls CRC16rev.

4.3.5 Calculating Delta Times and Data Rates

1. Click on the Event Display icon p on the Control window to open the Event Display win-
dow.

2. Use the mouse to select the data you want to calculate a delta time and rate for.

3. The Event Display window displays the delta time and the data rate in the status lines at the bot-
tom of the window.
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&) Event Display - Homer.cfa | = |8 &

File Edit View Format Bookmarks Options Window Help

l.\ﬂ“nﬂa\DcmL_-\mJADE

00 41 00 0Ob ef 1d 0d 0 3 49 45 56 3a 20 33
00 24 Ob S 00 01

2c300dCa Sa M
31 M
B 305800240b9d5f00010718 = B

24 6c 002400 9d5c 0001 5a05 ™ B 4b 64 24

Event 4,449 to 4,528 of 4,831 (30 euerﬁ:}l 5/3/2011 1:49:04.521786 PM to 5/
Rate Delta CjC Slave CRC Master Errors
15 evfsec 00:00:04,989329 80 &b 09

Figure 37. Delta fields

4.3.6 Switching Between Live Update and Review Mode

The Event Display and Frame Display windows can update to display new data during live capture, or be
frozen to allow data analysis. By default, the Event Display continually updates with new data, and the Frame
Display is locked.

1. Make sure the Lock icon :13 is active so the display is locked and unable to scroll.

2. Click the Unlock [E icon again to resume live update.

The analyzer continues to capture data in the background while the display is locked. Upon resuming live
update, the display updates with the latest data.

You can have more than one Event Display or Frame Display window open at a time. Click the Duplicate

View icon ﬁﬁ to open additional Event or Frame Display windows. The lock/resume function is independent
on each window. This means that you can have two Event Display windows open simultaneously, and one win-
dow can be locked while the other continues to update.

4.3.7 Data Formats and Symbols

4.3.7.1 Switching Between Viewing All Events and Viewing Data
Events

By default, the analyzer on the Event Display dialog shows all events! that include:

1An event is anything that happens on the circuit or which affects data capture. Data bytes, con-
trol signal changes, and long and short breaks are all events, as are I/O Settings changes and
Data Capture Paused and Resumed.
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o Data bytes
o Start-of-frame
o End-of-frame characters

o Data Captured Was Paused.

|
Click on the Display All Events icon * to remove the non-data events. Click again to display all events.

See List of all Event Symbols on page 53 for a list of all the special events shown in the analyzer and what they
mean.

4.3.7.2 Switching Between Hex, Decimal, Octal or Binary

On the Event Display window the analyzer displays data in Hex by default. There are several ways to change the
radix! used to display data.

Go to the Format menu and select the radix you want. A check mark next to the radix indicates which set is cur-
rently being used.

Bookmarks

v Hexadecimal
Decimal
Octal
Binary

v ASCH
7-bit ASCI
EBCDIC
Baudot

Figure 38. Format Menu

1. Right-click on the data display header labels and choose a different radix.

2 = a - - —|. - - - - - -
Display numbers in Binary
-000 Display numbers in Octal
yod o Display numbers in Decimal

T s v | Display numbers in Hexadecimal

Figure 39. Header labels, right click

2. Or right-click anywhere in the data display and select a different radix.

1The base of a number system. Binary is base 2, octal is base 8, decimal is base 10 and hexa-
decimal is base 16.
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Figure 40. Data display right click menu

fcontline

Debug Communications Faster™

If you want to see only the numerical values, click on the Numbers Only icon 1 on the Event Display tool-

bar.

4.3.7.3 Switching Between ASCII, EBCDIC, and Baudot

On the Event Display window, the analyzer displays data in ASCIl by default when you click on the Characters

Only icon A . There are several ways to change the character set used to display data.

1. Go to the Format menu and select the character set you want. A check mark next to the character
set indicates which set is currently being used.

2. With the data displayed in characters, right-click on the data panel header label to choose a dif-

ferent character set.

If you want to see only characters, click on the Characters Only icon A on the Event Display toolbar.

4.3.7.4 Selecting Mixed Channel/Sides

If you want to get more data on the Event Display window, you can switch to mixed sides mode. This mode
puts all the data together on the same line. Data from one side (Slave ) is shown on a white background and
data from the other side ( Master )is shown on a gray background.

1. Click once on the Mixed Sides icon D to put the display in mixed sides mode.

2. Click again to return to side over side mode.

3. You can right click in the center of the data display window to change between mixed and side
over side modes by selecting Display Sides Together. A check mark is displayed. Click on Dis-
play Sides Together to remove the check mark and retumn to side-by-side display.
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4. Right click in the sides panel on the right of the data display and select Display Sides Together.
A check mark is displayed. Click on Display Sides Together to remove the check mark and
return to side-by-side display.

4.3.7.5 List of all Event Symbols

By default, the Event Display shows all eventseventsl, which includes control signal changes, start and end of
frame characters and flow control changes. If you want to see only the data bytes, click on the All Events button

. Click again to display all events.

Click on a symbol, and the analyzer displays the symbol name and sometimes additional information in the
status lines at the bottom of the Event Display window. For example, clicking on a control signal change sym-
bol displays which signal(s) changed.

In addition to data bytes, the events shown are (in alphabetical order):

@ Abort

Broken Frame - The frame did not end when the analyzer expected it to. This occurs most often
with protocols where the framing is indicated by a specific character, control signal change, or
other data related event.

o) Buffer Overflow - Indicates a buffer overflow error. A buffer overflow always causes a broken
frame.

$ Control Signal Change - One or more control signals changed state. Click on the symbol, and the
analyzer displays which signal(s) changed at the bottom of the Event Display window.

5) Data Capture Paused - The Pause icon was clicked, pausing data capture. No data is recorded
while capture is paused.

¥ Data Capture Resumed - The Pause icon was clicked again, resuming data capture.

0 Dropped Frames - Some number of frames were lost. Click on the symbol, and the analyzer dis-
plays many frames were lost at the bottom of the Event Display window.

h End of Frame - Marks the end of a frame.

Flow Control Active - An event occurred which caused flow control to become active (i.e.
M caused the analyzer to stop transmitting data) Events which activate flow control are signal
changes or the receipt of an XON character.

1An event is anything that happens on the circuit or which affects data capture. Data bytes, con-
trol signal changes, and long and short breaks are all events, as are I/O Settings changes and
Data Capture Paused and Resumed.
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Flow Control Inactive - An event occurred which caused flow control to become inactive (i.e.
caused the analyzer to transmit data). Events which deactivate flow control are signal changes
or the receipt of an XOFF character.

Frame Recognizer Change - A lowest layer protocol was selected or removed here, causing the
frame recognizer to be turned off or on.

I/0 Settings Change - A change was made in the |/O Settings window which altered the baud,
parity, or other circuit setting.

Long Break

Low Power - The battery in the ComProbe” is low.

Short Break

SPY Event (SPY Mode only) - SPY events are commands sent by the application being spied on to
the UART.

Start of Frame - Marks the start of a frame.

Begin Sync Character Strip

End Sync Character Strip

Sync Dropped

Sync Found

Sync Hunt Entered

Sync Lost

Test Device Stopped Responding - The analyzer lost contact with the ComProbe for some

reason, often because there is no power to the ComProbe.

Test Device Began Responding - The analyzer regained contact with the ComProbe.
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)] Timestamping Disabled - Timestamping was turned off. Events following this event are not
timestamped.

Timestamping Enabled - Timestamping was turned on. Events following this event have
timestamps.

Truncated Frame- A frame that is not the same size as indicated within its protocol.

[ ]

Underrun Error

=

Unknown Event

&

4.3.7.6 Font Size

The font size can be changed on several Event Display windows. Changing the font size on one window does
not affect the font size on any other window.

To change the font size:

1. Click on Event Display menu Options, and select Change the Font Size.

[ Gptiuns] Window Help

Set Timestamp Format...

Change the Font Size...
Choose CRC Method... F7

Figure 41. Event Display Options menu

2. Choose a font size from the list.

-

Change Font Size

[
-
10
11
=
1B

Figure 42. Event Display Font Size Selection
3. Click OK.
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4.4 Analyzing Protocol Decodes

4.4.1 Frame Display Window

To open this window

T
Click the Frame Display icon on the Control window toolbar, or select Frame Display from the View
menu.
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Figure 43. Frame Display with all panes active
Frame Display Panes

The Frame Display window is used to view all frame related information. It is composed of a number of dif-
ferent sections or "panes", where each pane shows a different type of information about a frame.

o Summary Pane - The Summary Pane displays a one line summary of each frame for every protocol
found in the data, and can be sorted by field for every protocol. Click here for an explanation of the sym-
bols next to the frame numbers.

o Decode Pane - The Decode Pane displays a detailed decode of the highlighted frame. Fields selected in
the Decode Pane have the appropriate bit(s) or byte(s) selected in the Radix, Binary, Character, and
Event panes

» Radix Pane - The Radix Pane displays the logical data bytes in the selected frame in either hexadecimal,
decimal or octal.

« Binary Pane - The Binary Pane displays a binary representation of the logical data bytes.

o Character Pane - The Character Pane displays the character representation of the logical data bytes in
either ASCII, EBCDIC or Baudot.

« Event Pane - The Event Pane displays the physical data bytes in the frame, as received on the network.
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By default, all panes except the Event Pane are displayed when the Frame Display is first opened.
Protocol Tabs
Protocol filter tabs are displayed in the Frame Display above the Summary pane.

o These tabs are arranged in separate color-
coded groups. These groups and their col-
ors are General (white), Classic Bluetooth

im]mm]i=] [5) @r.w Classic Bluetooth (blue)
[[EETR tookmarks lMo_'::'_".;-:—-r'________. :

(blue), Bluetooth low energy (green), Basshund | LICAR oS — - :
802.11 (orange), USB (purple), NFC 80211 Radio | 80211 WL | Data | Bluetooth low energy (green)
(brown) and SD (teal). The General group | o — '
applies to all technologies. The other i 802.11 (orange) '
groups are technology-specific. e

« Clicking on a protocol filter tab in the Gen-
eral group filters in all packets containing
that protocol regardless of each packet’s technology.

o Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that protocol
on that technology.

o A protocol filter tab appears in the General group only if the protocol occurs in more than one of the tech-
nology-specific tab groups. For example, if L2ZCAP occurs in both Classic Bluetooth and Bluetooth low
energy , there will be L2CAP tabs in the General group, the Classic Bluetooth group, and the Bluetooth low
energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary Pane when certain conditions are met. These tabs
appear only in the General group and apply to all technologies. The tabs are:

o Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the pro-
tocol decode.

o Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded,
even if one of the tabs is currently selected. They subsequently reappear as the corresponding events are
detected.

Comparing Frames

If you need to compare frames, you can open additional Frame Display windows by clicking on the Duplicate

5
View icon ﬁ You can have as many Frame Display windows open at a time as you wish.
Frame Wrapping and Display

In order to assure that the data you are seeing in Frame Display are current, the following messages appear
describing the state of the data as it is being captured.

« All Frame Display panes except the Summary pane display "No frame selected" when the selected frame
is in the buffer (i.e. not wrapped out) but not accessible in the Summary pane. This can happen when a
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tab is selected that doesn’t filter in the selected frame.

o When the selected frame wraps out (regardless of whether it was accessible in the Summary pane) all
Frame Display panes except the Summary pane display "Frame wrapped out of buffer".

o When the selected frame is still being captured, all Frame Display panes except the Summary pane dis-
play "Frame incomplete".

4.4.1.1 Frame Display Toolbar

The buttons that appear in the Frame Display window vary according to the particular configuration of the ana-
lyzer. For controls not available the icons will be grayed-out.

‘@ Control —Brings the Control window to the front.

6 Open File - Opens a capture file.

% I/O Settings - Opens the 1/0 Settings dialog.

0 Start Capture - Begins data capture to a user designated file.
B Z’f;f Capture - Closes a capture file and stops data capture to

Save - Save the currently selected bytes or the entire buffer to
file.

i

Clear- Discards the temporary file and clears the display.
ﬁ Event Display — Brings the Event Display window to the front.

Show Statistics - Opens Statistics dialog

Duplicate View - Creates a second Frame Display window
ﬁ identical to the first.
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? Apply/Modify Display Filters - Opens the Display Filter dialog.

? Quick Protocol Filter - brings up a dialog box where you can fil-
ter or hide one or more protocol layers.

{E Protocol Stack - brings up the Protocol Stack Wizard where you
= can change the stack used to decode framed data

Reload Decoders - When Reload Decoders is clicked, the plug-
ins are reset and received frames are re-decoded. For
example, If the first frame occurs more than 10 minutes in the
past, the 10-minute utilization graph stays blank until a frame
from 10 minutes ago or less is decoded.

4

Find - Search for errors, string patterns, special events and
more.

Display Capture Notes - Brings up the Capture Notes window
where you can view or add notes to the capture file.

Add/Modify Bookmark - Add a new or modify an existing book-
mark.

E E U B

Display All Bookmarks - Shows all bookmarks and lets you move
between bookmarks.

R

Coexistence View - Opens the Coexistence View

Extract Data - Opens the Extract Data dialog.

& ¢

Audio Extraction - Opens the Audio Extraction dialog.
(’ Pie Chart - This icon displays a chart that displays the number of
frames with and without errors.

Reload Decoders - When Reload Decoders is clicked, the plug-ins are reset and received frames are
re-decoded. For example, If the first frame occurs more than 10 minutes in the past, the 10-minute
utilization graph stays blank until a frame from 10 minutes ago or less is decoded.
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Filter: Text giving the filter currently in use. If no filter is being
used, the text reads "All Frames" which means that nothing is
filtered out. To see the text of the entire filter, place the cursor
over the text and a ToolTip pops up with the full text of the fil-
ter.

Filter:

The following icons all change how the panes are arranged on the Frame Display. Additional layouts
are listed in the View menu.

Show Default Panes - Returns the panes to their default settings.

Show Only Summary Pane - Displays only the Summary pane.

Shall All Panes Except Event Pane - Makes the Decode pane
taller and the Summary pane narrower.

3 U

% Toggle Display Lock - Prevents the display from updating.

Go To Frame

First Frame - Moves to the first frame in the buffer.

Previous Frame - Moves to the previous frame in the buffer.

Next Frame - Moves to the next frame in the buffer.

Last Frame - Moves to the last frame in the buffer.

© O 0 0 8

Find on Frame Display only searches the Decode Pane for a

Find: .
n value you enter in the text box.
£ Find Previous Occurrence - Moves to the previous occurrence
of the value in the Frame Display Find.
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ﬁ Find Next Occurrence - Moves to the next occurrence of the
value in the Frame Display Find.

'f_:' Cancel Current Search - Stops the current Frame Display Find.

Summary Drop Down Box: Lists all the protocols found in the
data in the file. This box does not list all the protocol decoders
available to the analyzer, merely the protocols found in the
data. Selecting a protocol from the list changes the Summary
pane to display summary information for that protocol. When a

Summary: low energy predefined Named Filter (like Nulls and Polls) is
selected, the Summary drop-down is disabled.

| Summary: | Mon-Captured Info -

Text with Protocol Stack: To the right of the Summary Layer box is some text giving the protocol stack

| Summary: |NDn-CapturEd Info v| Baseband with Autc-traverse

currently in use.

¥ Note: If the frames are sorted in other than ascending frame number order, the order of the
frames in the buffer is the sorted order. Therefore the last frame in the buffer may not have the
last frame number.

4.4.1.2 Frame Display Status Bar

The Frame Display Status bar appears at the bottom of the Frame Display. It contains the following inform-
ation:

o Frame#s Selected: Displays the frame number or numbers of selected (highlighted) frames, and the total
number of selected frames in parentheses

« Total Frames: The total number of frames in the capture buffer or capture file in real-time

o Frames Filtered In: The total number of frames displayed in the filtered results from user applied filters
in real-time

4.4.1.3 Hiding and Revealing Protocol Layers in the Frame Display

Hiding protocol layers refers to the ability to prevent a layer from being displayed on the Decode pane. Hidden
layers remain hidden for every frame where the layer is present, and can be revealed again at any time. You
can hide as many layers as you wish.

Note: Hiding from the Frame Display affects only the data shown in the Frame Display and not any inform-
ation in any other window.

There are two ways to hide a layer.
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1. Right-click on the layer in the Decode pane, and choose Hide [protocol name] Layer In All
Frames.

2. Click the Set Protocol Filtering button on the Summary pane toolbar. In the Protocols to Hide
box on the right, check the protocol layer(s) you want hidden. Click OK when finished.

To reveal a hidden protocol layer:
1. Right-click anywhere in the Decode pane

2. Choose Show [protocol name] Layer from the right-click menu, or click the Set Protocol Filtering
button and un-check the layer or layers you want revealed.

4.4.1.4 Physical vs. Logical Byte Display

The Event Display window and Event Pane in the Frame Display window show the physical bytes. In other
words, they show the actual data as it appeared on the circuit. The Radix, Binary and Character panes in the
Frame Display window show the logical data, or the resulting byte values after escape codes or other character
altering codes have been applied (a process called transformation).

As an example, bytes with a value of less than 0x20 (the Ox indicates a hexadecimal value) cannot be trans-
mitted in Async PPP. To get around this, a 0x7d is transmitted before the byte. The 0x7d says to take the next
byte and subtract 0x20 to obtain the true value. In this situation, the Event pane displays 0x7d 0x23, while the
Radix pane displays 0x03.

4.41.5 Sorting Frames

By default, frames are sorted in ascending numerical sequence by frame number. Click on a column header in
the Summary pane to sort the frames by that column. For example, to sort the frames by size, click on the
Frame Size column header.

An embossed triangle next to the header name indicates which column the frames are sorted by. The direction
of the triangle indicates whether the frames are in ascending or descending order, with up being ascending.

Note that it may take some time to sort large numbers of frames.

4.4.1.6 Frame Display - Find

Frame Display has a simple Find function that you can use to search the Decode Pane for any alpha numeric
value. This functionality is in addition to the more robust Search/Find dialog.

Frame Display Find is located below the toolbar on the Frame Display dialog.
| ®. Frame Dis

o2 P VS sZ2 B 0L HLZSM]
IEOmMB8CcCoOQ ™ | YRR

Figure 44. Frame Display Find text entry field

Where the more powerful Search/Find functionality searches the Decode, Binary, Radix, and Character
panes on Frame Display using Timestamps, Special Events, Bookmarks, Patterns, etc.,
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Find on Frame Display only searches the Decode Pane for a value you enter in the text box.

To use Find:

1. Select the frame where you want to begin the search.

2. Enter avalue in the Find text box.

f-“ Note: Note: The text box is disabled during a live capture.

»

Fimd:  Antenna: True -

Select Find Previous Occurrence® ¢ i to begin the search on frames prior to the frame you selec-

ted, or Find Next Occurrence & 5 to begin the search on frames following the frame you selec-

ted.
db Anberna Sigrnal Troes

dben Trancemd Alberwstion: Falze
db Traneme Atbernsstion: False

to continue the search.

There are several important concepts to remem

The next occurrence of the value (if it is found) will be high-

lighted in the Decode Pane.

Select Find Previous Occurrence or Find Next Occurrence

ber with Find.
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o When you enter a search string and select Enter, the search moves forward.

« If'you select Find Previous Occurrence, when the search reaches the first frame it will then cycle to the
last frame and continue until it reaches the frame where the search began.

o Shift + F3 is a shortcut for Find Previous Occurrence.

« If'you select Find Next Occurrence, when the search reaches the last frame it will then cycle to the first
frame and continue until it reaches the frame where the search began.

o F3 is a shortcut for Find Next Occurrence.

e You cannot search while data is being captured.

o After a capture is completed, you cannot search until Frame Display has finished decoding the frames.
» Find is not case sensitive.

o The status of the search is dis-
played at the bottom of the dialog.

Taotal Frames: 259 | Frames Filkered In: | 259 Frame #s Selectked: | 201; (1

o The search occurs only on the pro- | Search for "Anterna: True” resulis” ***Found***
tocol layer selected.

o To search across all the protocols
on the Frame Display, select the
Unfiltered tab.

o A drop-down list displays the search values entered during the current
session of Frame Display. w

o The search is cancelled when you select a different protocol tab during  {iodifier
a search. OF Code
protocol

 You can cancel the search at any time by selecting the Cancel Current  [Sender

Search 49 button.

4.41.7 Synchronizing the Event and Frame Displays

The Frame Display is synchronized with the Event Display. Click on a frame in the Frame Display and the
corresponding bytes is highlighted in the Event Display. Each Frame Display has its own Event Display.

As an example, here's what happens if the following sequence of events occurs.

1. Click on the Frame Display icon in Control window toolbar to open the Frame Display.

g
2. Click on the Duplicate View icon ﬁ to create Frame Display #2.

3. Click on Event Display icon 59 in Frame Display #2. Event Display #2 opens. This Event
Display is labeled #2, even though there is no original Event Display, to indicate that it is syn-
chronized with Frame Display #2.
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4. Click on a frame in Frame Display #2. The corresponding bytes are highlighted in Event Display
#2.

5. Click on a frame in the original Frame Display. Event Display #2 does not change.

4.4.1.8 Working with Multiple Frame Displays

Multiple Frame Displays are useful for comparing two frames side by side. They are also useful for comparing
all frames against a filtered subset or two filtered subsets against each other.

3
e To create a second Frame Display, click the Duplicate View icon ﬁ on the Frame Display toolbar.

This creates another Frame Display window. You can have as many Frame Displays open as you wish.
Each Frame Display is given a number in the title bar to distinguish it from the others.

e To navigate between multiple Frame Displays, click on the Frame Display icon @ in the Control window
toolbar.
A drop-down list appears, listing all the currently open Frame Displays.

o Select the one you want from the list and it comes to the front.

¥ Note: When you create a filter in one Frame Display, that filter does not automatically appear
in other Frame Display windows. You must use the Hide/Reveal feature to display a filter cre-

£ ated in one Frame Display in different Frame Display window.
¥ Note: When you have multiple Frame Display windows open and you are capturing data, you
r may receive an error message declaring that "Filtering cannot be done while receiving data this

fast." If this occurs, you may have to stop filtering until the data is captured.

4.4.1.9 Working with Panes on Frame Display

When the Frame Display first opens, all panes are displayed except the Event pane (To view all the panes,
select Show All Panes from the View menu).

» The Toggle Expand Decode Pane icon Dj makes the decode pane longer to view lengthy decodes
better.

e The Show Default Panes icon E returns the Frame Display to its default settings.

e The Show only Summary Pane icon D displays on the Summary Pane.

To close a pane, right-click on the pane and select Hide This Pane from the pop-up menu, or de-select Show
[Pane Name] from the View menu.

To open a pane, right-click on the any pane and select Show Hidden Panes from the pop-up menu and select
the pane from the fly-out menu, or select Show [Pane Name] from the View menu.
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To re-size a pane, place the cursor over the pane border until a double-arrow cursor appears. Click and drag on

the pane border to re-size the pane.

4.4.1.10 Frame Display - Byte Export
The captured frames can be exported as raw bytes to a text file.

1. From the Frame Display File menu select Byte Export....

&) Frame Display - le - (modified channel maps) HID_kbd-cant_decrypt_

Go Live

Open Capture File..,
Close

Save

Save Selection

Reframe...

2 example_btsnoop_hcilog.cfa
3 C:\Users\..\BPAS00.cfa
4 C\Users\,..\SD10_20121005.cfa

Print...

Print Preview...

Export...
Byte Export...
HTML Export...

Reload Decaders

Recreate Companion File

Edit View Format Filter Bookmarks Options Window

1 le - (modified channel maps) HID_kbd-cant_decrypt GATT.cfa

Figure 46. Frame Display File menu, Byte Export

2. From the Byte Export window specify the frames to export.

o All Frames exports all filtered-in frames including those scrolled off the Summary pane.
Filtered-in frames are dependent on the selected Filter tab above the Summary pane. Filtered-

out frames are not exported.

o Selected Frames export is the same as All Frames export except that only frames selected in

the Summary pane will be exported.

Byte Export
Export raw bytes from the currently selected filter

@) All Frames

() Selected Frames

CK ] [ Cancel

g

tab

Figure 47. Byte Export dialog
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Click the OK button to save the export. Clicking the Cancel button will exit Byte Export.

3. The Save As dialog will open. Select a directory location and enter a file name for the exported
frames file.

€ Save As =
@lel Desktop » v|‘?|‘ Search [ )
Organize * New folder EEE (2]
A Favorites MName Size Ttem type
Ml Desktop 3 #d Libraries
& Downloads A John'W. Trinkle =
| Recent Places 8 Computer
€ Network
4 Libraries Frontline ComProb... File folder
5| Documents Frontline CamProb... Filefolder
o Music Frontline ComProb... File folder
[=| Pictures Frontline ComProb... File folder
=1l Subversion M — —— — - o
File name: BytelevelExport 1.t -
Save as type: | Text Files (*.bat) vI

Figure 48. Save As dialog
Click on the Save button.

The exported frames are in a text file that can be opened in any standard text editing application. The header
shows the export type, the capture filename, the selected filter tab, and the number of frames. The body
shows the frame number, the timestamp in the same format shown in the Frame Display Summary pane, and
the frame contents as raw bytes.

| BytelevelExport_Lixt - Notepad = B =R

File Edit Format View Help

Byte export of all filtered-in frames -
Capture file: "le - (modified channel maps) HID kbd-cant decrypt GATT.cfa"

Filter tab: "Unfiltered"™

1,299 frames exported

Freme Number,Timestamp, Frame Contents

1,7/5/2012 6:05:23.966944 PM,00 £f b2 00 15 aa dé be 82 8e 00 13 7b 96 bl eb d7 90 0
2,7/5/2012 6:05:23.967570 EM, 18 £f as 00 15 aa dé be 89 8e 00 13 7b 96 bl eb d7 %0 0
3,7/5/2012 €:05:23.968195 PM,4e £f b3 00 15 aa dé be 89 Se 00 13 Tb 96 bl eb d7 90 O
4,7/5/2012 6:05:23.994441 PM,00 ff b2 00 15 aa dé be 83 8e 00 13 Tb 96 bl eb d7 90 0
5,7/5/2012 6:05:23.995066 PM,18 f£f ae 00 15 aa dé be 82 8e 00 13 7b 96 bl eb d7 90 0O

©:05:23.995691 PM,4e £ff b7 00 15 aa d6 be 8% 8e 00 13 7Tb 96 bl eb d7 20 O

6,7/5/2012

< [; . r

Figure 49. Sample Exported Frames Text File
4.4.1.11 Panes in the Frame Display
4.4.1.11.1 Summary Pane

The Summary pane D displays a one-line summary of every frame in a capture buffer or file, including
frame number, timestamp, length and basic protocol information. The protocol information included for each
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frame depends on the protocol selected in the summary layer box (located directly below the main toolbar).

On a two-channel circuit, the background color of the one-line summary indicates whether the frame came
from the DTE or the DCE device. Frames with a white background come from the DTE device, frames with a
gray background come from the DCE device.

The ComProbe USB Summary pane in displays a one-line summary of every transaction in a capture buffer or
file. Whenever there is a transaction it is shown on a single line instead of showing the separate messages that
comprise the transaction. The Msg column in that case says “Transaction”.

Each message in a transaction contains a packet identifier (PID). All of the PIDs in a transaction are shown in the
transaction line.

All "IN" transactions (i.e. transactions that contain an IN token message) are shown with a purple background.
All other transactions and all non-transactions are shown with a white background. "IN" transactions have spe-
cial coloring because that is the only place where the primary data flow is from a device to the Host.

The protocol information included for each frame depends on the protocol selected in the summary layer box
(located directly below the main toolbar).

Frame numbers in red indicate errors, either physical (byte-level) or frame errors. If the error is a frame error
in the displayed protocol layer, the bytes where the error occurred is displayed in red. The Decode Pane gives
precise information as to the type of error and where it occurred.

The Summary pane is synchronized with the other panes in this window. Click on a frame in the Summary
pane, and the bytes for that frame is highlighted in the Event pane while the Decode pane displays the full
decode for that frame. Any other panes which are being viewed are updated accordingly. If you use one pane
to select a subset of the frame, then only that subset of the frame is highlighted in the other panes.

Protocol Tabs
Protocol filter tabs are displayed in the Frame Display above the Summary pane.

o These tabs are arranged in separate color-coded groups. These groups and their colors are General (white),
Classic Bluetooth (blue), Bluetooth low energy (green), 802.11 (orange), USB (purple), and SD (brown). The
General group applies to all technologies. The other groups are technology-specific.

- DBE = 9 QW_ Classic Bluetooth (blue)
Dma_‘h lmoﬁ::;-ﬁ:r________ ] |
R

BOZ.11 Rladis | 80211 MAC | Data “--——-_________ Bluetooth low energy (green)

B Framedl LK +Dharnel e [

15,60 TT—

15,600 802.11 (orange)

15603
15 8048

Figure 50. Example Protocol Tags

o Clicking on a protocol filter tab in the General group filters in all packets containing that protocol
regardless of each packet’s technology.

« Clicking on a protocol filter tab in a technology-specific group filters in all packets containing that pro-
tocol on that technology.
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« A protocol filter tab appears in the General group only if the protocol occurs in more than one of the
technology-specific tab groups. For example, if L2ZCAP occurs in both Classic Bluetooth and Bluetooth
low energy , there will be L2ZCAP tabs in the General group, the Classic Bluetooth group, and the
Bluetooth low energy group.

Select the Unfiltered tab to display all packets.

There are several special tabs that appear in the Summary pane when certain conditions are met. These tabs
appear only in the General group and apply to all technologies. The tabs are:

o Bookmarks appear when a bookmark is first seen.

o Errors appear when an error is first seen. An error is a physical error in a data byte or an error in the pro-
tocol decode.

« Info appears when a frame containing an Information field is first seen.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded,
even if one of the tabs is currently selected. They subsequently reappear as the corresponding events are
detected.

The tabs disappear when the capture buffer is cleared during live capture or when decoders are reloaded,
even if one of the tabs is currently selected. They subsequently reappear as the corresponding events are
detected.

Use the navigation icons, keyboard or mouse to move through the frames. The icons @ and @ move you

to the first and last frames in the buffer, respectively. Use the Go To icon ﬂa to move to a specific frame num-
ber.

Placing the mouse pointer on a summary pane header with truncated text displays a tooltip showing the full
header text.

% Frame Display - bpa - (bt leswi) {hs] (packste 15400 ihru 15500).cfa
Blo & tm Fupa Fess Bodmals ggbos Mirdo beb
3 L Vst AL WMEW® 4L
5400 (Siave Lene18 TOERCCOY = YRR s e PrTe——
Bockmorks | Info | Enrs

[niresed )

Basehand | LZCAP | 105 |
LE BB | LE PRY | LE ADYV |
BO2.11 Rladis | BO2.11 MAC | Data

oy Oiieel GO0 [Ca. TE M O M DM L2 e OE G LR ]

a7 a1 oMo W 0 L2 G O Ge 1oa s

1548 GAVAEM G o W W 0 N DM L2 G DE G
1542 PraeT MoM 0 W M L2 Gs D e [ ']

< e ¥

Tokal Fraras: 101 Frees Ftaendn: 101 Fraeen #5 Saectnd: 15,400; {1 ota)
For el Press F1

Figure 51. Summay pane (right) with Decoder pane (left)

Sides in Bluetooth low energy
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A Bluetooth low energy data connection consists of connection events, which are a series of transmissions on
the same channel. In each connection event the master transmits first, then the slave, and then the devices
take turns until the connection event is finished.

When the data connection is encrypted and the packets are successfully decrypted, the sniffer can determine
exactly who sent which packet (only non-empty, encrypted packets — empty packets are never encrypted).
These packets are labeled either ‘M’ for master or ‘S’ for slave.

When the data connection is unencrypted or when encrypted packets are not successfully decrypted by the

sniffer, the sniffer cannot distinguish the two devices’ (master and slave) packets by their content, just by the
packet timing. In those cases we label each device as side ‘1’ or 2, not as master or slave. In each connection
event, packets sent by the device which transmitted first in the connection event are labeled ‘1’, and packets
sent by the device which transmitted second are labeled 2’.

If no packets in the connection event are missed by the sniffer, the device labeled ‘1’ is the master and the
device labeled ‘2’ is the slave. However, if we do not capture the very first packet in a connection event (i.e.

the packet sent by the master) but do capture the packet sent by the slave, we label the slave as side ‘1’ since it
is the first device we heard in the connection event. Because there is potential clock drift since the last con-
nection event, we cannot use the absolute timing to correct this error; there would still be cases where we get
it wrong. Therefore we always assign ‘1’ to the first packet in a connection event. So even though itis rare,
there are connection events where packets sent by the slave device are labeled ‘1’ and packets sent by the mas-
ter are labeled 2’.

Finally, in a noisy environment it is also possible that the sniffer does not capture packets in the middle of a con-
nection event. If this occurs and the sniffer cannot determine the side for the remaining packets in that con-
nection event, the side is labeled ‘U’ for “unknown”.

4.4.1.11.2 Customizing Fields in the Summary Pane

You can modify the Summary Pane in Frame Display.
Summary pane columns can be reordered by dragging any column to a different position.

Fields from the Decode pane can be added to the summary pane by dragging any Decodepane field to the
desired location in the summary pane header. If the new field is from a different layer than the summary pane
a plus sign (+) is prepended to the field name and the layer name is added in parentheses. The same field can
be added more than once if desired, thus making it possible to put the same field at the front and back (for
example) of a long header line so that the field is visible regardless of where the header is scrolled to.

An added field can be removed from the Summary pane by selecting Remove New Column from the right-
click menu.

The default column layout (both membership and order) can be restored by selecting Restore Default
Columns from the Format or right-click menus.

Changing Column Widths

To change the width of a column:
1. Place the cursor over the right column divider until the cursor changes to a solid double arrow.
2. Click and drag the divider to the desired width.
3. To auto-size the columns, double-click on the column dividers.

Hiding Columns

To hide a column:
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1. Drag the right divider of the column all the way to the left.
2. The cursor changes to a split double arrow when a hidden column is present.

3. To show the hidden column, place the cursor over the divider until it changes to a split double
arrow, then click and drag the cursor to the right.

4. The Frame Size, Timestamp, and Delta columns can be hidden by right-clicking on the header
and selecting Show Frame Size Column, Show Timestamp Column, or Show Delta Column.
Follow the same procedure to display the columns again.

Moving Columns - Changing Column Order
To move a column :
1. Click and hold on the column header
2. Drag the mouse over the header row.
3. A small white triangle indicates where the column is moved to.
4. When the triangle is in the desired location, release the mouse.
Restoring Default Column Settings
To restore columns to their default locations, their default widths, and show any hidden columns

1. Right-click on any column header and choose Restore Default Column Widths, or select
Restore Default Column Widths from the Format menu.

4.4.1.11.3 Frame Symbols in the Summary Pane

A green dot means the frame was decoded successfully, and the protocol listed in the Summary
Layer drop-down box exists in the frame. No dot means the frame was decoded successfully,
but the protocol listed in the Summary Layer drop-down box does not exist in the frame.

A green circle means the frame was not fully decoded. There are several reasons why this might
happen.

« Onereason is that the frame compiler hasn't caught up to that frame yet. It takes some
time for the analyzer to compile and decode frames. Frame compilation also has a lower
priority than other tasks, such as capturing data. If the analyzer is busy capturing data,
frame compilation may fall behind. When the analyzer catches up, the green circle
changes to either a green dot or no dot.

« Another reason is if some data in the frame is context dependent and we don't have the
context. An example is a compressed header where the first frame gives the complete
header, and subsequent frames just give information on what has changed. If the ana-
lyzer does not capture the first frame with the complete header, it cannot decode sub-
sequent frames with partial header information.

A magenta triangle indicates that a bookmark is associated with this frame. Any comments asso-
ciated with the bookmark appear in the column next to the bookmark symbol.
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4.4.1.11.4 Decode Pane

The Decode pane (aka detail pane) [D is a post-process display that provides a detailed decode of each
frame transaction (sometimes referred to as a frame). The decode is presented in a layered format that can be
expanded and collapsed depending on which layer or layers you are most interested in. Click on the plus sign to
expand a layer. The plus sign changes to a minus sign. Click on the minus sign to collapse a layer. Select Show
All or Show Layers from the Format menu to expand or collapse all the layers. Layers retain their expanded
or collapsed state between frames.

1[IV Expand All Nodes Protocol layers can be hidden, pr?ventipg them from being
] _ displayed on the Decode pane. Right-click on any protocol
Hide "L2CAP" Layer In All Frames layer and choose Hide [protocol name] from the right-click
menu.

Provide AVDTP Rules...
In a USB transaction, all messages that comprise the trans-
action are shown together in the detail pane. The color coding
thatis applied to layers when the detail pane displays a single message is applied to both layers and messages
when the detail pane displays a transaction. To keep the distinction between layers and messages clear, each
header of each message in the detail pane ends with the word “Message” or “Messages”. The latter is used
because data and handshake messages are shown as a single color-coded entry

Each protocol layer is represented by a color, which is used to highlight the bytes that belong to that protocol
layer in the Event, Radix, Binary and Character panes. The colors are not assigned to a protocol, but are
assigned to the layer.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
element in any one of the panes highlights the corresponding element in all the other panes.

Click the Toggle Expand Decode Pane icon I:D to make the Decode pane taller. This allows for more of a
lengthy decode to be viewed without needing to scroll.

4.4.1.11.5 Radix or Hexadecimal Pane

The Radix pane displays the logical bytes in the frame in

R1qa c = 3 7 1 £ = o A
either hexadecimal, decimal or octal. The radix can be E - This is the Eadix Pane
changed from the Format menu, or by right-clicking on the !{
pane and choosing Hexadecimal, Decimal or Octal. - Copy Selection to Clipboard
Because the Radix pane displays the logical bytes rather than N Select Entire Frame
the physical bytes, the data in the Radix pane may be dif- £ _ Change Text Highlight Color...
ferent from that in the Event pane. See Physical vs. Logical E “B ]

Byte Display for more information. . v Hexadecimal
. A Decimal

Colors are used to show which protocol layer each byte %

belongs to. The colors correspond to the layers listed in the E Octal

Decode pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an ele-
ment in any one of the panes highlights the corresponding element in all the other panes.
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4.4.1.11.6 Character Pane

The Character pane represents the logical bytes in the R L. LV 5 C & & FW 5 WE o
frame in ASCII, EBCDIC or Baudot. The c.haract.er.set can E This is the Character Pane
be changed from the Format menu, or by right-clicking on E
the pane and choosing the appropriate character set. G Copy Selection to Clipboard

=
Because the Character pane displays the logical bytes E‘l Select Entire Frame
rather than the. physical bytes, thg data in the Character = Change Text Highlight Color...
pane may be different from that in the Event pane. See f\]
Physical vs. Logical Byte Display for more information. E v | ASCH

7-bit ASCI

Colors are used to show which protocol layer each byte
belongs to. The colors correspond to the layers listed in the EBCDIC
Decode pane. Baudot

The Event, Radix, Binary, Character and Decode panes
are all synchronized with one another. Clicking on an ele-
ment in any one of the panes highlights the corresponding element in all the other panes.

4.4.1.11.7 Binary Pane

The Binary pane displays the logical bytes in the frame in binary.

Because the Binary pane displays the logical bytes rather than the physical bytes, the data in the Binary pane
may be different from that in the Event pane. See Physical vs. Logical Byte Display for more information.

Colors are used to show which protocol layer each byte belongs to. The colors correspond to the layers listed in
the Decode pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
element in any one of the panes highlights the corresponding element in all the other panes.

4.4.1.11.8 Event Pane

The Event pane shows the physical
bytes in the frame. You can choose E]
between displaying only the data events

or displaying all events by clicking the All

28 4~ 1F Ak a5 +hE
This 15 the Event Pane

oo A
el
i1}

| Copy Selection to Clipboard
Events icon ' = .

mzre-m —AZmsm
I

Select Entire Frame

Displaying all events means that special Change Text Highlight Calor...
events, such as Start of Frame, End of
Frame and any signal change events, are
displayed as special symbols within the
data.

v Display All Events

The status lines at the bottom of the pane give the same information as the status lines in the Event Display
window. This includes physical data errors, control signal changes (if appropriate), and timestamps.

Because the Event pane displays the physical bytes rather than the logical bytes, the data in the Event pane
may be different from that in the Radix, Binary and Character panes. See Physical vs. Logical Byte Display for
more information.
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Colors are used to show which protocol layer each byte belongs to. The colors correspond to the layers listed

in the Decode pane.

The Event, Radix, Binary, Character and Decode panes are all synchronized with one another. Clicking on an
element in any one of the panes highlights the corresponding element in all the other panes.

4.4.1.11.9 Change Text Highlight Color

Whenever you select text in the Binary, Radix, or Char-
acter panes in Frame Display, the text is displayed with
a highlight color. You can change the color of the high-
light.

1. Select Change Text Highlight Color from the
Options menu. You can also access the option
by right clicking in any of the panes.

2. Select a color from the drop-down menu.

3. Click OK.

The highlight color for the text is changed.

Text Highlight Color Selector

Select Color:

|T|

EEEn
NN
HTEN
NN
HEEN

Cancel

Defaults

ik

Select Cancel to discard any selection. Select Defaults to return the highlight color to blue.

4.4.1.12 Protocol Layer Colors
4.4.1.12.1 Data Byte Color Notation

The color of the data in the panes specifies which layer of the protocol stack the data is from. All data from the
first layer is bright blue, the data from the second layer is green, the third layer is pink, etc. The protocol name
for each layer in the Decode pane is in the same color. Note that the colors refer to the layer, not to a specific
protocol. In some situations, a protocol may be in two different colors in two different frames, depending on

where it is in the stack. You can change the default colors for each layer.

Red is reserved for bytes or frames with errors. In the Summary pane, frame numbers in red mean there is an
error in the frame. Also, the Errors tab is displayed in red. This could be a physical error in a data byte or an
error in the protocol decode. Bytes in red in the Radix, Character, Binary and Event panes mean there is a

physical error associated with the byte.

4.4.1.12.2 Changing Protocol Layer Colors

You can differentiate different protocol layers in the Decode, Event, Radix, Binary and Character panes.

1. Choose Select Protocol Layer Colors from the Options menu to change the colors used.

The colors for the different layers is displayed.

2. To change acolor, click on the arrow next to each layer and select a new color.

3. Select OK to accept the color change and return to Frame Display.

Select Cancel to discard any selection. Select Defaults to return the highlight colors to the default settings.
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-

Protocol Layer Color Selector

|"\

L=
Layer 1: Layer 9: Abcd |v| 1]'4
Laper 2. Abcd | Layer 1o N
NN
Layer 3 Abcd e + Layer 11 -
’ = = g Eme

Laper 4 Abcd T |~ Laver 12 DD N
Laper 13: NN
Layer 14:

Layer 15 |'|

Laper 16:  Abod ) |-

Layer &

Layer &

Layer 7:

Layer &

Figure 52. Frame Display Protocol Layer Color Selector

4.4.1.13 Protocol Filtering From the Frame Display
4.4.1.13.1 Quick Filtering on a Protocol Layer

On the Frame Display , click the Quick Filtering icon ﬁ; or select Quick Filtering from the Filter menu.

This opens a dialog that lists all the protocols discovered so far. The protocols displayed change depending on
the data received.

5
Quick Filtering and Hiding Protocols Iﬁ
Protocals To Filter In Protocols To Hide Mamed Fiers

[ &l Frames \with Enars [ &l But the Last Layer [ Filter0
C |
[ &40l Frames 'with Infarmation [l Frames 'wiith Information [ Filkert
[]&vDTP []&vDTP [ Fier2 Help
[T 4D TP Signaling [C]&¥DTP Signaling [C15C0 link: Supported
["Baseband ["]Baseband [ Filker3
[ Bluetaath FHS [TBluetaath FHS ["1Role: Slave
[“1Headset [“IHeadset [ Configured BT low energy devic|
[C1L2CaP [C]L2CaP [ Exclude MULLs and POLLs
CILMP CILMP
[ Man-Captured Info [“]Mar-Captured Info
[ PreConnection-FHS [ PreConnection-FHS
[CIRFCOMM [CIRFCOMM
[]sDP [C]5DP
Filtering shows only frames that contain the pratocal desired, but it shows the entire frame:
Hiding removes any protocol layers from displaging in any frame:

Figure 53. Frame Display Quick Filtering and Hiding Protocols Dialog

The box on the left is Protocols To Filter In. When you select the checkbox for a protocol in the Protocols to
Filter In, the Summary pane will only display those frames that contain data from that protocol.

If you filter on more than one protocol, the result are all frames that contain at least one of ] Quick Filter ]
those protocols. For example, if you filter on IP and IPX NetBIOS, you receive all frames that . .
contain either IP or IPX NetBIOS (or both). A Quick Filter tab then appears on the Frame
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Display. Changing the filter definition on the Quick Filter dialog changes the filter applied on the Quick Filter
tab. Quick filters are persistent during the session, but are discarded when the session is closed.

The box in the center is the Protocols To Hide. When you select the checkbox for a protocol in the Protocols
To Hide, data for that protocol will not appear in the Decode, Binary, Radix, and Character panes. The
frames containing that type data will still appear in the Summary pane, but not in the Decode, Binary, Radix,
and Character panes.

The box on the right is the Named Filters. It contains filters that you cre-

ate using the Named Filter and Set Condition dialogs. When you select Mamed Filters
the checkbox for the Name Filters, a tab appears on the Summary Pane [ Filterl
that displays the frame containing the specific data identified in the filter. [ Fiter1

The named Filter tab remains on the Frame Display Sum- [ Fiter2
| Filter3 |  mary Pane unless you hide it using the Hide/Show Display 1500 fink: Supparted
' Filters dialog. :
Check the small box next to the name of each protocol you want to filter [l HE"EE Slave _
in, hide, or Named Filter to display. [] Corfigured BT love energy devic

[[]Exchude MULLs and POLL:

Then click OK

4.4.1.13.2 Frame Display - Right Click Filtering

In Frame Display, protocols are displayed as tabs in the Summary pane. When you select a tab, the protocol
layers are displayed. The layers vary depending on the protocol.

You can create additional protocol tabs that highlight specific layers in the Summary pane using the Filtering
Results dialog.

¥ Note: The Filtering Results dialog is not available for all layers because the information within

r those layers is not sortable, like time.

To use the Filtering Results dialog:

Export...
1. Right-click on a value in the Summary i

pane. For example, the "S" for Slave under
Role

Filter in Role = Slave

Filter Dialeg (field equals)...
2. Onthe drop-down list select Filter in name
= value, where name is the column name Provide AVDTP Rules...
and value is the column-value to filter. For
our example "Filter in Role = Slave"
appears in the menu.

The Filtering Results dialog appears.
3. Enter a name for the Filter or use the default name.

4. Click OK.

] Role: Slave ] A new protocol tab with the "Filter Name" you just created appears in the Summary pane.
: The new tab displays data specific to the layer you selected.
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4.4.1.13.3 Easy Protocol Filtering

There are two types of easy protocol filtering. The first method lets you filter on the protocol shown in the Sum-
mary pane, and the second lets you filter on any protocol discovered on the network so far.

4.4.1.13.3.1 Filtering On the Summary Layer Protocol

To filter on the protocol in the Summary in the Frame Display window pane:
1. Select the tab of the desired protocol, or open the Summary combo box.
2. Select the desired protocol.

3. To filter on a different layer, just select another tab, or change the layer selection in the combo
box.

4.4.1.13.3.2 Filtering on all Frames with Errors from the Frame Display

To filter on all frames with errors:
1. Open the Frame Display EIwindow.

2. Click the starred Quick Filter icon g or select Quick Filtering from the Filter menu
3. Check the box for All Frames With Errors in the Protocols To Filter In pane, and click OK.

4. The system creates a tab on the Frame Display labeled "Errors" that displays the res- | Ewors |
ults of the All Frames With Errors filter.

¥ Note: When you have multiple Frame Display windows open and you are capturing data,
you may receive an error message declaring that "Filtering cannot be done while receiving data
this fast." If this occurs, you may have to stop filtering until the data is captured.

Fa
4.4.2 Coexistence View
The Coexistence View displays Classic Bluetooth, Bluetooth low energy, and 802.11 packets and throughputin

one view. You access the Coexistence View by clicking its button in the Control window or Frame Dis-
play toolbars, or Coexistence View from the View menus.
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For Help Presz F1

Figure 54. Coexistence View Window

Coexistence View — Toolbar

4.4.2.1 Coexistence View - Toolbar

COOI e |ed el edARIND|RG

Figure 55. Coexistence View Toolbar

The toolbar contains the following:
@ Move to the first packet.

Move to the previous packet.

Move to the last packet.

€
O Move to the next packet.
D
&

Move to the previous retransmitted packet.
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Move to the next retransmitted packet

Move to the previous invalid IFS for Bluetooth low energy.
Move to the next invalid IFS for Bluetooth low energy.

Move to the previous bad packet.

Move to the next bad packet.

Move to the first packet of the type selected in the legend.
Move to the previous packet of the type selected in the legend
Move to the next packet of the type selected in the legend.
Move to the last packet of the type selected in the legend.
Zoomin.

Zoom out.

Scroll cursor.

When selected the cursor changes from scroll [E:to a context-aware zooming

cursor \ . Click on normal cursor to remove the zooming cursor.
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I[EI Scroll Lock/Unlock during live capture mode.

[} Reset during live capture mode. Clears the display.

Coexistence View - Throughput Indicators

4.4.2.2 Coexistence View - Throughput Indicators

Packets: (®) &l (O Selected () Viewport

wiclth = 1 sec peak

Figure 56. Coexistence View Throughput Indicators

Throughput indicatorsshow average throughput and 1 second throughput for Classic Bluetooth (all devices,
master devices, and slave devices are each shown separately), Bluetooth low energy, and 802.11.

Throughput
4.4.2.2.1 Throughput

Throughput is total packet or payload size in bits of the included packets divided by the dur-

ation of the included packets, where: Throughput
() Packet
o Packet size is used if the Packet or Both radio button is selected in the Throughput (*) Payload
roup. .;::;. Bath

e Payload size is used if the Payload radio button is selected in the Throughput group.

o Included packets are defined separately for each of the radio buttons that appear above the throughput
indicators.

e Duration of the included packets is measured from the beginning of the first included packet to the end
of the last included packet.
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4.4.2.2.1.1 Radio Buttons

Packets: (&l (O Selected () Wiewport  The radio buttons above the throughput indicators specify which
packets are included. Radio button descriptions are modified per the following:

o Bluetooth low energy packets from non-configured devices are excluded if the Con-

figured radio button in the LE Devices group is selected. LE Devices

(%) Configured
« Frame Display filtering has no effect here in that packets that are filtered-out in Frame () &ll
Display are still used here as long as they otherwise meet the criteria for each radio but-
ton as described below.

4.4.2.2.1.2 All radio button

All packets are used for average throughput, and packets occur-
Packets: @ A1 O Selected O Viewport ring in the last 1 second of the session are used for 1 second
throughput, except that Bluetooth low energy packets from non-
configured devices can be excluded as noted above.

4.4.2.2.1.3 Selected radio button

Selected packets (the selected packet range is shown in the
timeline header) are used for average throughput, and packets in
the 1 second duration ending at the end of the last selected packet
are used for 1 second, except that Bluetooth low energy packets from non-configured devices can be excluded
as noted above.

Packets: (&l (&) Selected () Viewport

Selected Packets: 15434 - 154537 Gap 4477 ms  Timestamp Delta: 42922 ms Span: 46,192 ms

Figure 57. Timeline Header Showing Selected Packets

4.4.2.2.1.4 Viewport radio button

The viewport is the purple rectangle in the Throughput Graph and
indicates a specific starting time, ending time, and resulting
duration. Packets that occur within that range of time are used for
average throughput,and packets in the 1 second duration ending at the end of the last packet in the viewport
time range are used for 1 second throughput, except that Bluetooth low energy packets from non-configured
devices can be excluded as noted above.

Packetz: (Al (O Selected (3 Viewport
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Figure 58. Throughput Graph viewport.

4.4.2.2.2 Indicator width

The width of each indicator is the largest 1 second throughput seen up to that point for that technology (Classic
Bluetooth, Bluetooth low energy, or 802.11), where the 1 second throughput is calculated anew each time
another packet is received. The 1 second throughput indicator will never exceed this width, but the average
throughput indicator can. For example, the image below has a large average throughput because the Selected
radio button was selected and a single packet was selected, and the duration in that case is the duration of the
single packet, which makes for a very small denominator in the throughput calculation. When the average
throughput exceeds the indicator width, a plus sign (+) is drawn at the right end of the indicator.

Packets: (Al (&) Selected () Wiewport

width = 1 zec peak =

Figure 59. Average throughput indicators show a plus sign (+) when the indicator width is exceeded.

[

15,442 D

Figure 60. A single selected packet
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4.4.2.3 Coexistence View - Set Button

The Set button is used to specify the 802.11 source address, where any
S02.17 Tw: 00:0c:23:85:f3:31  packet with that source address is considered a Tx packet and is shown
with a purple border in the timelines.

All source MAC addresses that have been seen during this session are listed in the dialog that appears when the
Set button is clicked. Also listed is the last source MAC address that was set in the dialog in the previous
session. If that address has not yet been seen in this session, it is shown in parentheses.

802.11 Tx Address X

802,11 Tx Address

00 02985 F3: 31

Each 802.11 packet with this source address is considered a Tx packet and is shown with a
purple border,

v

All source MAC addresses that have been seen during this session are listed here, Also lisked
is the last source MAC address that was set here in the previous session, IF that address has
not wet been seen in this session, it is shown in parentheses,

O l [ Cancel

Figure 61. 802.11 Source Address Dialog
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B02.11 Tx Address X

802,11 Tx Address

0000 2:85:F3:31 w

<none=
00:00:74:c5:ed: 23
|00:0c:29:21 w39

fre address is considered a Tx packet and is shown with a

tve been seen during this session are lisked here, Also listed
OO 1e: L0 B mm 63 alé !.-va's_lset here in I:I';:E presvious session, IF that address has
00+ L eE A2 L £ it is shown in parentheses,

00:24:21:35: ae:b2
00:2f:53:42:06:63
00:50:56:54:00:00
0050568400004
00:50:56:84:00:0b
40:01:c6:33:bbice
Sri2fA:0a:43: 09040
7iFlialiesiadial
Toied00:2a:54:05
a4:baidb:fd:11:a6 (0] 4 l [ Cancel
fg:le:dfids:bz:93

Figure 62. 802.11 Source Address Drop Down Selector

4.4.2.4 Coexistence View - Throughput Graph

Vierwpod synchecnined wilh
o Zoomed Throughput Graph
802.11Packat | | ClassicPacket
Throughput Threughput

and Timelines

LE Packet
Throughput

802.11 Payload ;
Throughput Classic Fayload

Throughput

Figure 63. Coexistence View Throughput Graph

The Throughput Graph is a line graph that shows packet and/or payload throughput over time as specified by
the radio buttons in the Throughput group. If the Both radio button is selected, packet and payload throughput
are shown as two separate lines for each technology. The payload throughput line is always below the packet
throughput line (unless both are 0).

The data lines and y-axis labels are color-coded: Blue = Classic Bluetooth, Green = Bluetooth low energy,
Orange = 802.11. Each data point represents a duration which is initially 0.1 s. Each time the number of data
points per line reaches 300, the number of data points per line is halved to 150 and the duration per data point
is doubled. The duration per data point thus progresses from 0.1 sto 0.2 s to 0.4 s to 0.8 s and so on.
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4.4.2.4.1 Throughput Graph Y-axis labels

The y-axis labels show the throughput in bits per second. From left-to-right the labels are for 802.11, Bluetooth
low energy, and Classic Bluetooth. The duration of each data point must be taken into account for the y-axis
label’s value to be meaningful. For example, if a data point has a duration of 0.1 s and a bit count of 100, it will
have a throughput of 1,000 bits/s, and the y-axis labels will be consistent with this.

141,507 14,979

2,305

Throughput Graph y-axis labels.

4.4.2.4.2 Excluded packets

Retransmitted packets and bad packets (packets with CRC or Header errors) are excluded from throughput cal-
culations.

4.4.2.4.3 Tooltips

Placing the mouse pointer on a data point shows a tooltip for that data point. The tooltip first line shows the
throughput, the throughput type (packet or payload), and the technology. Subsequent lines show the bit count,
the duration of the data point, the packet range of that duration (only packets of the applicable technology from
that packet range are used for the throughput calculation), and the number of the data point (which is O for the
first data pointin each line).
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\ [ AV

Z2.880 bitz/z [Packet Throughput - Classic]
Bit Count; 223

Druration: 100 mz

Clazzic Packetz in Packet Range 15,435 - 15,437
Data Paint 12

Figure 64. Data point tooltip

The Throughput graph tool tips can be shown in the upper-left corner of your computer screen to provide an
unobstructed view. Refer to Relocating Tool Tips.

4.4.2.4.4 Discontinuities

A discontinuity is when the timestamp going from one packet to the next either goes backward by any amount
or forward by more than 4.01 s. This value is used because the largest possible connection interval in Bluetooth
low energy is 4.0 s. A discontinuity is drawn as a vertical dashed line. A discontinuity for a timestamp going
backward is called a negative discontinuity and is shown in red. A discontinuity for a timestamp going forward
by more than 4.01 s is called a positive discontinuity and is shown in black. A positive discontinuity is a cosmetic
nicety to avoid lots of empty space. A negative discontinuity is an error.

Figure 65. A negative discontinuity.
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0 94 ds s / pif

Throughput Over Time

V0134659551

Figure 66. Three positive discontinuities.

4.4.2.4.5 Viewport

The viewport is the purple rectangle in the Throughput Graph. It indicates a specific starting time, ending time,
and resulting duration, and is precisely the time range used by the Timeline. The packet range that occurs
within this time range is shown above the sides of the viewport.

Figure 67. Throughput Graph Viewport

The viewport is moved by dragging it or by clicking on the desired location in the Throughput Graph (the view-
port will be centered at the click point).

The viewport is sized by dragging one of its sides or by using one of the other zooming techniques. See the
Zooming subsection in the Timeline section for a complete list.

Swap button

The Throughput Graph and Timeline can be made to trade positions by clicking the Swap button.
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Clicking the Swap button swaps the positions of the Throughput Graphs and the Timelines.

St | BOE 11 T dden? o il
Show Zirorn 1]

Figure 68. Small Timeline and large Throughput Graph after pressing the Swap button.

4.4.2.4.6 Dots button

The dots on the data points can be toggled on and off by clicking the Dots button. Dots are different sizes
for each technology so that they reveal overlapping data points which otherwise wouldn’t be visible. A tooltip
can be displayed for each dot.

Dots can be removed for greater visibility of the plots when data points are crowded together.

(Show Zoom

Doots toggled on | Dots toggled off

Figure 69. Dots Toggled On and Off
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Owerlapping Dots:
4 Classic Bluetooth (top)
4 Bluetooth low enegy (middle)

/ - -
L \ 80211 (bottom) Overlapping Dots:
A /" Cursor placed on visilble
# ' s bottorn dot to display 80211
I —1 /,\ packetinformation.
380,859 bits/s (802.11 Packet Throughput) /
(3,120 bits / 8.192 ms)

][ 802.11 Packets in Overall Packet Range 16,785 - 16,787
Data Point 85

Right-click to zoom to data point

Figure 70. Overlapping Dots Information Display

4.4.2.4.7 Zoomed Throughput Graph

Clicking the Show Zoom button displays the Zoomed Throughput Graph above the Throughput
Graph. The Zoomed Throughput Graph shows the details of the throughput in the time range covered by the
viewport in the Throughput Graph. Both the Zoomed Throughput Graph and the Timelines are synchronized
with the Throughput Graph’s viewport. The viewport is sized by dragging one of its sides or by using one of the
other zooming techniques listed in the Zooming subsection in the Timelines section.

Facketr @ & Colacind | Wimwepodt [EERE]——— Wewpe) Pua kst Rarge 1135 Packsin) ——[ 10, 78]

S :
TE e e

P, .. o, =

10,784 DA

Figure 71. Synchronized Zoomed Throughput Graph and Throughput Graph
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The largest value in each technology in the Zoomed Throughput Graph is snapped to the top of the graph. This
makes the graph easier to read by using all of the available space, but because the y-axis scales can change it

can make it difficult to compare different time ranges or durations. Clicking the Freeze Y button
freezes the y-axis scales and makes it possible to compare all time ranges and durations (the name of the but-
ton changes toUnfreeze Y and aY Scales Frozen indicator appears to the right of the title. Clicking the

Unfreeze Y@] button unfreezes the y-axis scales.

ke Zooen;| | Frmem ¥ BRI [SEHT
The largestvalue of each
T technology is snappedio he
T top ofthe graph
L]
[ L T
T T Jl J 3
L
[le | '
1
] |
¥ L | 1
1ol w1 — ¢ ¢ |
] - & |
| | .: L I ,
| [ ||I |

Figure 72. Zoomed Throughput GraphUnfreeze Y- Largest Value Snaps to Top

\With ¥-scales frozen the
largastlow anargy
throughput value i not
snappedio the top.

[

Indicator appaarns whan Y -scakes |

R e

ans fropsn.
I

With Y-scales frozenthe |
largest 802 11
threughput valus i not

snappedio the top.

Figure 73. Zoomed Throughput GraphFreeze Y - Largest Value Snaps to Top
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4.4.2.4.8 Zoom Cursor

Selecting the Zoom Cursor[b_] button changes the cursor to the zoom cursor b\ . The zoom cursor is con-
trolled by the mouse wheel and zooms the viewport and thus the Timelines and the Zoomed Throughput

Graph. The zoom cursor appears everywhere except the Throughput Graph, which is not zoomable, in which
case the scroll cursor is shown. When the zoom cursor is in the Timelines or Zoomed Throughput Graph zoom-
ing occurs around the pointin time where the zoom cursor is positioned. When the zoom cursor is outside the
Timelines and the Zoomed Throughput Graph the left edge of those displays is the zoom point.

4.4.2.4.9 Comparison with the Bluetooth Timeline's Throughput Graph

The Throughput Graphs for Classic Bluetooth in the Coexistence View and the BluetoothTimeline can look
quite different even though they are plotting the same data. The reason is that the Coexistence View uses
timestamps while the BluetoothTimeline uses Bluetooth clocks, and they do not always match up exactly. This
mismatch can result in the data for a particular packet being included in different intervals in the two Through-
put Graphs, and can have a significant impact on the shapes of the two respective graphs. This can also result in
the total duration of the two Throughput Graphs being different.

Another factor that can affect total duration is that the BluetoothTimeline's Throughput Graph stops at the last
Classic Bluetooth packet while the Coexistence View’s Throughput Graph stops at the last packet regardless of
technology.

4.4.2.5 Coexistence View - Throughput Radio Buttons

Throughput  The radio buttons in the Throughput group specify whether to show packet and/or payload
(%) Packet lines in the Throughput Graph, and also whether to show packet or payload throughput in the
) Payload throughput indicators (if the Both radio button is selected, packet throughput is shown in the
() Bath throughput indicators).

4.4.2.6 Coexistence View - Timeline Radio Buttons

Timeline The radio buttons in the Timeline group specify timeline visibility. The first three buttons spe-

(1B GHz cify whether to show one or both timelines, while the Auto button shows only timelines which
{124GHz have had packets at some point during this session. If no packets have been received at all and
() Both the Auto button is selected the 2.4 GHz timeline is shown.

) Auato

4.4.2.7 Coexistence View — LE Devices Radio Buttons

LE Devices The radio buttons in the LE Devices group (where “LE” means Bluetooth low energy) spe-
() Configured  cify both visibility and inclusion in throughput calculations of Bluetooth low energy packets.
@ Al The All radio button shows and uses all Bluetooth low energy packets. The Configured radio
button shows and uses only Bluetooth low energy packets which come from a configured
device.
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4.4.2.8 Coexistence View — Legend

[ classic Classic LE [502.11)
LE Master -

[ 20211 5 GHz

m | 802.11 2.4 GHz

| |802.11 Freq

0l B FH=

B Fetranzmit kP Data
Bad Packet B Fill=r byt
' [
Il Foll Control

Click o ary baold entry above to enable navigation

Figure 74. Coexistence View Legend

The legend describes the color-coding used by packets in the timelines. Selecting a packet in a timeline high-
lights the applicable entries in the legend. An entry is bold if any such packets currently exist. Clicking on a bold
entry enables the black legend navigation arrows in the toolbar for that entry.

4.4.2.9 Coexistence View — Timelines

B R N s—

v
- e Ll el b e —— —— e e
P CEE
- T . B L T

Figure 75. Coexistence View Timelines

The Timelines show Classic Bluetooth, Bluetooth low energy, and 802.11 packets by channel and time.

4.4.2.9.1 Packet information

Packet information is provided in various ways as described below.
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Packets are color-coded to indicate attribute (Retransmit, Bad Packet, Can’t Decrypt, or Invalid IFS), master/Tx,
technology (Classic Bluetooth, Bluetooth low energy, or 802.11), and category/type.

Selection Box
Attribute (Bad Packet)
MasterTx (Master)

Technology (Classic Bluetooth)

Facket Categary or Type [(ACL)

Figure 76. Each packet is color-coded

The innermost box (which indicates packet category/type) is the packet proper in that its vertical position indic-
ates the channel, its length indicates the packet’s duration in the air, its left edge indicates the start time, and its
right edge indicates the end time.

The height of Classic Bluetooth and Bluetooth low energy packets indicates their frequency range (1 MHz and 2
MHz respectively). Since 802.11 channels are so wide (22 MHz), 802.11 packets are drawn with an arbitrary 1
MHz height and centered within a separate frequency range box which indicates the actual frequency range.

Selecting a packet by clicking on it draws a selection box around it (as shown above) and highlights the applic-
able entries in the legend.

n Classic Classic LE 802.11

LE
[J 50211 5 GHz
[ 802.11 2.4 GHz
Il 802.11 Freq

Beacon

Data
M Filler b it
B rULL Tty

Cartral

Click. on arw bald entry abowe to enable navigation

Figure 77. Highlighted entries in the legend for a selected packet.

Summary information for a selected packet is displayed in the timeline header.

93



fcontline

Debug Communications Faster™

Selected Packet: 15,457 Timestamg: 84 752011 10:41:19.5 3 &M Technology: iz Type: DhM Blustooth Clock: 0x01138610  Pavyload Len: 9 bytes

Figure 78. Timeline header for a single selected packet.

When multiple packets are selected (by dragging the mouse with the left button held down, clicking one packet
and shift-clicking another, or clicking one packet and pressing shift-arrow), the header shows Gap (duration
between the first and last selected packets), Timestamp Delta (difference between the timestamps, which are

at the beginning of each packet), and Span (duration from the beginning of the first selected packet to the end
of the last selected packet).

Selected Packets: 15434 - 15437 Gap 4477 ms Timestamp Delta: 45.922ms Span; 46.192 ms

Figure 79. Timeline header for multiple selected packets

- . . Text can be displayed at each packet by selecting Show Packet
Show Packet Number Number, Show Packet Type, and Show Packet Subtype from
Show Packet Type the Format menu.

v Show Packet Subtype
Hide Packet Text
v Auto Hide Packet Text When Duration = 31.25 ms

 ——— ] e ] m——————— |
13,453 Maormt 13,455 Data 13,453 Data 13,460 Data

C_1

13,456 D1

|
15,457 D1

Figure 80. Descriptive text on timeline packets.

Placing the mouse pointer on a packet displays a tooltip (color-coded by technology) that gives detailed inform-
ation.
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o
15,457 Dt

Packet 15,457 [Classic] - DM1

8742011 10:41:19.835733 AM [Beginning Timestamp]
841742011 10:41:19.836053 AM [Ending Timestamp]
Dwration: 270 ug

Role: Master

Channel: 36 - 2438 MHz

Clock: 0=0113=E10

Packet Status: CRC Errar [=0]

FLOW: Go

TvPE: D1

LT_aDDR: 0

L2CAP Flow: Go

Logical Link 1D: L2CAP start or no fragmentation
SEQN: 1

ARON: O

Payload Length: 9 [53% of 17 bytes max)

Decrypted by Bluetaoth ComProbe: Mo

Bad packet data; 0= 4502 0200 ...

Figure 81. A tool tip for a Classic Bluetooth packet.

4.4.2.9.2 Relocating the tool tip

You can relocate the tool tip for convenience or to see the timeline or throughput graph unobstructed while dis-
playing packet information. In the Format menu select Show Tooltips in Upper-Left Corner of Screen, and

any time you mouse-over a packet the tool tip will appear anchored in the upper-left corner of the computer
screen. To return to viewing the tool tip adjacent to the packets deselect the tool tip format option in the menu.
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’E| Coexistence View - le - Sniffer_Capture_GB6900AA_2.cfa

File [Format] Zoom Mavigate Help
Show Packet Number :
v | Show Packet Type
Show Packet Subtype
Hide Packet Text
Auto Hide Packet Text When Duration > 31.25 ms

Increase Auto Hide Packet Count From 4,000 to 20,000 (May Be Slow)

v Use All Packets for Throughput Indicators
Use Selected Packets for Throughput Indicators
Use Viewport Packets for Throughput Indicators

Set 80211 Tx Address

v Show Packet Throughput
Show Payload Throughput
Show Both Packet and Payload Throughput

Show 5 GHz Timeline
v Show 2.4 GHz Timeline

Show Both 5 GHz and 2.4 GHz Timelines !

Show Timelines Which Have or Had Packets (Auto Mode)

v Show Low Energy Packets From Configured Devices Only
Show All Low Energy Packets

Large Throughput Graph
v Show Dots in Throughput Graph (Dots Reveal Overlapped Data Points)
Show Zoomed Throughput Graph

Show Tooltips in Upper-Left Corner of Screen

Figure 82. Coexistence View Format Menu - Show Tooltips on Computer Screen

96



fcontline

Debug Communications Faster

Packet 6,486 (LE) - Data (Empty) - LLID: ContinuationEmpty _
31412013 12:14:54.222188 PM (Beginning Timestamp) Her Capture GRG300AA 2l
31412013 12:44:54.222268 PV (Ending Timestamp) —_—
Duration: 80 us
Role: Side 1 :.

CP#1 1 5 \1 Hl
Channel Index- 18 - 2442 MHz
Meets Predefined Filter Criteria for BT low energy devices: No t Equipment¥y Capture s e - Sni
Event Status: Received vithat errrs e
PDU Length: 2

LE DATA— Access Address: Oxafdabd5e Chan 18 Side: 1 Event Counter: 0x013b Len: 0 LLID: Empty MD: 0 NESN: 1 Sh: 1

Coexistence View - |2 - Sniffer_Capture GBO%00AA 2.cfa

File Format Zoom Navigate Help

Q000 ¢a|eh|ad|cesARNP
Packels, @ Al () Sekced 93650

[(5et Ja02 11 T (000 283a ) EIETE?

Viewport Packet Range

6,488 Dats B ]
0480 Data 8452 0st

R (]
4506 Data 6519 0sts

i (]
6481 Data 5476 Dats “s P

R (]
0501 Date 8515 Dats

Figure 83. Coexistence View Timeline Tool Tip Shown Anchored to Computer Screen

4.4.2.9.3 The two Timelines

There are two Timelines available for viewing, one for the 5 GHz range and one for the 2.4 GHz range. Classic
Bluetooth and Bluetooth low energy occur only in the 2.4 GHz range. 802.11 can occur in both.
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Viswport Packot Range (58 Packeta) 612

csowemamofdle ceaccccsaacaffeaecncccanancanaaam 1

T X11 455188 Pw

Figure 84. 5 GHz and 2.4 GHz 802.11 packets

The y-axis labels show the channels for each technology and are color-coded: Blue = Classic Bluetooth, Green =
Bluetooth low energy, Orange = 802.11.

The 5 GHz timeline has only 802.11 channel labels, and the rows alternate orange and white, one row per
channel.

The 2.4 GHz timeline has labels for all three technologies. The rows alternate blue and white, one row per Clas-
sic Bluetooth channel. The labels going left-to-right are 802.11 channels, Bluetooth low energy advertising chan-
nels, Bluetooth low energy regular channels, and Classic Bluetooth channels.

The Viewport Packet Range above the timelines shows the packet range and packet count of packets that
would be visible if both timelines were shown (i.e. hiding one of the timelines doesn’t change the packet range
or count). This packet range matches the packet range shown above the viewport in the Throughput Graph, as
it must since the viewport defines the time range used by the timelines. When no packets are in the time
range, each of the two packet numbers is drawn with an arrow to indicate the next packet in each direction
and can be clicked on to navigate to that packet (the packet number changes color when the mouse pointer is
placed on it in this case).

mAn arrow points to the next packet when no packets are in the time range.

=15 M7 =pp arrowed packet number changes color when the mouse pointer is on it. Clicking navigates to
that packet.

The header shows information for packets that are selected.
The footer shows the beginning/ending timestamps and visible duration of the timelines.

The ‘i’ buttons bring up channel information windows, which describe channel details for each technology.
They make for interesting reading.
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802.11 5 GH=z
Oy channels with a bagze value of 5 GHz and spacings of either 20 or 40 MHz are shown here. Due to space limitations, each channel is drawn with fised
zpacing instead of being spaced relative to itz distance from other channels az is done with 2.4 GHz channels [with the excephion of 302,17 channel 14).

Figure 85. 5 GHz information window

Bluetooth Classic

There are 79 Classic channels. Each channel is 1 MHz wide and has the indicated center frequency. Channels do not overlap.
0=2402MHz 10=2412MHz 20=2422MHz 30=2432MHz 40=2442MHz G50=2452MHz E0=2462MHz 70 = 2472 MHz
1=2403MHz 11 =2413MHz 21=2423MHz 31 =2433MHz 41 =2443MHz G51=2453MHz E1=2463MHz 71 =2473MHz
2=2404 MHz 12=2414MHz 22=2424MHz 32=2434MHz 42=2444MHz 52 =2454MHz B2 =2464 MHz 72 = 2474 MHz
3=2405MHz 13=2415MHz 23=2426MHz 33=2435MHz 4 446 MHz 53 =2456MHz E 4E5 MHz 73 = 2475 MHz
4=2406MHz 14=2416MHz 24 =2426MHz 34=2436MHz 44 =2446MHz G54 = 2456 MHz 64 = 2466 MHz 74 = 2476 MHz
6=2407 MHz 15=2417 MHz 25=2427 MHz 35=2437MHz 45=2447 MHz 55=2457 MHz 65 =2467 MHz 75 = 2477 MHz
6=2408MHz 16=2418MHz 26=2428MHz 36-2438MHz d46=2448MHz 56 -2458MHz 66 = 2468 MHz 76 = 2478 MHz
T=2409MHz 17=2419MHz 27=2429MHz 37=24309MHz 4 449 MHz 57 = 2459 MHz 469 MHz 77 = 2473 MHz
8=2410MHz 18=2420MHz 28=2430MHz 38=2440MHz 48=2450MHz 58 =2460MHz B8 =2470MHz 78 = 2480 MHz
9=2411MHz 13=2421 MHz 23=2431 MHz 39=2441MHz 43=2451MHz 59=2461MHz B3 =2471 MHz

The row labels are placed at the center frequency of each channel

@

Bluetooth low energy [LE)
There are 40 LE channels. Each channel is 2 MHz wide and has the indicated center frequency. Channels do not overlap.
Channels O thiough 36 are Data channels. Channels 37 thiough 39 are Advertising channels.
37 =2402MHz 4 =2412MHz  3=2422MHz 13=2432MHz 18=2442MHz 23=2452MHz 28= 2462 MHz 33 =2472 MHz
0=2404 MHz 5=2414MHz 10=2424MHz 14=2434MHz 19=2444 MHz 24 =2404MHz 29= 2464 MHz 34 = 2474 MHz
1 = 2406 MHz 416 MHz 426 MHz  15=2436MHz  20=244EMHz 26=24BEMHz 20 = 2466 MHz 35 = 2476 MHz
2=2408MHz 7=2418MHz 11=2428MHz 16=2438MHz 21=2448MHz 26=2458MHz 31=2468MHz 36 = 2478 MHz
3=2410MHz 8=2420MHz 12=2420MHz 17 =2440MHz 22=2450MHz 27 =2460MHz 32=2470MHz 39 = 2420 MHz
The row labels are placed at the center frequency of each channel

802.11 2.4 GHz
In the 80211 2.4 GHz frequency range there are 11 channels in the US4, 13 in Ewrope, and 14 in Japan. Each channel is 22 MHz wide. Channels overlap
There is 3 5 MHz shift between sach of the fist 13 channels. Thers is & 12 MHz shift between channets 13 and 14,
1 =240 2423 MHz  [centered ot 2412 MHz) (US4, Europe, Japan) 8= 24362450 MHz  [centered at 2447 MHz) |
2= 24062428 MHz  [centered ot 2417 MHz) (US4, Europe, Japan) 9= 244124583 MHz  [centered at 2452 MHZ) (US4, Europe, Japan)
3-24112433MHz [centered st 2422 MHz)  [USA, Europe, Japan] [centered at 2457 MHz) (US4, Eurape, Japan)
4= 24162438 MHz  (centered at 2427 MH2) (US4, Europs, Japan) [centered at 2462 MHz) (US4, Ewope, Japan)
[ I
[ I
[ )

w

U5k, Europe, Japan)

5=2421 2443 MHz  [centered ot 2432 MHz) (US4, Europe, Japan) 12= 24552478 MHz  [centered ot 2467 MHz)  [Europe, Japan)
6=2426-2448 MHz  [centered st 2437 MHz)  [USA, Europe, Japan] 13= 24612433 MHz  [centered at 2472 MHz)  [Eurape, Japan)
724312453 MHz [centered st 2442 MHz)  [USA, Europe, Japan] 14=24732495 MHz  [centered at 2484 MHZ)  [Japan)

The row labels for 802,11 channels 1-13 are placed at the center frequency of each channel.
The row label for 802,11 channel 14 is in parentheses because that channel's center frequency is above the top of the araph.

Figure 86. 2.4 GHz information windows

4.4.2.9.4 Bluetooth slot markers

When zoomed in far enough Bluetooth slot markers appear in the 2.4 GHz timeline. A Bluetooth slot is 625 us
wide.

Vissapet Pachst mem
—

15,47 Mgmd 15400) Cut 15,451 Datn

Figure 87. Vertical blue lines are Bluetooth slot markers

4.4.2.9.5 Zooming
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There are various ways to zoom:

1.
2.

Drag one of the sides of the Throughput Graph viewport.
Select a zoom preset from the Zoom or right-click menus.
Select the Zoom In or Zoom Out button or menu item.

Turn the mouse wheel in the Timelines or the Zoomed Throughput Graph while the zoom cursor
is selected. The action is the same as selecting the Zoom In and Zoom Out buttons and menu
items except that the time point at the mouse pointer is kept in place if possible.

Select the Zoom to Data Point Packet Range menu item, which zooms to the packet range
shown in the most recently displayed tool tip.

Select the Zoom to Selected Packet Range menu item, which zooms to the selected packet range
as indicated in the Selected Packets text in the timeline header.

Select the Custom Zoom menu item. This is the zoom level from the most recent drag of a view-
port side, selection of Zoom to Data Point Packet Range, or selection of Zoom to Selected
Packet.

The zoom buttons and tools step through the zoom presets and custom zoom, where the custom zoom is logic-
ally inserted in value order into the zoom preset list for this purpose.

4.4.2.9.6 Discontinuities

A discontinuity is when the timestamp going from one packet to the next either goes backward by any amount
or forward by more than 4.01 s (this value is used because the largest possible connection interval in Bluetooth
low energy is 4.0 s). A discontinuity is drawn as a vertical cross-hatched area one Bluetooth slot (625 ps) in
width. A discontinuity for a timestamp going backward is called a negative discontinuity and is shown in red. A
discontinuity for a timestamp going forward by more than 4.01 s is called a positive discontinuity and is shown
in black. A positive discontinuity is a cosmetic nicety to avoid lots of empty space. A negative discontinuity is an

error.

Fange (3 Paskein) (3,47 |
—

Figure 88. A negative discontinuity
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Wirnpt Pkt Rangs (1 Patkotss e |

) mom dred) 24 B ds

Figure 89. A positive discontinuity

When there are one or more discontinuities the actual time encompassed by the visible timeline differs from
the zoom level duration that would apply in the absence of any discontinuities. The actual time, referred to as
absolute time, is shown followed by “(abs)”. The zoom level duration, referred to as relative time, is shown fol-
lowed by “(rel)”. When there are no discontinuities, relative and absolute time are the same and a single value
is shown.

Selected Packets: 477 - 478 Gap: 7199584 = Timestamp Defta: 720011 = Span: 7.20

Figure 90. Timeline header with discontinuity

15.625 ms (rel) 7.21484 s {abs)

Figure 91. Timeline duration footer with discontinuity

For example, the timeline above has a zoom level duration of 15.625 ms (the relative time shown in the
footer). But the discontinuity graphic consumes the width of a Bluetooth slot (625 ps), and that area is 7.19984
s of absolute time as shown by the Gap value in the header. So the absolute time is 7.21484 s:

Zoom level duration — Bluetooth slot duration + Gap duration =
15.625 ms - 625 s + 7.19984 s =

0.015625 s—0.000625 s + 7.199840 s =

0.015000 s + 7.199840 s =

7.214840s =

7.21484 s

4.4.2.9.7 High-Speed Bluetooth

High-speed Bluetooth packets, where Bluetooth content hitches a ride on 802.11 packets, have a blue fre-
qguency range box instead of orange as with regular 802.11 packets (both are shown below), and the tool tip has
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two colors, orange for 802.11 layers and blue for Bluetooth layers.

| i1 Parboning

= — —
WS CT5 | 0% Dats. | s Dals AOH | Gt Du e WL 75 GefDus AN ot Dotn X o Datn =

Packet 1000 Hah Sgend Bl [Whariootbh ove B0 11]] - Daia - QoS Daba)
VIR0 10 30 10 SITTL Ak Eaprww Trmeang]
VELR01011) 30 1) S5 A Ercie Timestamed
Facko Timmstamp: 17170000 1200 00 (00000 AN
Eramon 130

Tk Dtta

Sutie G Dars
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Daks Plate: %4 QMBS

Crarv Ty B2 119

Fapkoad Lor 1060 byies

Senrim Adieus Q16 T Eacke 88 [54)
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Prteel 0 LI0AF AL Dale
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Figure 92. High-speed Bluetooth packets have a blue frequency box and a two-tone tool tip

4.5 Data/Audio Extraction

You use Data/Audio Extraction to pull out data from various decoded Bluetooth protocols. Once you have
extracted the data, you can save them into different file types, such as text files, graphic files, email files, .mp3
files, and more. Then you can examine the specific files information individually.

1. You access this dialog by selecting Extract Data/Audio from the View menu or by clicking on the icon

from the toolbar

Data/Audio Extraction Settings @
Select:
[V]420P [¥] Dpen File(s) &fter Extraction
::DPM SC0425C0 Dptions
BFF ‘white Streams as...
FTP () Twa Mano Files
HCRP @ One Stereo File
HF
|| Corwert &-Law ar p-law ta Linear
[¥IHS [F] Convert A-Law and p-law to Linear PCM
EISFF: CWSD iz always converted
llence packets
WIPBAP [] &dd il .
SCO/eSCO
SPP
[V]'wBS

E stract

Figure 93. Data/Audio Extraction Settings dialog

2. Choose a checkbox(es) on the left side of the dialog to identify from which profile(s) you want to
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extract data.
It's important to note that if there is no data for the profile(s) you select, no extracted file is created.

If you want the file(s) to open automatically after they are extracted, select the Open File(s) After
Extraction checkbox.

Note: This does not work for SCO/eSCO.
F

Click on a radio button to write the streams as Two Mono Files or as One Stereo File.

Note: This option is for SCO/eSCO only.
s

. Select the checkbox if you want to convert A-Law and p-law to Linear PCM.
CVSD are always converted to Linear PCM. It's probably a good idea to convert to Linear PCM since
more media players accept this format.

Note: This optionis for SCO/eSCO only.
Fa

. Select the Add Silence packets to insert the silence packets (dummy packets) for the reserved
empty slots into the extracted file. If this option is not selected, the audio packets are extracted
without inserting the silence packets for the reserved empty slots.

Note: This option is for SCO/eSCO only.

s
. Select Extract.
Save As E@
A Save As dialog appears. Savein: | 3 AP ¥ ©F o
(% aFH Change(Cha) frin
The application will assign a file name and H;:’N g::;:m-dc

file type for each profile you select in Step 1 -
above. The file type varies depending on the U
original profile. A separate file for each pro- pesee
file will be created, but only for those pro-

Y/
files with available data. My Doclestve
. ] vl
. Select a location for the file. -
Click Save. i,_é Fak name -
My Metwork | Fil types ane determined aulomatically fiom the extracted data

The Data Extraction Status and Audio

Extraction Status dialogs appear. When the
process is complete the dialogs display what
files have been created and where they are located.
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ﬂﬁ“ Extraction Shllm BipBppFtpOppProfiles. l:fa

Audio Extraction Status - BipBppFipOppProfile...

Bipp dala sxdraction staited S
Fie C:\Documents and Selfing:\tab\Desklophata extractionnf| Fie Type: One Steseo Fis

Bpp dala exdrachion frushed Pmtwmwsmwwwm
Fip dala extiackon staited J Flenams | Stabz  Fom#  Ouput
Fie: \Documents and Settingstab\D eskiop'data exdracton\fAl

Fip daty extraction finished

Fip data edraction stabed
Fie \Documents and S eftmgshtab\Desklophdata extraction\l
Fip data exdraction frushed 1
Fip data exraction stamsd

Fie \Documents and Seftingshtab'\D eskiophdata extrachon’ g Processing Frame: 540 (100%])

Fip data extraction frashed

Mo OPF data found bo extiact

' C\Documants and Sallings\tabiD asklophdals edraction BipB ppF tpDppProfss BPPY1) Unknown

Fename fo

Processng Frame: Done (R NRRRRARRRRRANRRNNNNORNNNRNNNRNNONANN]

Figure 94. Data and Audio Extraction Status
If you selected Open Files(s) After Extraction, the files open automatically.
10. Ifyou did not select this option, you can open a file by simply double-clicking on the name.

Also, if a file type is unknown, you can select the file and it appears in the Rename to: text box.

Data Extraction Staius - BipBppFipOppPrefiles.cla

B data estraction started =]
File C:\Documert: and 5 ettingz\isb\Dekiop\dsia extraction\BipE ppRipOppPioflesBIPI2) ip it Dpened
Bip data eetraction finished

seLrmenks and Sethr

Processing Frome: Do [ NNNNANNNNNANNAANNANNRARARRARRRRRRRRRE]

Figure 95. Rename To in the bottom section of Data Extraction Status
Then you can rename the file, adding a file type to attempt to open the file.

When you are finished, select Close to close the dialogs.
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4.6 Statistics
4.6.1 Statistics Window

Note: This information applies when running FTS4BT in any of the following modes OR
F i when viewing a capture file created using any of these modes:

« High Speed Serial HCI
« High Speed UART (HSU)
« USBHCI

The Statistics window supplies basic information about the data on the network. When reviewing a capture file,
the Statistics window shows a summary of the data in the file.

To open the Statistics window, click the Statistics icon H] on the Control window toolbar, or choose Stat-
istics from the View menu on the Control window.

The analyzer monitors the network and collects statistics all the time, even when data is not actively being cap-

(Fa
tured. Activate the Lock icon rﬁ to stop the window from updating. Click the Unlock icon 1 again to
resume updating. The analyzer continues to monitor network traffic while the Statistics window is locked, so
you may see the numbers jump right after updating has resumed, reflecting all the statistics that were gathered
while the window was locked.

4.6.2 Session, Resettable and Capture File Tabs

The Session and Resettable tabs are parts of the Statistics window.

¥ Note: This information applies when running FTS4BT in any of the following modes or when

r viewing a capture file created using any of these modes:

o High Speed Serial HCI
« High Speed UART (HSU)
o USB HCI

Information about all data collected since the analyzer was started is shown in the Session tab. The Session
tab cannot be reset; in this sense, it is like the odometer on a car. The odometer on a car shows you all the
miles driven since the car was built, and the Session tab shows you all the data collected since the analyzer was
started.

If you think of the Session tab as the odometer, then the Resettable tab is the trip odometer. It can be reset,
and allows you to record statistics for a new "trip". In this way you can effectively start a new session without
having to restart the analyzer.

The Capture File tab shows information on the data that is currently in the capture.

Occasionally some of the statistics read n/a, for Not Available. This happens for various reasons. For example,
many of the items on the Capture File tab become not available (n/a) if the buffer becomes full and wraps.
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When this happens, the analyzer can no longer provide accurate statistics for the data in the file, because some
of the data that the statistics are based on has been lost.

4.6.3 Copying Statistics To The Clipboard

: Note: This information applies when running FTS4BT in any of the following modes or when
viewing a capture file created using any of these modes:

o High Speed Serial HCI
o High Speed UART (HSU)
« USB HCI
To copy the information from an individual table to the clipboard (where it can be pasted into any application),
1. Choose the name of the table from the Edit menu.

2. To copy the contents of all the tables, choose Copy All to Clipboard.

4.6.4 802.11 Error Statistics

The Wi-Fi Error Statistics window appears

W | e U =19

when you select the window from the Total W E S——
. . . o Ermors

icon in the Control window toolbar or the BErors 1991 6%
Frame Display toolbar.. The dialog is view
only; there is no user interaction possible.

The window displays the percentage of pack-
ets with and without errors in a pie chart and
in a table.

1 I Bemec 1 acer RS

4.6.5 Graphs
4.6.5.1 Statistics Graphs

Open the Statistics window and click on the picture of a graph EI on the table header, or choose the graph
name from the Graph menu on the Statistics window.

The Frame Sizes Graph window has Session, Resettable and Buffer tabs that correspond to the tabs on the
Statistics window. Each tab shows the data that corresponds to the appropriate tab on the Statistics window.

The Frame Sizes Graph window displays the number of frames of each length in either a pie chart or bar

@ ul

graph format. Click the Pie icon to display a pie chart, and click the Bar icon to display a bar graph.
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For networks with more than one side, the analyzer displays one graph for each side. To view the aggregate of
all sides, click the Aggregate icon % .
4.6.5.2 Printing Graphs

Click the Print icon % to print the graph. The analyzer prints exactly what is shown on the window.
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Chapter 5: Navigating and Searching the Data

The following sections describe how to navigate through the data and how to find specific data or packet con-
ditions of interest to the user.

5.1 Find

Capturing and decoding data within the Com Probe” analyzer produces a wealth of information for analysis. This
mass of information by itself, however, is just that, a mass of information. There has to be ways to manage the
information. ComProbe software provides a number of different methods for making the data more access-
ible. One of these methods is Find.

Decode| Patten | Teee | GoTo | Special Events | Bookmark

Search fea R

Morth Y

Dy Hous Minide Second 11 D000 Secords

Go o the mestamp

On of before the speciied bme
O o slber s spascifingd tme

Figure 96. Find Diaglog

Find, as the name suggests, is a comprehensive search function that allows users to search for strings or pat-
ternsin the data or in the frame decode. You can search for errors, control signal changes, bookmarks, special
events, time, and more. Once the information is located, you can easily move to every instance of the Find res-
ults.

5.1.1 Searching within Decodes

Searching within decodes lets you to do a string search on the data in the Decode Pane of the Frame Display
window.

To access the search within decodes function:
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1. Open a capture file to search.

2. Open the Event Display ﬁ or Frame Display E window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.
4. Click on the Decode tab of the Find dialog.

: Note: The tabs displayed on the Find dialog depend on the product you are running and the con-
tent of the capture file you are viewing.

Decode | Patterri| Time | Go To | Special Everts | Bockmark

(%) Search For Sting In Decode [ 1grces cazss

o Fird Pravvicass
() Seanch Foe Al Enore -
) Search Fee Frams Entél]m
() Seanch Foe Infcemation Frames

Figure 97. Find Decode Tab Search for String

Decode | Patteiry | Tiew | Go To| Specisl Events | Signal | Emor | Boc # *

(%) Swarch For Sting In Decods [Dignece case
-
) Seasch For A0 Emors

) Seaech For Frame Enoes Only
(T} Search For Infomeation Frames

Sade Restnction

(=) Seach without 1egard to data coigin
(D) Semch only these sides:

[#IDTE

[FlOCE

Figure 98. Find Decode Tab Side Restriction

There are several options for error searching on the Decoder tab.

109



fcontline

Debug Communications Faster™

« Search For String in Decoder allows you to enter a string in the text box. You can use characters, hex_
or binary digits, wildcards or a combination of any of the formats when entering your string. Every time
you type in a search string, the analyzer saves the search. The next time you open Find, the drop-down
list will contain your search parameters.

« Search for All Errors finds frame errors as well as frames with byte-level errors (such as parity or CRC
e1Tors).

« Search for Frame Errors Only finds frame specific errors, such as frame check errors.
« Search for Information Frame only searches information frames.

1. Enter the search string.

2. Check Ignore Case to do a case-insensitive search.

3. When you have specified the time interval you want to use, click on the Find Next or Find Pre-
vious buttons to start the search from the current event.

The result of the search is displayed in the Decode pane in Frame Display.

Side Restrictions - Side Restriction means that the analyzer

looks for a pattern coming wholly from the DTE or DCE side. If

=13

=4 Event Digplay

you choose to search without regard for data origin, the analyzer Fle Edt View Formst Optiors ‘Window Help
looks for a pattern coming from one or both sides. For example, a &E ﬁ 52 a#@ A % g
if you choose to search for the pattern ABC and you choose to Event Hurber | ASCI -
search without regard for data origin, the analyzer finds all three CAEI-C EEE
instances of ABC shown here.

The first pattern, with the A and the C coming from the DTE Evork 16 1o 42 of 6,425 (27 everis) ¥
device and the B coming from the DCE is a good example of how IME Dulta CRC DTE | CRC DCE
using a side restriction differs from searching without regard to - b Timestamp == | == Mo Timestamp = %c 35

data origin. While searching without regard for data origin finds JFor Help press F1

all three patterns, searching using a side restriction never finds
the first pattern, because it does not come wholly from one side
or the other.

=1 Event Display E] @EJ

Fle Edt View Format Options Window Help
A CHEBS2 Al L 4% B

Ewert Mumbes | ] A
DTE
B BC DCE

W

If you choose to search for the pattern ABC, and you restrict the
search to just the DTE side, the analyzer finds the following pat-
tern:

In this example, the analyzer finds only the second pattern (high-
lighted above) because we restricted the search to just the DTE
side. The first pattern doesn't qualify because it is split between
the DTE and DCE sides, and the third pattern, though whole,
comes from just the DCE side.

Event 16 to 42 of 6,425 (27 events)
Lt ] Dea CRCDTE ORC DCE
-- Mo Timestamp — | -- No Tieestamg -- 9 35

JFor Help Fress Fl

If we choose both the DTE and the DCE sides in the above
example, then the analyzer finds the second pattern followed by
the third pattern, but not the first pattern. This is because each
side has one instance in which the whole pattern can be found.
The analyzer completely searches the DTE side first, followed by the DCE side.

¥ Note: Side Restriction is available for pattern and error searching.
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1. Select one of the two options.
2. Select DTE, DCE, or both.

3. When you made your selections, click on the Find Next or Find Previous buttons to start the
search from the current event.

The result of the search is displayed in the Decode pane in Frame Display.

5.1.2 Searching by Pattern

Search by Pattern lets you perform a traditional string search. You can combine any of the formats when enter-
ing your string, and your search can include wildcards.

To access the search by pattern function:

1. Open a capture file to search.

2. Open the Event Display ﬁ@ or Frame Display @ window.
3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

4. Click on the Pattern tab of the Find dialog.

¥ Note: The tabs displayed on the Find dialog depend on the product you are running and the con-
. d tent of the capture file you are viewing.

% Find L BX]
Decode| Pattemn | Time | GoTo| Special Events | Bookmark
Patter: v
Enter: Hex valuas as $xx [ignore case Find Previous
Binaty values as &bbbbbbbb
Control characters as “c =

? malches any byte, or hex of binary digit
To enter $&772 or \, prefix with character \

Figure 99. Find Pattern Tab
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Decods | Patem | Time | GoTo | SpecialEvenis | Signal | Ewce | Boc € *

e .
Erler:  Hex values a3 $oo L] lgrioee case

Emi{ wahues 83 Ebbbbbbbb
ontiol chatacles at "¢
7 mahches any bete, o hex or binany digit
To enber $577 o ', prefos wath chasactes |
S Rastnchon
(3) Smarch without regard to dats ongin
(2 Seach only thase sider [ DTE
[¥]DCE

Figure 100. Find Pattern Tab Side Restrictions

Pattern allows you to enter a string in the text box. You can use characters, hex or binary digits, control char-
acters, wildcards or a combination of any of the formats when entering your string. Every time you type in a
search string, the ComProbe analyzer saves the search. The next time you open Find, the drop-down list will
contain your search parameters.

1. Enter the search pattern.
2. Check Ignore Case to do a case-insensitive search.

3. When you have specified the pattern you want to use, click on the Find Next or Find Previous
buttons to start the search from the current event.

The result of the search is displayed in the in Frame Display and Event Display.

Refer to Searching by Decode on page 108 for information on Side Restrictions

5.1.3 Searching by Time

Searching with Time allows you search on timestamps on the data in Frame Display and Event Display win-
dow.

To access the search by time function:

1. Open a capture file to search.

2. Open the Event Display p or Frame Display EI window.
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¥ Note: The tabs displayed on the Find dialog depend on the product you are running and the con-
»F tent of the capture file you are viewing.

Decode | Pattem | Time

() Relative
Monith
Aasgurt w
Dy Houws

a @in =

G oyt birvee:stang

GoTo Speci Everd: | Bookmak

beree shsergp
iz
2007 w
Mt Second 1.1 000000 Second:
n A (s aljaom A

'f_:,fl O or beedoes the specimd tme
) Orior after the specified tme

Figure 101. Find by Time tab

The analyzer can search by time in several different ways.

Search for Absolute/Relative timestamp.

o Absolute - An absolute timestamp search means that the analyzer searches for an event at the exact date
and time specified. If no event is found at that time, the analyzer goes to the nearest event either before
or after the selected time, based on the "Go to the timestamp" selection.

« Relative - A relative search means that the analyzer begins searching from whatever event you are cur-

rently on, and search for the next event a

1. Select Absolute or Relative

specific amount of time away.

2. Select the date and time using the drop-down lists for Month, Year, Day, Hour, Minute, Second,

1/10000000.

Y.
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3. When you have specified the time interval you want to use, click on the Go To, Move Forward or
Move Backward buttons to start the search from the current event.

Note: When you select Absolute as Search for, Go To is available. When you
P select Relative as Search for, Move Forward or Move Backwardis available.

Go to the timestamp: On or before/ On or after

The analyzer searches for an event that matches the time specified. If no event is found at the time specified,
the analyzer goes to the nearest event either before or after the specified time. Choose whether to have the
analyzer go to the nearest event before the specified time or after the specified time by clicking the appro-
priate radio button in the Go to the timestamp box.

If you are searching forward in the buffer, you usually want to choose the On or After option. If you choose the
On or Before option, it may be that the analyzer finishes the search and not move from the current byte, if that
byte happens to be the closest match.

When you select Absolute as Search for, the radio buttons are On or before the specified time or On or after
the specified time. When you select Relative as Search for, the radio buttons are On or before the specified
time relative to the first selected item or On or after the specified time relative to the last selected item.

1. Select On or before the specified time or On or after the specified time.

2. When you have specified the time interval you want to use, click on the Go To, Move Forward or
Move Backward buttons to start the search from the current event.

When you select Absolute as Search for, Go To is available. When you select Relative as Search
for, Move Forward or Move Backwardis available.

There are a couple of other concepts to understand in respect to searching with timestamps.

o The analyzer skips some special events that do not have timestamps, such as frame markers. Data events
that do not have timestamps because timestamping was turned off either before or during capture are also
skipped.

o Timestamping can be turned on and off while data is being captured. As a result, the capture buffer may
have some data with a timestamp, and some data without. When doing a search by timestamp, the ana-
lyzer ignores all data without a timestamp.

o The raw timestamp value is the number of 100-nanosecond intervals since the beginning of January 1,
1601. This is standard Windows time.

5.1.4 Using Go To

Searching with Go To allows you to go to a particular frame or event, or to move through the data X number of
events or frames at a time. You can move either forward or backwards through the data.

To access the Go To function:
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. Open a capture file to search.

. Open the Event Display p or Frame Display @ window.

Click on the Find icon ﬂﬂ or choose Find from the Edit menu.

Click on the Go To tab of the Find dialog.

The system displays the Find dialog with the Go To tab selected.

¥ Note: The tabs displayed on the Find dialog depend on the product you are running and the

=

¥

content of the capture file you are viewing.

Decods | Patteen| Tene | G0 To | Specisl Events | Bockemark

% Frame Number 1 [Move Ecmard]
() Dt Event Humber
() Al Everts Hussber

'R} tep

Figure 102. Find Go To tab

To go to a particular frame :

1.

N

5.

Select the Frame Number radio button

Type the frame number in the box.

. Click the Go To button.

To move forward or backward a set number of frames, type in the number of frames you want to
move

Then click the Move Forward or Move Back button.

To go to a particular event :

1.
2.

3.

Select the Data Event Number or All Events Number radio button.
Type the number of the event in the box.

Click the Go To button.
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4. To move forward or backwards through the data, type in the number of events that you want to
move each time.

5. Then click on the Move Forward or Move Backward button.

6. For example, to move forward 10 events, type the number 10 in the box, and then click on Move
Forward. Each time you click on Move Forward, Frontline moves forward 10 events.

See Event Numbering for why the Data Event Number and All Events Number may be different. As a general

rule, if you have the Show All Events icon = depressed on the Event Display window or Frame Display
Event pane, choose All Events Number. If the Show All Events button is up, choose Data Event Number.

5.1.5 Searching for Special Events

Frontline inserts or marks events other than data bytes in the data stream. For example, the analyzer inserts
start-of-frame and end-of-frame markers into framed data, marking where each frame begins and ends. If a
hardware error occurs, the analyzer shows this using a special event marker. You can use Find to locate single
or multiple special events.

To access the search for special events function:

1. Open a capture file to search.

2. Open the Event Display p or Frame Display @ window.
3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.
4. Click on the Special Events tab of the Find dialog.

¥ Note: The tabs displayed on the Find dialog depend on the product you are running
A and the content of the capture file you are viewing.
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Figure 103. Find Special Events tab

5. Check the event or events you want to look for in the list of special events. Use Check All or
Uncheck All buttons to make your selections more efficient.

6. Click Find Next and Find Previous to move to the next instance of the event.

Not all special events are relevant to all types of data. For example, control signal changes are relevant only to
serial data and not to Ethernet data.

For a list of all special events and their meanings, see List of All Event Symbols on page 53.

5.1.6 Searching by Signal

Searching with Signal allows you to search for changes in control signal states for one or more control signals.
You can also search for a specific state involving one or more control signals, with the option to ignore those
control signals whose states you don’t care about.

The analyzer takes the current selected byte as its initial condition when running searches that rely on finding
events where control signals changed.

To access the search by time function:

1. Open a capture file to search.

2. Open the Event Display p or Frame Display EI window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.
4. Click on the Signal tab of the Find dialog.
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Figure 104. Find Signal tab.
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" Note: The tabs displayed on the Find dialog depend on the product you are running and the con-
tent of the capture file you are viewing.
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You will choose one qualifier—Searching for event where, then choose one or more control signals

Control Signals

The section with the check boxes allows you to specify which control signals the analyzer should pay attention
to when doing the search. The analyzer pays attention to any control signal with a check mark.

o Click on a box to place a check mark next to a control signal

o Click again to uncheck the box

o By default, the analyzer searches all control signals, which means all boxes start out checked.

For example, if you are only interested in finding changes in RTS and CTS, you would check those two boxes
and uncheck all the other boxes. This tells the analyzer to look only at the RTS and CTS lines when running

the search. The other signals are ignored.
The control signals types include:
USB -Pin1

USB - Pin2

USB-Pin3

USB -Pin4

or
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o RS232-Request to Send (RTS)

o RS232-Clearto Send (CTS)

o RS232-Data Set Ready (DSR)

o RS232-Data Terminal Ready (DTR)
o RS232 - Carrier Detect (CD)

« RS232-Ring Indicator (RI).

Click here to learn more about the Breakout Box and Pins 1 - 4.

Searching for event where:

o The first three options are all fairly similar, and are described together. These options are searching for an
event where:

o One or more control signals changed
o One or more control signals changed from off to on
o One or more control signals changed from on to off

o Searching for an event where one or more signals changed means that the analyzer looks at every control
signal that you checked, and see if any one of those signals changed state at any time.

o If you want to look at just one control signal:
m  Check the box for the signal.
m Uncheck all the other boxes.
m Choose to search for an event where one or more signals changed.

m The analyzer notes the state of the selected signal at the point in the buffer where the cursor is,
search the buffer, and stop when it finds an event where RTS changed state.

m If the end of the buffer is reached before an event is found, the analyzer tells you that no matches
were found.

o Searching for events where control signals changed state from off to on, or vice versa, is most useful if the
signals are usually in one state, and you want to search for occasions where they changed state.

For example:

o If DTR is supposed to be on all the time but you suspect that DTR is being dropped

o Tell the analyzer to look only at DTR by checking the DTR box and unchecking the others
o Do a search for where one or more control signals changed from on to off.

o The analyzer would search the DTR signal and stop at the first event where DTR dropped from on to
off.

o Searching for an Exact State
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To search for an exact state means that the analyzer finds events that match exactly the state of the control
signals that you specify.

o First, choose to search for an event where your choices exactly describe the state.

o This changes the normal check boxes to a series of radio buttons labeled On, Off and Don’t Care for
each control signal.

o Choose which state you want each control signal to be in.
o Choose Don’t Care to have the analyzer ignore the state of a control signal.

o When you click Find Next, the analyzer searches for an event that exactly matches the conditions
selected, beginning from the currently selected event.

o If the end of the buffer is reached before a match is found, the analyzer asks you if you want to con-
tinue searching from the beginning.

o If you want to be sure to search the entire buffer, place your cursor on the first event in the buffer.
o Select one of the four radio buttons to choose the condition that must be met in the search
o Select one or more of the checkboxes for Pin 1, 2, 3, or 4.

o Or, Select one or more of the checkboxes for Request to Send (RTS), Clear to Send (CTS), Data Set
Ready (DSR), Data Terminal Ready (DTR), Carrier Detect (CD), and Ring Indicator (RI).

o Click Find Next to locate the next occurrence of the search criteria or Find Previous to locate an
earlier occurrence of the search criteria.

5.1.7 Searching for Data Errors

The analyzer can search for several types of data errors. Searching for data error sallows you to choose which
errors you want to search for and whether to search the DTE or DCE data or both. Bytes with errors are shown
in red in the Event Display window, making it easy to find errors visually when looking through the data.

To access the search by time function:

1. Open a capture file to search.

2. Open the Event Display ﬁD or Frame Display @ window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.
4. Click on the Errors tab of the Find dialog.

¥ Note: The tabs displayed on the Find dialog depend on the product you are running and the con-
tent of the capture file you are viewing.
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& Find - BPASO0.cfa =B X |
| Decode ! Pattern E Time E GaTo E Special Eventsi Error ! Bookmark|
Search for event where: 3
@ One or more of these changed

& —, This exactly
: Orne or more of these occumed e
(71 One or more of these wasz off

Side Restriction

[¥] Rezervedl

 Search without regard to
~ data arigin

@ Search only these sides:

7] Slave
[7] Master

Figure 106. Find Error tab.
Searching for event where

The first three options are all fairly similar, and are described together. These options are searching for an
event where:

« one or more error conditions changed

« one or more error conditions occurred

« one or more error conditions were off (i.e. no errors occurred)
Selecting Which Errors to Search

The section with the check boxes allows you to choose which errors the analyzer should look for. Click on a
box to check or un-check it.

If you want to search only for overrun errors
o check the box if shown
o un-check the other boxes.
To search for all types of errors
o check all boxes
The most common search is looking for a few scattered errors in otherwise clean data.
To do this type of search:
« choose to Search for an event where one or more error conditions occurred
o choose which errors to look for

o By default, the analyzer looks for all types of errors.
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In contrast, searching for an event where one or more error conditions were off means that the analyzer looks
for an event where the errors were not present.

For example, if you have data that is full of framing errors, and you know that somewhere in your 20 megabyte
capture file the framing got straightened out, you could choose to search for an event where one or more
error conditions were off, and choose to search only for framing. The analyzer searches the file, and finds the
point at which framing errors stopped occurring.

Searching for an event where the error conditions changed means that the analyzer searches the data and stop
at every point where the error condition changed from on to off, or off to on.

For example, if you have data where sometimes the framing is wrong and sometimes right, you would choose
to search framing errors where the error condition changed. This first takes you to the point where the framing
errors stopped occurring. When you click Find Next, the analyzer stops at the point when the errors began
occurring again. Clicking Find Previous will search backwards from the current postion.

The analyzer takes the current selected byte as its initial condition when running searches that rely on finding
events where error conditions changed. The analyzer searches until it finds an event where error conditions
changed or it reaches the end of the buffer, at which point the analyzer tells you that there are no more events
found in the buffer. If you are searching for an exact match, the analyzer asks you if you want to continue
searching from the beginning of the buffer.

Searching for Exact Error Conditions

To search.for an exact state means that the () Find - BPASOD.Cla =& %
analyzer finds events that exactly match i
the error conditions that you specify. | Decode I Pattern I Time I GoTo I Special Evenlsl Error | Bu:u:ukrnarkl
o Select the This exactly describes the sl liey @l il -
state radio button y 1 One or more of theze changed ool . ‘MJ
. 15 eXacy T
_) One or mare of these occured (@ describes the state: | Find Previous
. ) One or more of these was off
o This changes the normal check boxes e
. . . elp
to a series of radio buttons labeled |On | Off Dot Care
On, Off and Don’t Care for each error. Reserved] o @ (@ Side Restriction
Search without regard to

= data origi
o On means that the error occurred S .
@ Search only these sides:
o Off means that the error did not [[5lave

occur [ Master

o Don’t Care means that the ana-
lyzer ignores that error condition.

o Select the appropriate state for each type of error.
Example:

If you need to find an event where just an overrun error occurred, but not any other type of error, you would
choose overrun error to be On, and set all other errors to Off. This causes the analyzer to look for an event
where only an overrun error occurred.

If you want to look for events where overrun errors occurred, and other errors may have also occurred but it
really doesn’t matter if they did or not, choose overrun to be On, and set the others to Don’t Care. The analyzer
ignores any other type of error, and find events where overrun errors occurred.

To find the next error, click the Find Next button. To find an error that occurred earlier in the buffer to where
you are, click the Find Previous button.
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5.1.8 Find - Bookmarks

Searching with Bookmarks allows you search on specific bookmarks on the data in Frame Display and Event

Display window. Bookmarks are notes/reminders of interest that you attach to the data so they can be
accessed later.

To access the search for bookmarks

1. Open a capture file to search.

2. Open the Event Display P or Frame Display EI window.

3. Click on the Find icon ﬂﬂ or choose Find from the Edit menu.
4. Click on the Bookmarks tab of the Find dialog.

Note: The tabs displayed on the Find dialog depend on the product you are running and the content of the cap-
ture file you are viewing.

% Find - Ethernet Sniffer
Decode | Patbem | Time | GoTo | Specisl Events | Bookmaik

Frame! 4 - Bock #44. First eor 12/6/2010 11:25.45.1 5062;

Framed 105 - Sowce is mconect 12/6/2010 11: 2556 72537
Frame$ 109 - The bvestamp seems 10 be off on this lrame 12

Mowe Back

]
&

Figure 107. Find Bookmark tab.

There are several ways to locate bookmarks.
« Select the bookmark you want to move to and click the Go To button.
o Simply double-click on the bookmark.

o Click the Move Forward and Move Back buttons to move through the frames to the bookmarks shown
in the window. When the bookmark is found it is highlighted in the window.

There are three ways to modify bookmarks:
1. Click on Delete to remove the selected bookmark.
2. Click on Modify... to change the selected Bookmark name.

3. Remove All will delete all bookmarks in the window.
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The Find window Bookmark tab will also appear when using functions other than Find such as when clicking
on the Display All Bookmarks *icon.

5.1.9 Changing Where the Search Lands

When doing a search in the analyzer, the byte or bytes matching the search criteria are highlighted in the Event
Display. The first selected byte appears on the third line of the display.

[CVEventDisplay] To change the line on which the first selected byte appears:

SelectionbDffset=2

1. Open fts.ini (located in the C:\User\Public\Public Documents\Frontline
Test Equipment\)

2. Go to the [CVEventDisplay] section
3. Change the value for SelectionOffset.

4. If you want the selection to land on the top line of the display, change the SelectionOffset to 0
(zero).

5.1.10 Subtleties of Timestamp Searching

Timestamping can be turned on and off while data is being captured. As a result, the capture buffer may have
some data with a timestamp, and some data without. When doing a search by timestamp, the analyzer ignores
all data without a timestamp.

¥ Note: The raw timestamp value is the number of 100-nanosecond intervals since the beginning
. of January 1, 1601. This is standard Windows time.

5.2 Bookmarks

Bookmarks are electronic sticky notes that you attach to frames of interest so they can be easily found later. In
Frame Display bookmarked frames appear with a magenta triangle icon next to them.

B... Framal Corernand Eroe Coda ~ FID MID FiD Sourca TID il Fra.. Dleka Tirnestamp e
1 [ 12872001125
2 168 0000000, T2/S200011:25

> E3 124 0000003 12R720011:25
1 1] 000000, 12520101125

Figure 108. Bookmarked Frame (3) in the Frame Display

00 00 00 00 00  Inthe Event Display bookmarks appear as a dashed line around the start of frame
21 M IRI00 15 marker.
00 4500 00 47

- - P N ]

Bookmarks are easy to create and maintain, and are a very valuable tool for data ana-

lysis. When you create or modify a bookmark, you have up to 84 characters to explain a
problem, leave yourself a reminder, leave someone else a reminder, etc. Once you create a bookmark it will
be saved with the rest of the data in the .cfa file. When you open a .cfa file, the bookmarks are available to you.
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Once you have created a bookmark, you can use the Find function or other navigation methods to locate and
move among them.

5.2.1 Adding, Modifying or Deleting a Bookmark
You can add, modify, or delete a bookmarks from Frame Display and Event Display
Add:
1. Select the frame or event you want to bookmark.
2. There are three ways to access the Add Bookmark dialog.
a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and
Event Display,
b. Select the Add or Modify Bookmark u icon on one of the toolbars, or
c. Right-click on the frame/event and choosing Add Bookmark....
3. In the dialog box, add a comment (up to 84 characters) in the text box to identify the bookmark.
4. Click OK.

Once you create a bookmark it will be saved with the rest of the data in the .cfa file. When you open a .cfafile,
the bookmarks are available to you.

Modify

1. Select the frame or event with the bookmark to be edited.

2. There are three ways to access the Add/Modfy Bookmark dialog.
a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and

Event Display'

b. Select the Add or Modify Bookmark u icon on one of the toolbars, or
c. Right-click on the frame/event and choosing Modify Bookmark... on the selection.

3. Change the comment in the dialog box

4. Click OK. The edited bookmark will be saved as a part of the .cfa file.

5. You can also select Display All Bookmarks u from the Frame Display and Event Display tool-
bar or the Bookmarks menu. the Find window will open on the Bookmark tab. Select the book-

mark you want to modify and click the Modify... button. Change the comment in the dialog box,
and click OK.

Delete
1. Select the frame or event with the bookmark to be deleted.

2. There are three ways to access the Add/Modfy Bookmark dialog.
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a. Select Add or Modify Bookmark from the Bookmarks menu on the Frame Display and
Event Display,

b. Select the Add or Modify Bookmark En icon on one of the toolbars, or

c. Right-click on the frame/event and choosing Modify Bookmark... on the selection.

Click on the Delete button. The bookmark will be deleted.

You can also select Display All Bookmarks u from the Frame Display and Event Display tool-
bar or the Bookmarks menu. the Find window will open on the Bookmark tab. Select the book-
mark you want to delete and click the Delete button.

5.2.2 Displaying All and Moving Between Bookmarks

There are three ways to move between bookmarks.

1.
2.

Press the F2 key to move to the next frame or event with a bookmark.

Select Go to Next Bookmark from the Bookmarks menu.

. Click the Display All Bookmarks icon L'J . Select the bookmark you want to move to and

click the Go To button, or simply double-click on the bookmark. Click the Move Forward and
Move Back buttons to cycle through the bookmarks.

% Find - dual_mode_capture_01.cfa _.._rE"
Decode | Pattem | Time | GoTo| SpecialEvenis | Emor | Bockmadk

Framef 3 - Bockmek 3 TR0 12057 526310 P

Framai2 7 - Bookmadk 7 7/23/2010 720057 526310 FM

Move Back

diafi

Remcve &1

Figure 109. Find Window Bookmark tab Used to Move Around With Bookmarks

To delete a bookmark, select it and click the Delete button.

To modify a bookmark, select it and click the Modify button.

Click Remove All to delete all the bookmarks.
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5.3 Filtering
5.3.1 About Display Filters

A display filter looks at frames that have already been captured. It looks at every frame in the capture buffer
and displays those that match the filter criteria. Frames that do not match the filter criteria are not displayed.
Display filters allow a user to look at a subset of captured data without affecting the capture content. There are
three general classes of display filters:

« Protocol Filters
o Named Filters
e Quick Filter
Protocol Filters

Protocol filters test for the existence of a specific single layer. The system creates a protocol filter for each
decoder that is loaded if that layer is encountered in a capture session.

There are also three special purpose filters that are treated as protocol filters:
o All Frames with Errors
o All Frames with Bookmarks
o All Special Information Nodes

Named Filters

o Named filters test for anything other than simple single layer existence. Named filters can be constructed
that test for the existence of multiple layers, field values in layers, frame sizes, etc., as well as com-
binations of those things. Named filters are persistent across sessions.

o Named filters are user-defined. User-defined filters persist in a template file. User defined filters can be
deleted.

Quick Filters

e Quick Filters are combinations of Protocol Filters and/or Named Filters that are displayed on the Quick
Filter tab.

o Quick Filters cannot be saved and do not persist across sessions.

e Quick Filters are created on the Quick Filter Dialog.

5.3.1.1 Creating a Display Filter

There are two steps to using a display filter. Define the filter conditions, and then apply the filter to the data set.
The system combines both filter definition and application in one dialog.
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1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify Dis-
play Filters from the Filter menu to open the Set Condition dialog box. The Set Condition dialog is
self configuring which means that when you Select each frame under Conditions the following dis-
played fields depend on your selection. With each subsequent selection the dialog fields will change
depending on you selection in that field.

Set Condition [ =

Currently Active Condition: <Unlitled:

@ Include ) Exchude

Condition

Select each frame [where the pratacol ']

[aveTP -]

[Commandz‘ﬁesponse v] [\s Mot Present v] [All Fields)

| e

Figure 110. Example: Set Conditions Self Configuring Based on Protocol Selection

Set Condition 3
Currently Active Condition: <Untitled:

@ Include () Exclude

Condition

Select each frame [in the range -

187 to 234

[Enter decimal numbers by tpping in the number
directly, and hexadecimal numbers by starting
the number with 0x]

ok ][ Cancel ][ Help

Figure 111. Example: Set Conditions Self Configuring Based on Frame Range
2. Select Include or Exclude to add filtered data or keep out filtered data respectively.
3. Select the initial condition for the filter from the drop-down list.

4. Set the parameters for the selected condition in the fields provided. The fields that appear in the
dialog box are dependent upon the previous selection. Continue to enter the requested parameters
in the fields provided until the condition statement is complete.

5. Click OK. The system displays the Save Named Condition dialog. Provide a name for the filter
condition or accept the default name provided by the system and click OK. Prohibited characters
are left bracket [, right bracket ' and equal sign '=". The Set Condition dialog box closes, creates
a tab on the Frame Display with the filter name, and applies the filter.

The filter also appears in the Quick Filtering and Hiding Protocols dialog.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Frame Dis-
play windows.

129



fcontline

Debug Communications Faster™

Notes:
o The system requires naming and saving of all filters created by the user.

o The OK button on the Set Condition dialog box is unavailable (grayed out) until the condition selec-
tions are complete.

o When you have multiple Frame Display windows with a display filter or filters, those filter do not auto-
matically appear in other Frame Display windows. You must use the Hide/Reveal feature to display a
filter created in one Frame Display in different Frame Display window.

5.3.1.2 Including and Excluding Radio Buttons

All filter dialog boxes contain an Include and an Exclude radio button. These buttons are mutually exclusive.
The Include/Exclude selection becomes part of the filter definition, and appears as part of the filter descrip-
tion displayed to the right of the Toolbar.

Include: A filter constructed with the "Include" button selected, returns a data set that includes frames that
meet the conditions defined by the filter and omits frames that do not.

Exclude: A filter constructed with the "Exclude" button selected, returns a data set that excludes frames that
meet the conditions defined by the filter and consists of frames that do not.

5.3.1.3 Named Display Filters

You can create a unique display filter by selecting a data type on the Frame Display and using a right click
menu. When you create a Name Filter, it appears in the Quick Filtering dialog, where you can use it do cus-
tomize the data you see in the Frame Display panes.

1. Select a frame in the Frame Display Summary Pane.

2. Right click in the one of the data columns in the Summary Pane: CRC, NESN, DS, Packet Suc-
cess, Ethertype, Source Address, etc.

3. Select Filterin (data type) = . The Filtering Results

. Filtering Results
dialog appears. ?

4. Enter a name for the filter

5. Select OK.
Filter Name:
The filter you just created appears in the Named Filters section ASCIL:. .3 .
of the Quick Filtering dialog.
OK. I I Cancel

5.3.1.4 Using Compound Display Filters

Compound filters use boolean logic to create complex and precise filters. There are three primary Boolean
logic operators: AND, OR, and NOT.

The AND operator narrows the filter, the OR operator broadens the filter, and the NOT operator excludes
conditions from the filtered results. Include parentheses in a compound filter to nest condition sets within lar-
ger condition sets, and force the filter-processing order.
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There are two steps to using a compound filter. Define the filter conditions, and then apply the filter to the data
set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify Dis-
play Filters... from the filter menu to open the Set Condition dialog box.

2. Click the Advanced button on the Set Condition dialog box.
3. Select Include or Exclude radio button.
Now you can set the conditions for the filter.

4. Select the initial condition for the filter
from the combo box at the bottom of the
dialog for Select each frame.

Condition

Select each frame | where the protocol w

where the protocal

with the converzation
it the range
with the size

5. Set the parameters for the selected con-
dition in the fields provided. The fields
that appear in the dialog box are depend-
ent upon the previous selection. Continue
to enter the requested parameters in the
fields provided until the conditions statement is complete.

[ NOT Condition ] AMD/.

where the protocol 7777 exists AMHD

% | where the protocal " evists "

X & [= [+

Figure 112. Two Filter Conditions Added with an AND Operator

6. Click the plus icon ﬂ on the left side of the dialog box and repeat steps 4 and 5 for the next
condition. Use the up ﬂ and down ﬂ arrow icons on the left side of the dialog box to order
your conditions, and the delete button E to delete conditions from your filter.

7. Continue adding conditions until your filter is complete.

8. Include parentheses as needed and set the boolean operators.

9. Click OK.

10. The system displays the Save Named Condition dialog. Provide a name for the filter condition or
accept the default name provided by the system and click OK.
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Save Mamed Condition [ﬁ|

Mame Thiz Conditian; k.

= ?i

Uzer Defined Conditions:

| Filter

|

Figure 113. Save Named Filter Condition Dialog

The Set Condition dialog box closes, creates a tab on the Frame Display with the filter name, and applies the
filter.

When a display filter is applied, a description of the fil-
Fiker: Include each frame where the probocol Data exists o appears to the right of the toolbar in the Frame
Display windows.

¥ Note: The OK button on the Set Condition dialog box is unavailable (grayed out) until the con-
. ’ dition selections are complete.

5.3.1.5 Defining Node and Conversation Filters

There are two steps to using Node and Conversation display filter. Define the filter conditions, and then apply
the filter to the data set. The analyzer combines both filter definition and application in one dialog.

1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify Dis-
play Filters... from the filter menu to open the Set Condition dialog box.

2. From the Select each frame combo box choose frames with the conversation as the initial con-
dition.

3. Select an address type—IP, MAC, TCP/UDB—from the Typecombo box (The address type selec-
tion populates both Address combo boxes with node address in the data set that match the type
selection).

4. Select a node address from the first Address combo box.

5. Choose a direction arrow from the direction box . The left arrow filters on all
frames where the top node address is the destination, the right arrow filters on
all frames where the top node address is the source, and the double arrow filters - ...
on all frames where the top node address is either the source or the destination. o ‘

6. If you want to filter on just one node address, skip step 7 and continue with
step 8.

7. If you want to filter on traffic going between two address nodes (i.e. a conversation), select a
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8. Click OK. The Set Condition dialog box closes and the analyzer applies the filter.

When a display filter is applied, a description of the filter appears to the right of the toolbar in the Frame Dis-
play windows.

¥ Note: The OK button is unavailable (grayed out) until the condition selections are complete.

5.3.1.6 The Difference Between Deleting and Hiding Display Filters

If you wish to remove a filter from the system permanently, then use the Delete procedure. However, if all you
want to do is remove a filter as a means to un-clutter the display, then use the Hide procedure.

Deleting a saved filter removes the filter from the current session and all subsequent sessions. In order to

retrieve a deleted filter, the user must recreate it using the Set Conditions dialog.

Hiding a filter merely removes the filter from the display. A hidden filter can be reapplied using the Show/Hide
procedure.

5.3.1.6.1 Deleting Saved Display Filters

1.

Select Delete Display Filters from the

Filter menu in the Frame Display EI
window to open the Delete Named
Condition dialog. The system displays
the Delete Named Condition dialog
with a list of all user defined filters.

Select the filter to be deleted from the
list.

Click the Delete button.

Click OK. The Delete Named Condition
dialog box closes and the system deletes
the filter.

Delete Named Conditicns

Uszer Defined Conditions:

ASCI:...3 .
Filter0

Filter1

Filter2

Filter3

Filter?

Filterd

Role: Slave

SCO link: Supported

Cancel
Dielete

Help

o
s
III:| £3

5.3.1.6.2 Hiding/Showing a Display Filter

Hiding a Display Filter. If a display filter is showing the following steps will hide that filter but will not delete it.

133



. Select Hide/Show Display Fil-

ters... from the Filter menu on

the Frame Display EIwindow
to open the Hide/Show Filters
dialog. The system displays the

fte.com

rontline

Debug Communications Faster™

.
Hide/Show Filters =
Filters
|ascI:. .3 . - Show
Description

Hide/Show Filters dialog with IIndude each frame where the protocol "Data” field ASCII Contains the Substring ™.
a list of all user defined filters. ol

OK l [ Canicel ] [ Help ]

Select the filter to be hidden [
from the combo box.

Click the Hide button. The Hide button is only showing if the selected filter is currently showing
in the Frame Display.

Click OK. The Hide/Show Filters dialog box closes, and the system hides the filter and removes
the filter tab from the Frame Display.

Showing a Hidden Display Filter. If a display filter is hidden the following steps will reveal that filter in the Frame

Display.

. Select Hide/Show Display Filters... from the Filter menu in the Frame Display EI window to

open the Hide/Show Filters dialog. The system displays the Hide/Show Filters dialog with a list
of all user defined filters.

. Select the filter to be revealed from the combo box.

. Click the Show button.

Click OK. The Hide/Show Filters dialog box closes and the system reveals the filter in the
Frame Display.

You can also open the Quick Filter dialog and check the box next to the hidden filter to show or hide a display fil-

ter.

M amed Filters

[ Filters
Flascl . .3 .
[ Filter1
[ Filter2

[ Filter?
[|Rale: Slave

[]5C0 link: Supported
[ Filter3

Figure 114. Using Named Filters Section of Quick Filters to Show/Hide Filters

¥ Note: When you have multiple Frame Display windows with a display filter or filters, those fil-

ter do not automatically appear in other Frame Display windows. You must use the Hide/Show
dialog to display a filter created in one Frame Display in different Frame Display window.
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5.3.1.7 Editing Filters
5.3.1.7.1 Modifying a Condition in a Filter

1. Click the Display Filters icon ? on the Frame [ -
Set Candition

Display@ window or select Apply/Modify Dis- = 7 _ - _
play Filters... from the Filter menu to open the Set @ <L Curentiu &ctive Condtinn: Filter0
Condition dialog box. The Set Condition dialog Filterd

box displays the current filter definition at the top ASCTE . .3

of the dialog. To display another filter, click the

Open icon, and select the filter from the pop-
up list of all the saved filters.

2. Edit the desired parameter of the condition: Because the required fields for a condition statement
depend upon previously selected parameters, the Set Condition dialog box may display additional
fields that were not present in the original filter. In the event this occurs, continue to enter the
requested parameters in the fields provided until the condition statement is complete.

3. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog, and click OK. If you choose to create an addi-
tional filter, then provide a new name for the filter condition or accept the default name provided
by the system and click OK.) The Set Condition dialog box closes, and the system applies the
modified filter.

5.3.1.7.2 Deleting a Condition in a Filter

If a display filter has two or more conditions you can delete conditions. If there is only one condition set in the
filter you must delete the filter using Delete Display Filters... from the Filters menu.

1. Click the Display Filters icon ? on the Frame Display window or select Apply/Modify Display
Filters... from the Filter menu to open the Set Condition dialog box. Click on the Advanced button
to show the condition in Boolean format. The dialog box displays the current filter definition. To dis-

play another filter, click the Open icon, and select the filter from the pop-up list of all the saved
filters.
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Set Condition
Currently Active Condition: Filker3

@ Include ) Exclude

-~

[ NOT Condition ] AMDAOR

where the protocol "Bazeband' field "LT_ADDR" |z Equ... AMD

in the range 178 to 243

)« (% &

< Delete selected condtion

Figure 115. Set Condition Dialog in Advanced View

2. Select the desired condition from the filter definition.

3. Click the Delete Selected Line icon.
4. Edit the Boolean operators and parentheses as needed.

5. Click OK. The system displays the Save Named Condition dialog. Ensure that the filter name is
displayed in the text box at the top of the dialog, and click OK. (If you choose to create an addi-
tional filter, then provide a new name for the filter condition or accept the default name provided

by the system and click OK.) The Set Condition dialog box closes, and the system applies the
modified filter.

5.3.1.7.3 Renaming a Display Filter

1. Select Rename Display Filters... from the Filter menu in the Frame Display EI window to
open the Rename Filter dialog. The system displays the Rename Filter dialog with a list of all user
defined filters in the Filters combo box.

Rename Filters | = |

Filters
[Filterd -

Description
[Include each frame where the protocol "Baseband” field "LT_ADDR" Is Equal To &

New Name

QK ] [ Cancel ] [ Help

Figure 116. Rename Filters Dialog

2. Select the filter to be renamed from the combo box.
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3. Enter a new name for the filter in the New Name box. Optionally click the Apply button and the
new name will appear in the Filters combo box and the New Name box will empty. This option
allows you to rename several filters without closing the Rename Filter dialog each time.

4. Click OK. The Rename Filter dialog box closes and the system renames the filter.

5.3.2 Protocol Filtering From the Frame Display
5.3.2.1 Quick Filtering on a Protocol Layer

On the Frame Display , click the Quick Filtering icon g or select Quick Filtering from the Filter menu.

This opens a dialog that lists all the protocols discovered so far. The protocols displayed change depending on
the data received.

"
Quick Filtering and Hiding Protocols Iﬁ
Fratocols Ta Filter In Pratocols To Hide Marned Filters

[ &1l Frames With Enars [l But the: Last Layer [ Filter)
C |
[] &1l Frames ‘with Infarmation [ &l Frames \wiith Information [ Filter1
[C]&DTP [C]&DTP || Filter2 Help
[T &%D TP Signaling [C]&DTF Signaling [15C0 link: Supported
["Baseband ["]Baseband [ Filter3
[7] Bluetaath FHS [T Bluetacth FHS [T Role: Slave
["1Headset []Headset [ Configured BT low energy devic|
[]L2cap [C]L2CaR [7] Exclude NULLs and POLLs
] kP (] LtP
["1Mon-Captured Info [“]Mon-Captured Info
] PreConnection-FHS [ PreConnection-FHS
[CIRFCOMM [TIRFCOMM
[]sDP [F1sDP
Filtering shaws only frames that contain the protocaol desired, but it shows the entire frame.,
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Figure 117. Frame Display Quick Filtering and Hiding Protocols Dialog

The box on the left is Protocols To Filter In. When you select the checkbox for a protocol in the Protocols to
Filter In, the Summary pane will only display those frames that contain data from that protocol.

If you filter on more than one protocol, the result are all frames that contain at least one of ] Quick Filter ]
those protocols. For example, if you filter on IP and IPX NetBIOS, you receive all frames that Y _
contain either IP or IPX NetBIOS (or both). A Quick Filter tab then appears on the Frame

Display. Changing the filter definition on the Quick Filter dialog changes the filter applied on the Quick Filter
tab. Quick filters are persistent during the session, but are discarded when the session is closed.

The box in the center is the Protocols To Hide. When you select the checkbox for a protocol in the Protocols
To Hide, data for that protocol will not appear in the Decode, Binary, Radix, and Character panes. The
frames containing that type data will still appear in the Summary pane, but not in the Decode, Binary, Radix,
and Character panes.
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The box on the right is the Named Filters. It contains filters that you cre-
ate using the Named Filter and Set Condition dialogs. When you select
the checkbox for the Name Filters, a tab appears on the Summary Pane
that displays the frame containing the specific data identified in the filter.
The named Filter tab remains on the Frame Display Sum-
| Filter3 |  mary Pane unless you hide it using the Hide/Show Display
' Filters dialog.

Check the small box next to the name of each protocol you want to filter
in, hide, or Named Filter to display.

Then click OK

5.3.2.2 Easy Protocol Filtering
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Marmed Filkers

[ FilterD
[ Filter1

[ Filter2
[T]5C0 link: Supparted

[]Rale: Slave
[] Carfigured BT lows energy devic
[]Exclude MULLs and POLLs

There are two types of easy protocol filtering. The first method lets you filter on the protocol shown in the Sum-
mary pane, and the second lets you filter on any protocol discovered on the network so far.

5.3.2.3 Filtering On the Summary Layer Protocol

To filter on the protocol in the Summary in the Frame Display window pane:

1. Select the tab of the desired protocol, or open the Summary combo box.

2. Select the desired protocol.

3. To filter on a different layer, just select another tab, or change the layer selection in the combo

box.

5.3.2.4 Filtering on all Frames with Errors from the Frame Display

To filter on all frames with errors:

1. Open the Frame Display @window.

2. Click the starred Quick Filter icon g or select Quick Filtering from the Filter menu

3. Check the box for All Frames With Errors in the Protocols To Filter In pane, and click OK.

4. The system creates a tab on the Frame Display labeled "Errors" that displays the res- | Errors |

ults of the All Frames With Errors filter.

¥ Note: When you have multiple Frame Display windows open and you are capturing data,

you may receive an error message declaring that "Filtering cannot be done while receiving data

this fast." If this occurs, you may have to stop filtering until the data is captured.
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Chapter 6: Saving and Importing Data
6.1 Saving Your Data

You can save all or part of the data that you have captured. You can also load a previously saved capture file, and
save a portion of that file to another file. This feature is useful if someone else needs to see only a portion of
the data in your capture file.

On the Control toolbar you can set up to capture a single file or series of files. Click here to see those settings.

There are two ways to save portions or all of the data collected during a data capture. Click here to see how to
capture data.

6.1.1 Saving the Entire Capture File using File Save or the Save
icon

This option is only available when you select Single File from the Capture Mode on System Settings. Click
here to learn more about selecting Save options from System Settings.

U

1. If you are capturing data, click on the Stop icon to stop data capture. You cannot save data
to file while it is being captured.

3. Click the Save E icon, or select Save from the File menu.

2. Open the Event Display or Frame Display window.
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Figure 118. Windows Save dialog

Type a file name in the File name box at the bottom of the screen.

5. Browse to select a specific directory. Otherwise your file is saved in the default capture file dir-

ectory.

6. When you are finished, click OK.

6.1.2 Saving the Entire Capture File with Save Selection

@

1. Ifyou are capturing data, click on the Stop icon
to file while it is being captured.

2. Open the Event Display -

3. Right click in the data

click menu.

to stop data capture. You cannot save data

i )

|
or Frame Display '

Select Save Selection or Save As from the right

5. Click on the radio button labeled Entire File.

6. Choose to save Events or Frames . Choosing to
save Events saves the entire contents of the capture
file. Choosing to save Frames does not save all

events in the capture file.

7. Type a file name in the As box at the bottom of the
screen. Click the Browse icon to browse to a spe-
cific directory. Otherwise your file is saved in the
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default capture file directory.

8. When you are finished, click OK.

6.1.3 Saving a Portion of a Capture File

1. Ifyou are capturing data, click on the Stop icon to pause data capture. You cannot save
data to a file while it is being captured.

0
2. Open the Event Display &FD or Frame Display window, depending on whether you want
to specify a range in bytes or in frames.

3. Select the portion of the data that you want to save. Click and drag to select data, or click on the
first item, move to the last item and Shift+Click to select the entire range, or use the Shift key
with the keyboard arrows or the navigation icons in the Frame Display toolbar. If the range you
want to save is too large to select, note the numbers of the first and last item in the range.

4. Right click in the data

5. Select Save Selection or Save As from the right

6. Click on the radio button labeled Selection. If you Save
selected a range, make sure the starting and ending () Eniite Fils
numbers are correct. To specify a range, type the @ Selection R
numbers of the first and last items in the range in () Eventz (3 Frames
the boxes. 1 o 1

7. Select either Events or Frames to indicate whether e i
the numbers are event or frame numbers. 7 ek Q

. MNote: Mo capburing vwill be done vbile the
8. Type a file name in the As box at the bottom of the B iy

screen. Click the Browse icon to browse to a spe-
cific directory. Otherwise your file is saved in the
default capture file directory.

9. Click OK when you are finished.

6.1.4 Confirm Capture File (CFA) Changes

This dialog appears when you close a capture file after changing the Notes, the protocol stack, or bookmarks.
The dialog lists information that was added or changed and allows you to select which information to save, and
whether to save it to the current file or to a new one.

Changes made to the file appear in a list in the left pane. You can click on each item to see details in the right
pane about what was changed for each item. You simply check the boxes next to the changes you want to
keep. Once you decide what changes to keep, select one of the following:

« Save To This File — Saves the changes you have made to the current capture file.

« Save As — Saves the changes to a new file.
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« Cancel the Close Operation — Closes the file and returns you back to the display. No changes are saved.

« Discard Changes — Closes the file without saving any of the changes made to the notes, bookmarks, or
protocol stack.

6.1.5 Adding Comments to a Capture File

The Notes feature allows you to add comments to a CFA file. These comments can be used for many purposes.
For example, you can list the setup used to create the capture file, record why the file is useful to keep, or
include notes to another person detailing which frames to look at and why. (Bookmarks are another useful way
to record information about individual frames.)

To open the Notes window :

1. Click the Show Notes icon LPJ . This icon is present on the toolbars of the Frame Display @

, as well as the Event Display p . Notes can be selected from the Edit menu on one of these
windows.

2. Type your comments in the large edit box on the Notes window. The Cut, Copy, Paste features

A BB

features are all supported from Edit menu and the toolbar A3 at the current cursor location.

are supported from Edit menu and the toolbar when text is selected. Undo and Redo

3. Click the thumbtack icon B to keep the Notes window on top of any other windows.
4. When you're done adding comments, close the window.

5. When you close the capture file, you are asked to confirm the changes to the capture file. See
Confirming Capture File (CFA) Changes for more information.

6.2 Loading and Importing a Capture File
6.2.1 Loading a Capture File

From the Control Window:
1. Go to the File menu.
2. Choose a file from the recently used file list.
3. If the file is not in the File menu list, select Open Capture File from the File menu or simply click
on the Open icon 6 on the toolbar.
4. Capture files have a .cfa extension. Browse if necessary to find your capture file.

5. Click on your file, and then click Open.
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6.2.2 Importing Capture Files

1. From the Control window @ , go to the File menu and select Open Capture File or click on the
Open icon on the toolbar.

2. Left of the File name text box, select from the drop-down list Supported File Types box to All
Importable File Types or All Supported File Types (*.cfa, *.log, *.txt, *.csv, *.cap). Select the file
and click Open.

The analyzer automatically converts the file to the analyzer's format while keeping the original file in its original

format. You can save the file in the analyzer's format, close the file without saving it in the analyzer's format, or

have the analyzer automatically save the file in the analyzer's format (see the System Settings to set this option).
All of these options keep your original file untouched.

When you first open the file, the analyzer brings up the Protocol Stack window and ask you what protocol
decodes, if any, you want to use. You must choose a protocol decode at this point for the analyzer to decode
the data in the file. If you open a file without using any decodes, and decide later that you want to apply a
decode, choose Reframe from the File menu on the Control window.

At present, the analyzer supports the following file types:

Frontline Serialtest* Async and Serialtest ComProbe® for DOS — requires the .byt for data and the .tim
for timestamps (see note on importing DOS timestamps).

Greenleaf ViewComm* 3.0 for DOS - requires the .byt for data and the .tim for timestamps (see note on
importing DOS timestamps).

Frontline Ethertest* for DOS — requires 3 files: filename.cap, filename.ca0 and filename.cal.

Sniffer Type 1 — supports files with the .enc extension. Does not support Sniffer files with a .cap exten-
sion.

Snoop or Sun Snoop — files with a .cap extension based on RFC 1761. For file format, see http://www.-
fags.org/rfcs/rfc1761.html.

Shomiti Surveyor files in Snoop format — files with a .cap extension. For file format, contact Technical
Support.

CATC Merlin - files with a .csv extension. Files must be exported with a specific format. See File Format
for Merlin Files for information.

CATC Chief - files with a .txt extension.

6.3 Printing
6.3.1 Printing from the Frame Display/HTML Export

The Frame Display Print dialog and the Frame Display HTML Export are very similar. This topic discusses
both dialogs.

Frame Display Print

The Frame Display Print feature provides the user with the option to print the capture buffer or the current
selection. The maximum file size, however, that can be exported is 1000 frames.
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When Print Preview is selected, the output displays in a browser print preview window, where the user can
select from the standard print options. The output file format is in html, and uses the Microsoft Web Browser
Control print options for background colors and images.

Print Background Colors Using Internet Explorer

1.
2.
3.
4,
5.

Open the Tools menu on the browser menu bar

Select “Internet Options...” menu entry.

Click Advanced tab.

Check “Print background colors and images” under the Printing section

Click the Apply button, then click OK

Configure the Print File Range in the Frame Display Print Dialog

Selecting more than one frame in the Frame Display window defaults the radio button in the Frame Display
Print dialog to Selection and allows the user to choose the All radio button. When only one frame is selected,
the All radio button in the Frame Display Print dialog is selected.

How to Print Frame Display Data

1.

Select Print or Print Preview from the File menu on the Frame Display window to display the
Frame Display Print dialog. Select Print if you just want to print your data to your default
printer. Select Print Preview if you want access to printer options.

Choose to include the Summary pane (check the box) in the print output. The Summary pane
appears at the beginning of the printed output in tabular format. If you select All layers in the
Detail Section, the Data Bytes option becomes available.

. In the Detail Section, choose to exclude—No decode section—the decode from the Detail pane

in the Frame Display, or include All Layers or Selected Layers Only. If you choose to include
selected layers, then select (click on and highlight) the layers from the list box.

Click on selected layers in the list to de-select, or click the Reset Selected Layers button to de-
select all selected layers.
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Figure 119. Frame Display Print Dialog
5. Select the range of frames to include All or Selection in the Frame Range section of the Frame
Display Print dialog.
Choosing All prints up to 1000 frames from the buffer.

Choosing Selection prints only the frames you select in the Frame Display window.
6. Selecting the Delete File deletes the temporary html file that was used during printing
7. Click the OK button.

If you chose Print Preview, the system displays your data in a browser print preview display with options for
printing such as page orientation and paper size. You can also use your Printer Preferences dialog to make
some of these selections. When printing your data, the analyzer creates an html file and prints the path to the
file at the bottom of the page. This file can be opened in your browser, however, it may appear different than
the printed version.

Frame Display HTML Export

The Frame Display HTML Export feature provides the user with the option to export the capture buffer to an
.html file. The maximum file size, however, that can be exported is 1000 frames.

How to export display data to an .html file

1. Select HTML Export from the File menu on the Frame Display window to display the Frame Dis-
play HTML Export.
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Figure 120. Frame Display HTML Export Dialog

2. From this point the procedure is the same as steps 2 through 5 in "How to Print Frame Display
Data" above.

3. Click the OK button.

The Save As dialog appears

21

Severn: | (3 MyLog Fies = Q-

My Documents

03

My Compaster
-

iy Network. BT CRL LS I 3 Save |

= .

Places
Sevesstype  [webPage (" bi)

Figure 121. Save As Dialog
4. Enter a name for the file you want to save. The .htm extension is automatically added.

5. Select Save
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The file is saved as a .htm file in the file location you chose

6.3.2 Printing from the Event Display

The Event Display Print feature provides the user with the option to print either the entire capture buffer or
the current selection. When Print Preview is selected, the output displays in a browser print preview window
where the user can select from the standard print options. The output file format is in html, and uses the
Microsoft Web Browser Control print options for background colors and images (see below).

Print Background Colors Using Internet Explorer
1. Open the Tools menu on the browser menu bar
2. Select “Internet Options...” menu entry.
3. Click Advanced tab.
4. Check “Print background colors and images” under the Printing section
5. Click the Apply button, then click OK
The Event Display Print feature uses the current format of the Event Display as specified by the user.

See About Event Display for an explanation on formatting the Event Display prior to initiating the print feature.

Configure the Print File Range in the Event Display Print dialog

Selecting more than one event in the Event Display window defaults the radio button in the Event Display Print
dialog to Selection and allows the user to choose the All radio button. When only one event is selected , the All
radio button in the Event Display Print dialog is selected.

How to Print Event Display Data to a Browser

1. Select Print or Print Preview from the File menu on the Event Display window to display the
Event Display Print dialog. Select Print if you just want to print your data to your default printer.
Select Print Preview if you want access to printer options.

2. Select the range of events to include from either All or Selection in the Event Range section of the
Event Display Print dialog. Choosing All prints all of the events in the capture file or buffer. Choosing
Selection prints only the selected events in the Event Display window.

Note: Inorderto prevent a Print crash, you cannot select All if there are more than
F i 100,000 events in the capture buffer.

Note: Note: See "Configure the Print File Range in the Event Display Print Dialog"
F i above for an explanation of these selections
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Figure 122. Event Display Print Dialog
3. Click the OK button.

If you chose Print Preview, the system displays your data in a browser print preview display with options for
printing such as page orientation and paper size. You can also use your Printer Preferences dialog to make
some of these selections. When printing your data, the analyzer creates an html file and prints the path to the
file at the bottom of the page. This file can be opened in your browser, however, it may appear different than
the printed version.

6.4 Exporting
6.4.1 Frame Display Export

You can dump the contents of the Summary pane on the Frame Display into a Comma Separated File (.csv).
To access this feature:

1. Right click on the Summary pane or open the Frame Display File menu.

2. Select the Export... menu item.

3. Select a storage location and enter a File name.

4. Select Save.

6.4.2 Exporting a File with Event Display Export
With the Event Display Export dialog you can export the contents of the Event Display dialog as a test (.txt),

CSV (.csv.), HTML (.htm), or Binary File (.bin). You also have the option of exporting the entire capture buffer or
just the current selection of the Event Display dialog.
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Event range Side
Al @ Selection Eoth
DTE
1 to 2000
DCE
Events Per Row C5Y Headers
) Multiple Events Per Fow [Mo Timestampsz) [ Show Preamble
@ One Event Per Row [Show Timestamps) Show Column Headings
(o) (o

Figure 123. Event Display Export Example: .csv file.

How to Export Event Display Data to a File

1. Select Export Events from the File menu on the Event Display window to display the Event Dis-
play Export dialog.

2. Enter a file path and name, or click the browser button to display the Windows Save As dialog
and navigate to the desired storage location.

3. Selectafile type from the Save as type: drop-down List Menu on the Event Display Export dialog.
Select from among the following file formats:

Text File (*.txt)
CSV File (*.csv)
HTML File (*.html)
Binary File (*.bin)

4. Select the range of events to include in the file from either All or Selection in the Event Range sec-
tion of the Event Display Export dialog.

« Selecting more than one event in the Event Display window defaults the radio button in the
Event Display Export dialog to Selection and allows the user to choose the All radio button.

« When only one event is selected (something must be selected), the All radio button in the
Event Display Export dialog is selected by default.

5. Nextyou need to select the Side variable for serial communications.

« isused to determine whether you want to export data from , or both.

o Choose Host, Function\Control or Both to determine how you want to export the data.
5. Choose Host, Function\Control or Both to determine how you want to export the data.

6. Choose whether you want to display multiple events or single events per row.

149



fcontline

Debug Communications Faster™

Events Per Row: You can choose to display Multiple Events Per Row, but this method contains no
timestamps. If you select One Event Per Row, you can display timestamps. multiple events or
single events per row.

Note: The raw timestamp value is the number of 100-nanosecond intervals since
F the beginning of January 1, 1601. This is standard Windows time.

The timestamp data types displayed in columns for One Event Per Row.
Timestamp
Delta

Event Number
Byte Number
Frame Number
Type

Hex

Dec

Oct

Bin

Side

ASCII | 7-bit ASCII | EBCDIC | Baudot
RTS

CTS

DSR

DTR

CcD

RI

UART Overrun
Parity Error
Framing Error

7. Ifyou select .csv as the file type, choose whether you want to hide/display Preambles or
Column Headings in the exported file

8. Click Save. The Event Display Export file is saved to the locations you specified in File name.
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A
1 Timestamp

B C
Delta

D

F

G

Event Number Byte Number Frame Number Type Hex

632 11/30/2012 12:20:02.895166 PM
632 11/30/2012 12:20:02.895166 PM
634 11/30/2012 12:20:02.895166 PM
635 11/30/2012 12:20:02.895166 PM
636 11/30/2012 12:20:02.895166 PM
637 11/30/2012 12:20:02.895166 PM
638 11/30/2012 12:20:02.895166 PM
639 11/30/2012 12:20:02.895166 PM
640 11/30/2012 12:20:02.895166 PM
641 11/30/2012 12:20:02.895166 PM
642 11/30/2012 12:20:02.895166 PM
643 11/30/2012 12:20:02.895166 PM
644 11/30/2012 12:20:02.895166 PM

0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00
0:00:00.00

631
632
633
634
635
636
637
638
639
640
641
642
643

626
627
628
629
630
631
632
633
634
635
636
637
638

3 Data
3 Data
3 Data
3 Data
3 Data
3 Data
3 Data
3 Data
3 Data
3 Data
3 Data
3 Data
3 Data

H 1 J K
Dec Oct Bin Ascl
0 0 0.

0 0 0.

0 0 0.

152
112
148

S

33

28
128
128
128
128

230 10011000 .
160 1110000 p
224 10010100 .
42 100010 "
41 100001 !
34 11100 .
200 10000000 .
200 10000000 .
200 10000000 .
200 10000000 .

Figure 124. Example: .csv Event Display Export, Excel spreadsheet

6.4.2.1 Export Filter Out

You can filter out data you don't want or need in your text file.

(This option is available only for serial data.) In the Filter Out box, choose which side to filter out: the DTE data,
the DCE data or neither side (don't filter any data.) For example, if you choose the radio button for DTE data,
the DTE data would be filtered out of your export file and the file would contain only the DCE data.

You can also filter out Special Events (which is everything that is not a data byte, such as control signal changes
and Set I/0 events), Non-printable characters or both. If you choose to filter out Special Events, your export file
would contain only the data bytes. Filtering out the non-printable characters means that your export file would
contain only special events and data bytes classified as printable. In ASCII, printable characters are those with

hex values between $20 and $7e.

6.4.2.2 Exporting Baudot

When exporting Baudot, you need to be able to determine the state of the shift character. In a text export, the
state of the shift bit can be determined by the data in the Character field. When letters is active, the character

field shows letters and vice versa.
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Chapter 7: General Information

7.1 System Settings and Progam Options
7.1.1 System Settings

Open the System Settings window by choosing System Settings from the Options menu on the Control win-
dow. To enable a setting, click in the box next to the setting to place a checkmark in the box. To disable a set-
ting, click in the box to remove the checkmark. When viewing a capture file, settings related to data capture are
grayed out.

There are two ways you can capture data: Series of files or Single File.

7.1.1.1 Series of files

System Settings _,ﬁ_]
Capture Mode: v
= Restat Caphurrg Aftes S aving oo E

Cleasng Capture Fie
‘Wiap Senes of Files E

File Size fin K} 81979 EJ

Drefaul: | Caphure -eeprere-dd_khimss_ 001 efa

2\ [z
{1

(%) Apperd Senes Sta DatesTime & Fle Numbei
) Append File Stat D ateTime

Masarriimn ramber of et 10

| Sitaut roeves e after: gz

Figure 125. System Settings for defining how to capture data
This option lets you capture to more than one file, based on file size or time.

« Restart Capturing After Saving or Clearing Capture File: the analyzer restarts capture to the file imme-
diately after the file is closed.

« Wrap Series of Files: When enabled, the analyzer wraps the file when it becomes full. The oldest events
are moved out of the file to make room for new events. Any events moved out of the file are lost.
When disabled, the analyzer stops capture when the file becomes full. Either reset the file or close your
capture file to continue.

« File Size:
1. Click the Min button to see/set the minimum acceptable value for the file size.

2. Click the Max button to see/set the maximum acceptable value for the file size.
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You can accept these values, or you can enter a unique file size. But if you try to close the dialog after
entering a value greater than the maximum or less than the
minimum, you will see thls dialog.

o Default: ﬂ Eniter an inbeqer batwasn 1096 and 100560,

Enter a name for the capture file in the Default text box. Each E
saved file will begin with this name. The name of each file is
the name you give it in the Name box followed by the date,
time and a number. The date and time are when the series was
opened. The number increments with each file. This guar-
antees unique file names are created.

« Append Series Start/Date & File Number:

Select this radio button to automatically append a start date (yyyy-mm-dd_hhmmss) and file number (001)
when capturing a series of files.

« Append File Start Date/Time:

Select this radio button to automatically append a start date (yyyy-mm-dd_hhmmss) when capturing a
single file.

o Maximum number of files:

Set the maximum number of files in the series in the Maximum number of files box. The next file starts
when the currently open file is full.

« Start new file after:

If you want to start a new file on a periodic basis, check the box for Start new file after and put in the num-
ber of hours after which a new file is started. Note that if the currently open file becomes full before the
time limit has been reached, a new file is opened immediately rather than lose data. Capturing stops if the
maximum number of files has been used unless Wrap Files has been checked. If Wrap Files has been
checked the analyzer erases the oldest file in the series and makes a new file.

« Startup

Opens the Program Start up Options window. Start up options let you choose whether to start data capture
immediately on opening the analyzer.

o Advanced

Opens the Advanced System Options window. The Advanced Settings should only be changed on advice
of technical support.

7.1.1.2 Single File

This option allows the analyzer to capture data to a file. Each time you capture the file you must provide a file
name. The size of each file cannot larger than the number given in File Size (in K). The name of each file is the
name you give it in the Name box followed by the date and time. The date and time are when the series was
opened.
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7.1.1.3 Common Options
o Restart Capturing After Saving or Clearing Capture File

If the Automatically Restart feature is enabled, the analyzer restarts capture to the file immediately after the
file is closed.

« Wrap File

When enabled, the analyzer wraps the file when it becomes full. The oldest events are moved out of the
file to make room for new events. Any events moved out of the file are lost. When disabled, the analyzer
stops capture when the file becomes full. Either reset the file or close your capture file to continue.

« File Size: The size of the file will depend of the available hard disk space.

1. Click the Min button to see/set the minimum acceptable value for the file size.

2. Click the Max button to see/set the maximum acceptable value for the file size.
You can accept these values, or you can enter a unique file
size. But if you try to close the dialog after entering a value

greater than the maximum or less than the minimum, you will
L\, Enker an integer between 109 and 1848287, gee the following dialog.

. Start up

Opens the Program Start up Options window. Start up options let you choose whether to start data capture
immediately on opening the analyzer.

e Advanced

Opens the Advanced System Options window. The Advanced Settings should only be changed on advice of
technical support.

7.1.1.4 System Settings - Disabled/Enabled Options

Some of the System Settings options are disabled depending upon the status of the data capture session.
o As the default, all the options on the System Settings dialog are enabled.

o Once the user begins to capture data by selecting the Start Capture button, some of the options on the
System Settings dialog are disabled until the user stops data capture and either saves or erases the cap-
tured data.

o The user can go into the Startup options and Advanced system options on the System Settings dialog
and make changes to the settings at any time.
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These parameters affect fundamental aspects of the software, and it is unlikely that you ever have to change
them. If you do change them and need to return them to their original values, the default value is listed in par-

entheses to the right of the value box.

Most technical support problems are not related to these parameters, and as changing them could have serious
consequences for the performance of the analyzer, we strongly recommend contacting technical support

before changing any of these parameters.

To access the Advanced System Options:

1. Go to the Control ﬁ window.

2. Choose System Settings from the Options menu.

3. On the System Settings window, click the Advanced button.

Advanced System Optians

‘wairmy Be caeful when changing these paameles. Flaate
read the online hedp frst, of conbach Technical Supposl.

reared

Dimver Receve Buller Size in Ehytes | ITEA) 1 00801)

Direer Achon Queus Sze in Dperstng
System Pages e 1100]

Frame Completon Tmeout in Seconds 12)

Selechions do not lake effect untl FTS and any datasources are

Figure 126. Advanced System Options dialog

« Driver Receive Buffer Size in Kbytes - This is the size of the buffer used by the driver to store incoming

data. This value is expressed in Kbytes.

« Driver Action Queue Size In Operating System Pages - This is the size of the buffer used by the driver
to store data to be transmitted. This value is expressed in operating system pages.

« Frame Completion Timeout in Seconds - This is the number of seconds that the analyzer waits to receive

data on a side while in the midst of receiving a frame on that side.

If no data comes in on that side for longer than the specified number of seconds, an "aborted frame" event
is added to the Event Display and the analyzer resumes decoding incoming data. This can occur when cap-
turing interwoven data (DTE and DCE) and one side stops transmitting in the middle of a frame.

The range for this value is from 0 to 999,999 seconds. Setting it to zero disables the timeout feature.

; Note: This option is currently disabled.
.

7.1.1.6 Selecting Start Up Options

To open this window:
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@

1. Choose System Settings from the Options menu on the Control window.
2. On the System Settings window, click the Start Up button.

3. Choose one of the options to determine if the analyzer starts data capture immediately on starting
up or not.

Program Start Up Options @

Onegon st
(%) Dot start caplunng immedastel,

(7 S1ant capturng bo 4 s immediatel E
() Shart captunng immediately bo the follovandg fle: Hedy

Figure 127. Start Up Options dialog
« Don't start capturing immediately - This is the default setting. The analyzer begins monitoring data but

does not begin capturing data until clicking the Start Capture 9 icon on the Control, Event Display
or Frame Display windows.

« Start capturing to a file immediately - When the analyzer starts up, it immediately opens a capture file

and begins data capture to it. This is the equivalent of clicking the Start Capture 9 icon. The file is
given a name based on the settings for capturing to a file or series of files in the System Settings win-
dow.

« Start capturing immediately to the following file: - Enter a file name in the box below this option. When
the analyzer starts up, it immediately begins data capture to that file. If the file already exists, the data in
it is overwritten.

7.1.2 Changing Default File Locations

The analyzer saves user files in specific locations by default. Capture files are placed in the My Capture Files dir-
ectory and configurations are put in My Configurations. These locations are set at installation.

Follow the steps below to change the default locations.

1. Choose Directories from the Options menu on the Control window to open the File Locations win-
dow.
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5
File Locations @
File Types Lacation o
My Capture Files C:A\Users\PublichD ocumentshFrontline Test Equipment'hMy Capture Files,
My Configurations C:AUsgershPublichDocumentsiFrontline Test Equipment\hiy Configurations'. E
My Decoders C:\Users\PublichD ocumentshFrontline Test EquipmentiMy Decoders’, L
My Log Files C:\UsershPublic\DocumentshFrantline Test Equipment\by Lag Filesh
My Methods C:4UsershPublichD ocuments'Frontiine Test EquipmentihMy Methodsh S
1 [T r
[ Modify... ] [ 0K ] [ Cancel ] [ Help ] ["1Use Last Opened Falder for Capture Files
\

Figure 128. File Locations dialog
2. Select the default location you wish to change.
3. Click Modify.

4. Browse to a new location.

-
Browse for Folder @
Spedify My Decoders directory...
4 Public -
. Desktop
4 || Public Documents
4 ., Frontline Test Equipment

My Capture Files
My Configurations
My Decoders |
My Log Files
My Methods
My Node Databases
. tmp -

Figure 129. File Locations Browse dialog
5. Click OK.
6. Click OK when finished.

If a user sets the My Decoders directory such that it is up-directory from an installation path, multiple instances
of a personality entry may be detected, which causes a failure when trying to launch Frontline. For example, if
an Frontline product is installed at C:\Users\Public\Public Documents\Frontline Test Equipment\My Decoders\
then "My Decoders" cannot be set to any of the following:

o C:\ My Decoders\

o C:\Users\ My Decoders\

o C:\Users\\Public\My Decoders\

o C:\Users\Public\Public Documents\My Decoders\

« orto any directory that already exists in the path C:\Users\Public\Public Documents\Frontline Test Equip-
ment\My Decoders\

Default Capture File Folder Checkbox
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If the Use Last Opened Folder for Capture Files checkbox is checked, then the system automatically changes
the default location for saving capture files each time you open a file from or save a file to a new location. For
example, let's say the default location for saving capture files is Drive A > Folder A. Now you select the Use
Last Opened Folder for Capture Files checkbox. The next time, however, you open a capture file from a dif-
ferent location, Folder B > Removable Flash Drive for example. Now when you save the capture file, it will be
saved to Folder B > Removable Flash Drive. Also, all subsequent files will be saved to that location. This remains
true until you open a file from or save a file to a different location.

There is one caveat to this scenario, however. Let's say you have selected Use Last Opened Folder for Cap-
ture Files and opened a file from a location other than the default directory. All subsequent capture files will
be saved to that location. Suppose, however, the next time you want to save a capture file, the new file loc-
ation is not available because the directory structure has changed: a folder has been moved, a drive has been
reassigned, a flash drive has been disconnected, etc. In the case of a "lost" directory structure, subsequent cap-
ture files will be saved to the default location. ComProbe software will always try to save a file to the folder
where the last file was opened from or saved to, if Use Last Opened Folder for Capture Files is checked.
If, however, the location is not accessible, files are saved to the default directory that is set at installation.

If the checkbox is unchecked, then the system always defaults to the directory listed in the File Locations dialog.

7.1.3 Side Names

The Side Names dialog is used to change the names of objects and events that appear in various displays. The
Side Names dialog will change depending on the sniffing technology in use at the time the software was
loaded.

Changes to the Names are used throughout the program.

Side Names ﬁ
Default Hames Current Mames
Slave
b azter
I OF J [ Cancel I [SetDefauIts

Figure 130. Example: Side Names Where "Slave" and "Master" are current

1. To open the Side Names dialog, choose Side Names... from the Options menu on the Control win-
dow.

2. To change a name, click on the name given in the Current Names column, and then click again
to modify the name (a slow double-click).

3. Select OK to initiate the changes. The changes that have been made will not fully take effect for
any views already open. Closing and reopening the views will cause the name change to take
effect.

4. To restore the default values, click the Set Defaults button.
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7.1.4 Timestamping

Timestamping is the process of precise recording in time of packet arrival. Timestamps is an optional parameter
in the Frame Display and Event Display that can assist in troubleshooting a network link.

7.1.4.1 Timestamping Options

The Timestamping Options window allows you to enable or disable timestamping, and change the resolution of
the timestamps for both capture and display purposes.

To open this window:

Choose Set Timestamp Format... from the Options menu on the Frame Display and Event Display window or

click on the Timestamping Option icon in the Event Display toolbar. The Timestamping Options window
will open.

Timestamping Options ]
Store Timestamps [This item takes effect immediately]

Capture Options

Storage Resolution: | 0,50 Micreseceonds (high resolution] vJ I Cancel J

Mote 1: To apply resolution changes, you must restart the program. Help

Mate 2: Finer resolutions increase the caplure fie size.

Click, Help far more information on haw timestamps affect
system peromarice:

Dizplay Options
Display Aaw Timestamp Y alue
[] Display Relative Timestamps

HNumber of digits to display o
the right of the decimal point:

Figure 131. Timestamping Options dialog
7.1.4.1.1 Enabling/Disabling Timestamp

To enable timestamping click to make a check appear in the checkbox Store Timestamps (This time takes
effect immediately). Removing the check will disable timestamping.

7.1.4.1.2 Changing the Timestamp Resolution

This option affects the resolution of the timestamp stored in the capture file. The default timestamp is 10 mil-
liseconds. This value is determined by the operating system and is the smallest "normal" resolutions possible.

¥ Note: The raw timestamp value is the number of 100-nanosecond intervals since the beginning
of January 1, 1601. This is standard Windows time.
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It is also possible to use "high resolution" _ o _ _
timestamping. High resolution timestamp | Store Timestamps [Thiz item takes effect immediately]

values are marked by an asterisk as high Capture Optiohs

resolution in the drop down list. To Storage Resolution: | 0.50 Microzeconds [high resolution) - |
change timestamping resolutions:

) Mate 1: To apply rezolution changes, you must restart the program.
1. Go to the Capture Options sec-

tion of the window. Mate 2: Finer rezolutions increaze the capture file size.

2. Change the resolution listed in
the Storage Resolution box.

" Note: If you change the res-
olution, you need to exit the analyzer and restart in order for the change to take
effect.

7.1.4.1.2.1 Performance Issues with High Resolution Timestamp

There are two things to be aware of when using high resolution timestamps. The first is that high resolution
timestamps take up more space in the capture file because more bits are required to store the timestamp.
Also, more timestamps need to be stored than at normal resolutions. The second issue is that using high res-
olution timestamping may affect performance on slower machines

For example, if 10 bytes of data are captured in 10 milliseconds at a rate of 1 byte per millisecond, and the
timestamp resolution is 10 milliseconds, then only one timestamp needs to be stored for the 10 bytes of data. If
the resolution is 1 millisecond, then 10 timestamps need to be stored, one for each byte of data. If you have
two capture files, both of the same size, but one was captured using normal resolution timestamping and the
other using high resolution, the normal resolution file has more data events in it, because less room is used to
store timestamps.

You can increase the size of your capture file in the System Settings.

7.1.4.1.3 Switching Between Relative and Absolute Time

With Timestamping you can choose to employ Relative Time or Absolute time.

1. Choose System Settings from the Options menu on the Control window, and click the

Timestamping Options button, or click the click the Timestamping Options icon from the
Event Display éD window.

2. Go to the Display Options section at the bottom of the window and find the Display Relative
Timestamps checkbox.

3. Check the box to switch the display to relative timestamps. Remove the check to return to abso-
lute timestamps.

¥ Note: The options in this section affect only how the timestamps are displayed on the screen,

r. not how the timestamps are recorded in the capture file.

« Display Raw Timestamp Value shows the timestamp as the total time in hundred nanoseconds from a
specific point in time.
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« Display Relative Timestamps shows the timestamp as the amount of time that has passed since the first
byte was captured. It works just like a stop watch in that the timestamp for the first byte is 0:00:00.0000
and all subsequent timestamps increment from there. The timestamp is recorded as the actual time, so you
can flip back and forth between relative and actual time as needed.

o Selecting both values displays the total time in nanoseconds from the start of the capture as opposed to a
specific point in time.

o Selecting neither value displays the actual chronological time.

When you select Display Relative Timestamp you can set the number of digits to display using the up or
down arrows on the numeric list.

7.1.4.1.4 Displaying Fractions of a Second

1. Choose System Settings from the Options menu on the Control @ window, and click the

Timestamping Options button, or click the click the Timestamping Options icon from the
Event Display éD window.

2. Go to the Display Options section at the bottom of the window, and find the Number of Digits to
Display box.

3. Click on the arrows to change the number. You can display between 0 and 6 digits to the right of

the decimal point.

7.2 Technical Information

7.2.1 Performance Notes

As a software-based product, the speed of your computer’s processor affects the analyzer’s performance.
Buffer overflow errors are an indicator that the analyzer is unable to keep up with the data. The information
below describes what happens to the data as it arrives, what the error means, and how various aspects of the
analyzer affect performance. Also included are suggestions on how to improve performance.

The analyzer's driver takes data from the driver and counts each byte as they are put into the driver’s buffer.
The analyzer's driver tells the user interface that data is ready to be processed. The analyzer takes the data from
the driver’s buffer and puts the data into the capture buffer.

Driver Buffer Overflows occur when the user interface does not retrieve frames from the driver quickly
enough. Buffer overflows are indicated in the Event Display window by a plus sign within a circle. Clicking on
the buffer overflow symbol displays how many frames have been lost.

There are several things that you can do to try and solve this problem.

o Use capture filters to filter out data you don't need to see. Capture filters reduce the amount of data pro-
cessed by the analyzer. (Ethernet Only)

o Close all other programs that are doing work while the analyzer is running. Refrain from doing searches
in the Event Display window or other processor intensive activities while the analyzer is capturing data.
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o Timestamping takes up processor time, primarily not in timestamping the data, but in writing the
timestamp to the file. Try turning off timestamping from the Timestamping Options window.

« For Driver Buffer Overflows, change the size of the driver buffer. This value is changed from the
Advanced System Settings. Go to the Control window and choose System Settings from the Options
menu. Click on the Advanced button. Find the value Driver Receive Buffer Size in Operating System
Pages. Take the number listed there and double it.

o The analyzer’s number one priority is capturing data; updating windows is secondary. However, updat-
ing windows still takes a certain amount of processor time, and may cause the analyzer to lose data
while the window is being updated. Some windows require more processing time than others because the
information being displayed in them is constantly changing. Refrain from displaying data live in the
Event Display and Frame Display windows. The analyzer can capture data with no windows other than
the Control window open.

« Ifyou are still experiencing buffer overflows after trying all of the above options, then you need to use a
faster PC.

7.2.2 Ring Indicator

The following information applies when operating the analyzer in Spy mode or Source DTE, No FTS Cables
mode. When using the cables supplied with the analyzer to capture or source data, Ring Indicator (RI) is routed
to a different pin which generates interrupts normally.

There is a special case involving Ring Indicator and computers with 8250 UARTs or UARTs from that family
where the state of Rl may not be captured accurately. Normally when a control signal changes state from high
to low or low to high, an interrupt is generated by the UART, and the analyzer goes to see what has changed
and record it. Ring Indicator works a little differently. An interrupt is generated when Rl changes from high to
low, but not when RI changes from low to high. If Ring Indicator changes from low to high, the analyzer does not
know that Rl has changed state until another event occurs that generates an interrupt. This is simply the way the
UART works, and is not a deficiency in the analyzer software.

To minimize the chance of missing a Ring Indicator change, the analyzer polls the UART every millisecond to see
if Rl has changed. It is still possible for the analyzer to miss a Ring Indicator change if Rl and only Rl changes state
more than once per millisecond.

UARTSs in the 8250 family include 8250s, 16450s, 16550s and 16550 variants. If you have any questions about
the behavior of your UART and Ring Indicator, please contact technical support.

7.2.3 Progress Bars

The analyzer uses progress bars to indicate the progress of a number of different processes. Some progress
bars (such as the filtering progress bar) remain visible, while others are hidden.

The title on the progress bar indicates the process underway.

7.2.4 Event Numbering

This section provides information about how events are numbered when they are first captured and how this
affects the display windows in the analyzer. The information in this section applies to frame numbering as well.

When the analyzer captures an event, it gives the event a number. If the event is a data byte event, it receives a
byte number in addition to an event number. There are usually more events than bytes, with the result is that a
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byte might be listed as Event 10 of 16 when viewing all events, and Byte 8 of 11 when viewing only the data
bytes.

The numbers assigned to events that are wrapped out of the buffer are not reassigned. In other words, when
event number 1 is wrapped out of the buffer, event number 2 is not renumbered to event 1. This means that
the first event in the buffer may be listed as event 11520 of 16334, because events 1-11519 have been
wrapped out of the buffer. Since row numbers refer to the event numbers, they work the same way. In the

above example, the first row would be listed as 2d00 (which is hex for 11520.)

The advantage of not renumbering events is that you can save a portion of a capture file, send it to a colleague,
and tell your colleague to look at a particular event. Since the events are not renumbered, your colleague’s file
use the same event numbers that your file does.

7.2.5 Useful Character Tables

7.2.5.1 ASCIl Codes

hex| #0 | %1 | 2 | »3 | xd | x5 | o6 | »7 | xB | =9 | zA | xB [ 2C | D | xE | »F
Ox | MUL|SOH| STX| ETA|ECT|ENQJACK|BEL|{ BS | HT | LF |¥T [FF JCR | S0 | Sl

1x |DLE|DC1|DCZ|DCI|DC4 |MAK|SYN|ETB | CAN| EM |SUB|ESC| FS | GS | RS | US
N - #5|%]| & ' { ) G + ) - !

3x | 0 1 21 3[4 |56 |7 |81]89 ; £ | = » ?

i@ |l AlB)JC|IDIEJFIG|H ] J K| LIM]|IN]O

Sx F Q |2 = T L VoW | X Y i [ i\ ] "'

Bx | © a b € d g fla]|h i i k | | m| n]| o

x|l p gl g | t | uw]w |w|x]|ylz]||{ | 1} |~ [DEL

163



7.2.5.2 Baudot Codes

[DEC [ HEX | LETTERS | FIGURES |

0 | 00 |BLANK (NUL)| BLANK (NUL)

1 01 E 3

2 02 LF LF

3 03 A -

4 04 =P SP

5 05 5 EEL

B 13 ] [

7 o7 i) 7

8 08 CH CR

9 1] D $

i0 | DA R 4

11 [1]5] J )

12 | 0C N .

13 | 0D F ]

14 | DE [ :

15 | OF K {

16 10 T 5

17 11 I -

18 | 12 L )

19 13 W 2

20 14 H #

21 15 Y [3

2 16 P 0

23 17 Q 1

24 18 Q g

25 19 B ?

26 14, G &

27 1B FIGLURES FIGURES

28 1C M

23 1D X !

30 1E W .

31 1F LETTERS LETTERS
7.2.5.3 EBCDIC Codes

hex| 0 [ 21 | €2 | 23 | =4 | o6 | o6 | =7 | =B | =9 | =& | B [ =C | =D | <E | »F
Ox | WUL[SOH| ST ETK| PF | HT | LC [DEL Sk YT | FF | CR | 30| S
1x | DLE[DC1]DC2| TM |[RES| NL | BS | IL [CAN[EM| CC [CUT|IFS [1GS [IRS | IUS
2¢ | DS [S0S] FS BYP| LF |ETB|ESC SM | CL2 |ENG|ACK] BEL
3x SYN| PN | RS | UC |EQT L3 [ D4 | WAL, SUB
4x | 3P . < [ ] +

& | & I §1 "1 i s
Bx | - ! | , % » ?
7% # @ =] -
Bx A b [ d 8 q h i

Sx i k | m | n o | p| g r

A n £ t u W ¥ ¥ z |

Bx 1

Cx | { AlB|C|DJEJF|G H ]

Del 1 |J Il K|L|IM | NIDO|P|OI|R

Ex| S| T|IU| NV |W]| X Y I

Fel D 1 2 3 4 5 5] 7 8 9
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7.2.5.4 Communication Control Characters
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Listed below in alphabetical order are the expanded text meanings for common ANSI communication control
characters, and two-character system abbreviation for each one. Some abbreviations have forward slash char-
acters between the two letters. This is to differentiate the abbreviations for a control character from a hex num-
ber. For example, the abbreviation for Form Feed is listed as F/F, to differentiate it from the hex number FF.

Communications Control Characters

Abbreviation

Control Character

Text

AK ACK Acknowledge

BL BEL Bell

BS BS Backspace

CN CAN Cancel

CR CR Carriage Return

D/1-4 DC1-4 Device Control 1-4

D/E DEL Delete

DL DLE Data Link Escape

EM EM End of Medium

EQ ENQ Enquiry

ET EOT End of Transmission

E/C ESC Escape

E/B ETB End of Transmission
Block

EX ETX End of Text

F/F FF Form Feed

FS FS File Separator

GS GS Group Separator

HT HT Horizontal Tabulation

LF LF Line Feed

NK NAK Negative Acknowledge

NU NUL Null

RS RS Record Separator

S| S| Shift In
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Communications Control Characters(continued)

Abbreviation Control Character Text
SO SO Shift Out
SH SOH Start of Heading
SX STX Start of Text
SB SUB Substitute
SY SYN Synchronous Idle
us us Unit Separator
VT VT Vertical Tabulation

7.2.6 The Frontline Serial Driver

ComProbe software uses custom versions of the standard Windows serial drivers in order to capture data.
These drivers are usually installed during the routine product installation. However, if you need to install the
serial driver after ComProbe software has already been installed, please refer to the instructions available in
the Setup folder installed under Start | Programs | [Product Name and version #] | Setup | How to Install the
FTS Serial Driver.

7.2.7 DecoderScript Overview

The DecoderScript™ Reference Manual and User Guide is delivered with each Frontline ComProbe’ Protocol
Analysis System installation package under Developer Tools. The manual is also available on-line at FTE.com.

The main purpose of this manual is to describe DecoderScript™, the language used in writing decoders.
DecoderScript allows you to create new decoders or modify existing decoders to expand the functionality of
your ComProbe protocol analyzer. DecoderScript displays protocol data, checks the values of fields, validates
checksums, converts and combines field values for convenient presentation. Decoders can also be augmented
with custom C++-coded functions, called "methods", to extend data formatting, validation, transformations, and
so on.

A decoder defines field-by-field how a protocol message can be taken apart and displayed. The core of each
"decoder" is a program that defines how the protocol data is broken up into fields and displayed in the Frame
Display window of the analyzer software.

This manual provides instruction on how to create and use custom decoders. When reading the manual for the
first time, we encourage you to read the chapters in sequence. The chapters are organized in such a way to
introduce you to DecoderScript writing step- by- step.

Screenshots of the ComProbe protocol analyzer have been included in the manual to illustrate what you see on
your own screen as you develop decoders. But you should be aware for various reasons, the examples may be
slightly different from the ones that you create. The differences could be the result of configuration differences
or because you are running a newer version of the program. Do not worry if an icon seems to be missing, a font
is different, or even if the entire color scheme appears to have changed. The examples are still valid.

Examples of decoders, methods, and frame recognizers are included in this manual. You can cut and paste from
these examples to create your own decoders.
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A quick note here: Usually the pasted code appears the same as the original in your editor. Some editors, how-
ever, change the appearance of the text when it is pasted (something to do with whether it is ASCll or Unicode
text). If you find that the pasted text does not appear the same as the original, you can transfer the code into a
simple text editor like Notepad, save it as an ANSI (ASCII) file, then use it in your decoder.

These files are installed in the FTE directory of the system Common Files directory. The readme file in the root
directory of the protocol analyzer installation contains a complete list of included files. Most files are located in
My Decoders and My Methods.

We will be updating our web site with new and updated utilities, etc, on a regular basis and we urge decoder
writers to check there occasionally.

7.3 Contacting Technical Support

Technical support is available in several ways. The online help system provides answers to many user related
questions. Frontline's website has documentation on common problems, as well as software upgrades and util-
ities to use with our products.

On the Web: http://fte.com/support/supportrequest.aspx

Email: tech_support@fte.com

If you need to talk to a technical support representative about your ComProbe 802.11 product, support is avail-
able between 9 am and 5 pm, U.S. Eastern Time zone, Monday through Friday. Technical support is not avail-
able on U.S. national holidays.

Phone: +1 (434) 984-4500

Fax: +1 (434)984-4505

7.3.1 Instructional Videos

Frontline provides a series of videos to assist the user and may answer your questions. These videos can be
accessed at fte.com/support/videos.aspx. On this web page use the Video Filters sidebar to select instructional
videos for your product.
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Appendix A: Application Notes

1. Bluetooth Virtual Sniffing
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A.1 Bluetooth Virtual Sniffing

A.1.1 Introduction

The ComProbe software Virtual sniffing function simplifies Bluetooth® development and is easy to use. Front-
line’s Virtual sniffing with Live Import provides the developer with an open interface from any application to
ComProbe software so that data can be analyzed and processed independent of sniffing hardware. Virtual sniff-
ing can also add value to other Bluetooth development tools such as Bluetooth stack SDKs (Software Devel-
opment Kits) and Bluetooth chip development kits.

This white paper discusses:
o Why HCI sniffing and Virtual sniffing are useful.
o Bluetooth sniffing history.
o What is Virtual sniffing?
o Why Virtual sniffing is convenient and reliable.
o How Virtual sniffing works.
 Virtual sniffing and Bluetooth stack vendors.
o Case studies: Virtual sniffing and Bluetooth mobile phone makers.

o Virtual sniffing and you. « Where to go for more information.

A.1.2 Why HCI Sniffing and Virtual Sniffing are Useful

Because the Bluetooth protocol stack is very complex, a Bluetooth protocol analyzer is an important part of all
Bluetooth development environments. The typical Bluetooth protocol analyzer “taps” a Bluetooth link by cap-
turing data over the air. For many Bluetooth developers sniffing the link between a Bluetooth Host CPU and a
Bluetooth Host Controller—also known as HCl-sniffing—is much more useful than air sniffing.

HCl-sniffing provides direct visibility into the commands being sent to a Bluetooth chip and the responses to
those commands. With air sniffing a software engineer working on the host side of a Bluetooth chip has to infer
and often guess at what their software is doing. With HCl-sniffing, the software engineer can see exactly what is
going on. HCl-sniffing often results in faster and easier debugging than air sniffing.

ComProbe software’s Virtual sniffing feature is a simple and easy way to perform HCl-sniffing. Virtual sniffing is
not limited to just HCl-sniffing, but it is the most common use and this white paper will focus on the HCl-sniffing
application of Virtual sniffing.

It is also important to understand that ComProbe software is a multi-mode product. ComProbe software does
support traditional air sniffing. It also supports serial HCI sniffing (for the H4 (HCI UART), H5 (3-wire UART), and
BCSP (BlueCore Serial Protocol) protocols), USB HCI (H2) sniffing, SDIO sniffing, and Virtual sniffing. So with
ComProbe software nothing is sacrificed—the product is simply more functional than other Bluetooth protocol
analyzers.

A.1.3 Bluetooth Sniffing History

Frontline has a strong appreciation for the importance of HCI sniffing because of the way we got involved with
Bluetooth. Because of our company history, we are uniquely qualified to offer a multi-mode analyzer that
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provides many ways to sniff and supports a wide variety of protocols. This brief Bluetooth sniffing history should
help you understand our approach to Bluetooth protocol analysis.

In the early days of Bluetooth, there were no commercially available Bluetooth protocol analyzers, so
developers built their own debug tools and/or used protocol analyzers that weren’t built for Bluetooth. Many
developers built homegrown HCl analyzers—basically hex dumps and crude traces—because they recognized
the need for visibility into the HCl interface and because it was too difficult to build air sniffers. Several com-
panies developed air sniffers because they saw a market need and because they realized that they could
charge a high price (USD $25,000 and higher).

Two Bluetooth chip companies, Silicon Wave and Broadcom were using Frontline’s Serialtest® serial analyzer to
capture serial HCI traffic and then they would manually decode the HCI byte stream. This manual decoding was
far too much work and so, independently, Silicon Wave and Broadcom each requested that Frontline produce a
serial HCI Bluetooth analyzer that would have all the features of Serialtest. In response to these requests Front-
line developed SerialBlue®—the world’s first commercially available serial HCl analyzer.

The response to SerialBlue was very positive. When we asked our Bluetooth customers what they wanted next
we quickly learned that there was a need for an affordable air sniffer that provided the same quality as Seri-
alBlue. We also learned that the ultimate Bluetooth analyzer would be one that sniff air and sniff HCl sim-
ultaneously.

As work was progressing on our combination air sniffer and HCl sniffer the functional requirements for
Bluetooth analyzers were changing. It was no longer good enough just to decode the core Bluetooth protocols
(LMP, HCI, L2CAP, RFCOMM, and OBEX). Applications were beginning to be built on top of Bluetooth and there-
fore application level protocol decoding was becoming a requirement. For example, people were starting to
browse the Internet using Bluetooth-enabled phones and PDAs therefore a good Bluetooth analyzer would
need to support TCP/IP, HTTP, hands-free, A2DP, etc.

For Frontline to support for these higher levels protocols was no problem since they were already in use in
other Frontline analyzer products. People have been using Frontline Serialtest serial analyzers and Ethertest™
Ethernet analyzer to troubleshoot TCP/IP and Internet problems for many years.

As we continued to work closely with the Bluetooth community we also came across one other requirement:
sniffing itself had to be made easier. We took a two-pronged approach to this problem. We simplified air sniff-
ing (and we continue to work on simplifying the process of air sniffing) and we invented Virtual sniffing.

A.1.4 Virtual Sniffing—What is it?

Historically, protocol analyzers have physically tapped the circuit being sniffed. For example, an Ethernet circuit
is tapped by plugging into the network. A serial connection is sniffed by passively bridging the serial link. A
Bluetooth air sniffer taps the piconet by synchronizing its clock to the clock of the piconet Master.

Not only is there a physical tap in traditional sniffing, but the sniffer must have some knowledge of the physical
characteristics of the link being sniffed. For example, a Bluetooth air sniffer must know the BD_ADDR of at least
one piconet member to allow it perform clock synchronization. A serial sniffer must know the bit rate of the
tapped circuit or be physically connected to the clock line of the circuit.

With Virtual sniffing the protocol analyzer itself does not actually tap the link and the protocol analyzer does not
require any knowledge of the physical characteristics of the link.

In computer jargon, “virtual” means “not real”. Virtual memory is memory that doesn’t actually exist. Virtual
reality is something that looks and feels real, but isn’t real. So we use the term Virtual sniffing, because there is
sniffing taking place, but not in the traditional physical sense.
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A.1.5 The Convenience and Reliability of Virtual Sniffing

Virtual sniffing is the most convenient and reliable form of sniffing and should be used in preference to all
other forms of sniffing whenever practical. Virtual sniffing is convenient because it requires no setup to use
except for a very small amount of software engineering (typically between one and four hours) that is done
once and then never again. Once support for Virtual sniffing has been built into application or into a devel-
opment environment none of the traditional sniffing setup work need be done.

This means:
o NO piconet synchronization.
o NO serial connection to tap.
o NO USB connection to tap.

Virtual sniffing is reliable because there is nothing that can fail. With Virtual sniffing all data is always captured.

A.1.6 How Virtual Sniffing Works

ComProbe software Virtual sniffing works using a feature called Live Import. Any application can feed data into
ComProbe software using Live Import. A simple API provides four basic functions and a few other more
advanced functions. The four basic Live Import functions are:

o Open a connection to ComProbe software.
o Close a connection to ComProbe software.
o Send an entire packet to ComProbe software.
« Send a single byte to ComProbe software.

All applications that send data to ComProbe software via Live Import use the first two functions. Usually only
one of the two Send functions is used by a particular application. When ComProbe software receives data from
the application via Live Import, the data is treated just as if it had been captured on a Frontline ComProbe
sniffer. The entire protocol stack is fully decoded.

With Virtual sniffing the data can literally be coming from anywhere. ComProbe software does not care if the
data being analyzed is being captured on the machine where ComProbe software is running or if the data is
being captured remotely and passed into ComProbe software over an Internet connection.

A.1.7 Virtual Sniffing and Bluetooth Stack Vendors

As the complexity of the Bluetooth protocol stack increases Bluetooth stack vendors are realizing that their cus-
tomers require the use of a powerful Bluetooth protocol analyzer. Even if the stack vendor’s stack is bug free,
there are interoperability issues that must be dealt with.

The homegrown hex dumps and trace tools from the early days of Bluetooth just are not good enough any-
more. And building a good protocol analyzer is not easy. So stack vendors are partnering with Frontline. This per-
mits the stack vendors to concentrate of improving their stack.

The typical Bluetooth stack vendor provides a Windows-based SDK. The stack vendor interfaces their SDK to
ComProbe software by adding a very small amount of code to the SDK, somewhere in the transport area, right
about in the same place that HCI data is sent to the Host Controller.

171



fcontline

Debug Communications Faster™

If ComProbe software is installed on the PC and the Virtual sniffer is running then the data will be captured and
decoded by ComProbe software, in real-time. If ComProbe software is not installed or the Virtual sniffer is not
running then no harm is done. Virtual sniffing is totally passive and has no impact on the behavior of the SDK.

One Frontline stack vendor partner feels so strongly about ComProbe software that not only have they built Vir-
tual sniffing support in their SDK, but they have made ComProbe software an integral part of their product offer-
ing. They are actively encouraging all customers on a worldwide basis to adopt ComProbe software as their
protocol analysis solution.

A.1.8 Case Studies: Virtual Sniffing and Bluetooth Mobile Phone
Makers

Case Study # 1

A Bluetooth mobile phone maker had been using a homemade HCl trace tool to debug the link between the
Host CPU in the phone the Bluetooth chip. They also were using an air sniffer. They replaced their entire sniffing
setup by moving to ComProbe software.

In the original test setup the Host CPU in the phone would send debug messages and HCI data over a serial link.
A program running on a PC logged the output from the Host CPU. To implement the new system using Virtual
sniffing, a small change was made to the PC logging program and it now sends the data to ComProbe software
using the Live Import API. The HCl traffic is fully decoded and the debug messages are decoded as well.

The decoder for the debug messages was written using ComProbe software’s DecoderScript feature. Decoder-
Script allows ComProbe software user to write custom decodes and to modify decodes supplied with
ComProbe software. DecoderScript is supplied as a standard part of ComProbe software. In this case, the cus-
tomer also created a custom decoder for HCl Vendor Extensions.

The air sniffer that was formerly used has been replaced by the standard ComProbe software air sniffer.
Case Study # 2

A second Bluetooth mobile phone maker plans to use Virtual sniffing in conjunction with a Linux-based custom
test platform they have developed. Currently they capture serial HCl traffic on their Linux system and use a set
of homegrown utilities to decode the captured data.

They plan to send the captured serial HCl traffic out of the Linux system using TCP/IP over Ethernet. Over on the
PC running ComProbe software they will use a simple TCP/IP listening program to bring the data into the PC and
this program will hand the data off to ComProbe software using the Live Import API.

A.1.9 Virtual Sniffing and You

If you are a Bluetooth stack vendor, a Bluetooth chip maker, or a maker of any other products where integrating
your product with ComProbe software’s Virtual sniffing is of interest please contact Frontline to discuss your
requirements. There are numerous approaches that we can use to structure a partnership program with you.
We believe that a partnership with Frontline is an easy and cost-effective way for you to add value to your
product offering.

If you are end customer and you want to take advantage of Virtual sniffing, all you need to do is buy any Front-
line Bluetooth product. Virtually sniffing comes standard with product.
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A.1.10 Technical Support

Technical support is available in several ways. The online help system provides answers to many user related
questions. Frontline’s website has documentation on common problems, as well as software upgrades and util-
ities to use with our products.

Web: http://www.fte.com, click Support

Email: tech support@fte.com

If you need to talk to a technical support representative, support is available between 9am and 5pm, U.S.
Eastern time, Monday through Friday. Technical support is not available on U.S. national holidays.

Phone: +1 (434) 984-4500

Fax: +1 (434) 984-4505
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